UNIVERSITY OF ILLINOIS

. COLLEGE OF LAW . “Ii

lllinois Program in Law, Behavior and Social Science
Research Paper No. LBSS118

lllinois Public Law and Legal Theory
Research Paper No10-35

Mitigative Counterstriking: Self-Defense
and Deterrence in Cyberspace

D\ 3 .HVDQ
&DURO 0 +D\HV

Harvard Journal of Law and Technology, Forthcoming 2012

SURIHVVRU 8QLYHUVLW\ RI ,OOLQRLV DV
8QLYHUVLW\ RI ,OOLQRLY DW BUEDQD

7KLY SDSHU FDQ EH GRZQORDGHG ZLWKRXW FKDUJH |

URP WKH

1HWZRUN (OHFWURQLF 3DSHU &ROOHFWLRQ

KWWS SDSHUV VVUQ FRP SDSH WDU"DEV

Electronic copy available at: http://ssrn.com/abstract=1805163

WUDFWB



MITIGATIVE COUNTERSTRIKING: SELF-DEFENSE AND
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Jay P. Kesan* and Carol M. Hayes**
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&\EHUZDU KDV EHFRPH D UHDOLW\ 7KH TXHVWLRQ LV Q
H[SHULHQFH D PDMRU F\EHUDWWDFN DLPHG DW GLVUXSWLQJ

,UDQLDQ XUDQLXP HQULFKPHQW DFWLYLWLHYVY ZHUH VHYF
XVHG D QXPEHU RI JHUR GD\ H[SORLWY DQG GDPDJHG WKH

GRFHQWY OHDNHG IURP WKH ILOHV RI D FRPSXWHU VHEF.
WKHUH DUH 3SF\EHU FRQWUDFWRUV™ LQ WKH 8QLWHG 6WDWHYV
YXOQHUDELOLWLHY LQ SRSXODU VRIWZDUH $GGLWLRQDOO\
6HUYLFH '"R6 DWWDFNV WKDW FRXOG EH XVHG WR NQRFN D
VI\VWHP PRUH YXOQHUDEOH WR IXUWKHU DWWDFENYV

,Q WKH 8QLWHG O6WDWHYV KLIJKO\ YLVLEOH FRUSRUD\
LQIUDVWUXFWXUH DUH ERWK OLNHO\ WDUJHWV IRU GHELOLW
HQVXUH WKDW WKHVH JURXSV DUH SURWHFWHG &XUUHQWO)
LOWHUQDWLRQDO FULPLQDO ODZ UHJLPH WR GHWHU WKHVH
OLNHO\ WR SURYH LPSUDFWLFDO $ PDMRU EDUULHU WR SX
LGHQWLI\LQJ LQGLYLGXDO DWWDFNHUYV 3DVVLYH GHIHQVH P
DOQOWLYLUXV VRIWZDUH GR QRW UHTXLUH SRWHQWLDO DWWL
SDVVLYH GHIHQVH PHWKRGYVY DUH QRW XVHG FRQVLVWHQWO\
DUH DOO EXW XVHOHVYV DJDLQVW DWWDFNV XWLOL]JLQJ JHUR
DUHJXODWRU\ UHJLPH WKDW ZRXOG JRYHUQ WKH XVH RI LC
WHFKQRORJLHY WKDW ZRXOG HQDEOH PLWLIJDWLYH FRXQWHU

$FWLYH GHIHQVH KRZHYHU KDV EHHQ D FRQWURYHUVLEC
ZH VHHN WR HQJDJH LQ 7KH UHDVRQ WKDW FRPPHQWDU\ DER
LOFRQFOXVLYH XS WR WKLV SRLQW LV WKDW DFWLYH GHIE
DPRXQWLQJ WR YLJLODQWLVP WKDW FDUULHV VLIQLILFDQW
UHWUFKHUVY KDYH EHHQ DQDO\LQJ WKLV WRSLF LQFRUUHFWC
WKHH&®HQW DVSHFWVY RI DFWLYH GHIHQVH GHWHFWLQJ WU
SRVVLEOH FKDUDFWHUL]JDWLRQV RI FRXQWHUVWULNHYV Pl
FRXQYWHUNH ZRXOG LQYROYH DFWLRQV WDNHQ LQ VHOI GHI
SURJUHVY DQG PLWLIJDWH LPPHGLDWH KDUP WR D WDUJHW
QHFVLW\ HVSHFLDOO\ WR SURWHFW FULWLFDO LQIUDVWU
FRXQWHUVWULNLQJ LV UHDGLO\ MXVWLILDEOH XQGHU D VH

$ YHU\ HDUO\ YHUVLRQ RI WKLY ZRUN UHFHLYHG DQ +RQRUDEOH
5HVHDUFK &RXQFLOAV &RPSHWLWLRQ RQ 5HVHDUFK DQG 6FKRODUVKLS L
TKLQNLQJ 7TKURXJK $FWLYH 'HIsAdBMB($5Q+8& 8 Edd \BYZRD(F H*6 2Q:$25.6+23 21
"(7(55,1*8&<% (5%$77%$&.6

3URIHVVRU DQG + 5RVYV +HOHQ :RUNPDQ )DFXOW\ 5HVHDUFK 6FK
,QWHOOHFWXDO 3URSHUW\ 7THFKQRORJ\ /DZ 8QLYHUVLW\ RI ,OOLQRLV &l

- 8QLYHUVLW\ RI ,OO0LQRLY &ROOHJIH RI /DZ 7KH DXWKRUV 7
DQG WKH PDQ\ SDUWLFLSDQWYV LQ WKH ZRUNVKRS DW WKH 15& ZKRVH J>
GLUHFWLRQ RI WKLY DUWLFOH ‘H DOVR WKDQN 3URI ORUHOO ( 0XOOLQ\
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PLWLJDWLRQ DUH REVHUYHG OLWLJDWLYH FRXQWHUVWULNL¢
RI GRPHVWLF DQG LQWHUQDWLRQDO ODZ DQG FDQ EH PDG
DPHQGLQJ WKH ODZ RU E\ UHLQWHUSUHWLQJ LW

$IWHU HYDOXDWLQJ WKH WHFKQRORJLHV WKH SRWHQWL
FRQFOXGH WKDW PLWLIJDWLYH FRXQWHUVWULNLQJ ZRXOG E#t
""R6 DWWDFNV RULIJLQDWLQJ IURP ERWQHWY 6XFK D FRXQYV
PLWLJDWH KDUP WR WKH YLFWLP V\VWHP ZKLOH DOVR SUHYV
DGGLWLRQDO DWWDFNV +DUPLQJ QRQ DWWDFNHUV WKURXJK
ZH REVHUYH WKDW WKH WHFKQRORJLFDO FDSDELOLWLHV WHF
DQG SURYLGH WKH FDSDELOLW\ WR DYRLG XQQHFHVVDU\ K
JRYHUQPHQW VKRXOG UHJXODWH DFWLYH GHIHQVH DQG RYF
SDUW RI D SXEOLF SULYDWH SDUWQHUVKLS WR WDNH DGYDQ'
DQG SULYDWH VHFWRUYVY RQ WKLV WRSLF 2XU UHFRPPHQGHG
VHOIl GHIHQVH ZRXOG DOVR LQFOXGH OLDELOLW\ UXOHV W
FRXQWHUVWULNH FDXVHV KDUP WR D SDUW\ RWKHU WKDQ WK

,Q VKRUW WKH FXUUHQW VLWXDWLRQ ZLWK F\EHUDWWD|
PXVW EH SURYLGHG WR SRWHQWLDO YLFWLPV WR SHUPLW W
QRZ DQG ZH PXVW OHJDOO\ VROLGLI\ WKH ULJKW WR XVH
SURWHFWLQJ WKH ULJKWV RI SRWHQWLDO XQLQYROYHG WKI
FRXQWHUVWULNHYV
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“If we do not wish to fight, we can prevent the enemy from engaging us even though the lines of
our encampment be merely traced out on the ground. All we need do is to throw something odd
and unaccountable in his way.”

“A strange game. The only winning move is not to play.”®

B17=8 7+($57 2) $5 /[LRQHO *LOHV 7UDQV (O 3DVR 1RUWH 3UHVV

'$5*%0(6 0*0 8% 6WXGLRV 7KH DERYH TXRWH LV VDLG E\ WKH FF
DIWHU LW ILQDOO\ OHDUQV RQH RI WKH NH\ WHQHWY RI GHWHUUHQFH GX
OHDG WR DQ RSWLPDO UHVXOW EHFDXVH RI WKH RSSRQHQWZAV FDSDFL
XQGHUOLH WKLV DUWLFOH DV ZH SRVLW WKDW D IRUPDOL]JHG DFWLYH G
F\EHU DJJUHVVLRQV WKDQ WKH FXUUHQWO\ DYDLODEOH RSWLRQV XQGHU
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,GHDV FRPSXWHUV DQG LQWHOOHFWXDO SURSHUW\ DUF
$JH 7KH ,QWHUQHW LV VXFK D FRUQHUVWRQH RI PRGHUQ Ol
,QWHUQHW DFFHVV WR E%XWV W& B DLPHS@RW /O QAH KRV WHFKQRO|
DJH GRHV QRW FRPH ZLWKRXW D GRZQVLGH WKH YXOQHUD
HFRQRP\ WR PLQLPDOO\ IXQGHG F\EHUDWWDFNV IURP UHPRW

,Q WKH V $PHULFDQ VFKRRO FKLOGUHQ ZHUH WDXJKW
DQ DWRPLF ERPEI NRXORWHRQIODVK RI OLJKW EULJKWHU WKDC
LPPHGLDWHO\ GXFN LQWR D IHWDO SRVLWLRQ DQG FRYHU \R
RWKHUZLVH \RX FRXOG EH EXUQHG DQG LI \RX ZHUH EXUQH
VXQEXUQ )RUWXQDWHO\ WKRXJK QR $PHULFDQ FLW\ HYHU
HYHU KDG WR OHDUQ WKH KDUG ZD\ WKDW D QHZVSDSHU RU
DJDLQVW WKH KHDW IURP DQ DWRPLF ERPE H[SORVLRQ 7KH
&ROG :DU VHUYHG DV D GHWHUUHQW DJDLQVW QXFOHDU \
VXFFHVVIXOO\ DYRLGHG 3 XFN DQG FRYHU ~ KRZHYHU GLG Q

7KH &ROG :DU HQGHG DERXW WZR GHFDGHV DJR EXW QH.
KDYH VKLIWHG WKH EDWWOHILHOG KDV PRUSKHG DQG WHF

QRZ IRUP WKH IRXQGDWLRQV IRU RXU HYHU\GD\ OLYHV 7k
ZDV SDUWLDOO\ GHYHORSHG WR IDFLOLWDWH FRPRX@LF® W L
WHK ZRUOG IRUHYHU ,W LV TXLWH SRVVLEOH WKDW IXWXUH :
ZLWK WKH OLQHV EHWZHHQ FLYLOLDQ DQG ,®G\ DG \R E H'BHER
DQG FRYHU ~ FRPSXWHU XVHUV PXVW QRZ 36FDQ ILUHZDOO
SXUHO\ SDVVLYH GHIHQVHVY KDYH TXHVWLRQDEOH RWGOLW\

'"HEUD :RQJ <DQJ % U L Qun®Bring tRel Cybev-Di@n&/ Threat $ & .0/ 5(9

47/ 5(6(%$5&+ &281&,/ 2) 7+3$7/ $&%$'6 T(&+12/2*<32/,&</$: $1(7+,&6
5(*$5',1*8 6%$&48,6,7,21 $86( 2)&<%(5$77$8&$3%%,/,7,(6 :LOOLDP $ 2ZHQV HW DO
>KHUHLQDSGWHY? @PRWLQJ (VWRQLDZLZY DGRSWLRQ RI WKLV SRVLWLRQ

S5LIKWY%R(:6 O0DU available at KWWS QHZV EEF FR XN KL VWP QRWL
(VWRQLD WDNH WKLV YLHA4s InterbetU Attefd @ Bundanéitab Buwdd RIgMN? France's High
Court Says Yes 5HDG:ULWH:HE -XQH

KwwS 727Z2Z UHDGZULWHZHE FRP DUFKLYHV LVBLQWHUQHWBDFFHVVBDBIXC
8 6 JHG &LYLO 'HI $GPLQ 'XFEN DQG &RYHuvailaple RKHU 3 URG
KWWS 7Z27ZZ DUFKLYH RUJ GHWDLOV 'XFNDQG&

2.,1 7+(,17(51(75(92/87,21 QRWLQJ WKH PLOLWDU\VAEAV QHHG IR
QHWZRUN DUFKLWHFWXUH
3 UDJDW LFutukt WRrBWill Be Fought in Cyberspace ),1 (;35(66 $XJ , available at

KWWS ZZZ ILQDQFLDOH[SUHVVEHRX DA EZHNYWXNHHZDUYV ZLSBORYLGLQJ HJF
DQ LQWHUYLHZ ZLWK 6WHYH 5HGPDQ RI OFDIHH 6RPH VRXUFHV LQGLFDW
LQ WKHLU PLOLWDU\ WKDW IRFXV RQ F\E H3gtdrg U RightHPrReBtiAdJANitaRQV 6HDQ
Critical Infrastructure in Cyberspace $59 - | T(&+ QRWLQJ &KLQDAV FDS
$ULH - 6CybeDVia&are Operations: Development and Use Under International Law $ )/ 5(9
UHIHUULQJ WR 1RUWK .RUHDZAEV 8QLW

7TRQ\ %UDGOH\ =HUR 'D\ ([SORLWV KWWS QHWVHFXULW\ DERXW
ODVW YLVLWHG )HE $ JHUR GD\ H[SORLW H[LVWV ZKHQ WKHUH L)\
KDFNHU FUHDWHY DQ H[SORLW SULRU WR WKH VRIWZDUH YHQGRU EHLQJ |
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VRSKLVWLFDWHG F\EHU ZHDSRQIQGLNHOWMKH ROXMKIW & RSDR
HQIRUFHPHQW DQG FRXUWV WR DVVHUW RXU ULJKW WR EH |
FXUUHQWO\ SUHVHQW HQRXJK RI D SUDFWLFDO WKUHDW WR (

7KH SRVVLEOH ZHDNQHVVHV Rl UHO\LQJ RQ SDVVLYH GHI
HTXLSSHG ERWK OHJDOO\ DQG WHFKQRORJLFDOO\ WR VHHI
VLWXDWLRQ &RQVLGHULQJ KRZ PRGHUQ VRFLHW\ UHOLHV R
RYHU FRPSXWHU QHWZRUNV WKHUH LV DQ XUJHQW QHHG Il
FULWLFDO VHUYLFHV IURP GDPDJH DV ZHOO DV KHOS PLWLJL
D QXPEHU RI UHDVRQV WKDW ZLOO EH H[SORUHG EHORZ ZH
EH RSWLPDO WR SHUPLW PLWLJDWLYH FRXQWHUVWULNHV L«
EHJLQ D GLDORJ RQ WKLV WRSLF VRRQ EHFDXVH WKH WHFK«
QHZ GLVEXVVLRQV DQG DQDO\WHV DUH QHHGHG WR HQVXUH \
UHDVRQLQJ

A.Mitigative Counterstriking

7KH UHVHDUFK IRU WKLV DUWLFOH EHJDQ ZLWK D EURD
VXUURXQGLQJ F\EHUVHEXULW\ LVVXHVY DQG PDNLQJ UHFRPP}
WKDW ZRXOG SHUPLW WKH XVH RI DFWLYH GHIHQVH DV RSS
DOZD\V UHO\ VROHO\ RQ WKH SDVVLYH GHIHQVH RSWLRQV R
$ORQJ WKH ZD\ ZH QRWHG VXEVWDQWLDO XQFHUWDLQW\ LQ
SHUPLWWLQJ 3KDFN EDFN ~ WKH VWUHHW WHUP IRWHRKMLKH FRX
XQFHUWDLQW)\ LV ZKDW ZH ZLOO DGGUHVV LQ RXU DQDO\VLV

$W LWV FRUH GHIHQVH F\EHU FRXQWHUVWULNH LV DEF
HQVXULQJ WKDW SDUWLHV DUH QRW GHSULYHG RI WKH LQ
SURSHUW\ 7KHUH DUH PDQ\ YLHZV Rl GHWHUUHQFH EXW GH
WKH H[LVWHQFH RI RQH RU ERWK Rl WKH IROORZLQJ HOHP
LQIOLFWLRQ RI XQDFFHSWDEOH FRVWYW RY GHGW.IQ IWER HH O M
GHWHUUHQFH WKDW KDYH OHG XV WR DSSO\ WKH WHUPV 2
FRXQWHUVWULNLQJ WR WKH FRXQWHUVWULNLQJ SRUWLRQ R

'DQ *R RBBxbdDBlitzed 5 Iranian Factories Over 10-Month Period 7+(5(*,67(5)HE ,
available at KWW S 227 WKHUHJLVWHU FR XN VWX[QHWBWDUJHWHGB B
IRXU ]JHUR GD\ YXOQHUDELOLWLHV ZKLFK WKH VHFXULW\ FRPSDQ\ 6\
. & 6BWX[QHW KWWS ZzzzZ VIPDQWHF FRP VHFXULW\BUHVSRIXDWMNZYLWIHXE G
$SU

ODWWKH Z -Solging@hel DilBmMima of State Responses to Cyberattacks: A Justification for the Use
of Active Defenses Against States who Neglect Their Duty to Prevent 0r 1 5(9 S5BHYROXWLRQV
WHFKQRORJ\ OLNH WKH ,QWHUQHW FKDOOHQJH WKH IUDPHZRUN WKDW
PXVW XVH LPDJLOQDWLRQ WR ILQG ZD\V WR WDFNOH WKLY SUREOHP ,I QF
WKH VWDWHYVY WKDW QHHG LWV JXLGDQFH ~

E.g % UXFH 3 Haé&ihg, Wdaching, and Counterattacking: Digital Counterstrikes and the

Contours of Self-Help - [&21 3214 XVLQJ WKH WHUP 3KDFN EDFN"™ W
FRXQWHUYV VHEIRNHWK 5 DGak O Lybu Hack Back? &11 &20 -XQH
KWW S DUFKLYHV FQQ FRP 7(&+ FRPSXWLQJ KDFN EDFN LGJ UHII

KRVWLOH F\EHU LQWUXVLRQV
15&(32575upra QRWHBW
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,Q WKH F\EHU FRQWH[W D *FRXQWHUVWULNH" FDQ LQYRC
WDUJHW UHGLUHFWLQJ WKH DWWDFNHUZZV SDFNHWV EDFN DV
'R6 DWWDFN DW WKH DWWDFNHU WR NQRFN WKH DWWDFNH
VIVWHP ZLWK D YLUXV RU ZRUP WR SHUPLW WKH YLEWLP WR
RU FRPELQDWLRQV RI RSWLRQV 7KH WHFKQRORJLHV DYDLO
WKH VDPH W\SHV RI WHFKQRORJLHVY WKDW DUH XVHG LQ DQ L
LQ 6HFWLRQ ,, % WKHUH DUH FXUUHQWO\ WHFKQRORJLHYV
EDFN WR LWV RULJLQ ZLWK YDU\LQJ GHJUHHV RI DFFXUDF\
SF\EHU FRQWUDFWRUV"~ H[LVW DV SDUW Rl ZKDW VRPH KDYH
ZKRVH ZRUN LQYROYHV WKH FUHDWLRQ RI RIIHQVLYH F\EHU
WKH FRQWH[W Rl FRXQWHUVWULNLQJ

7KH JRDO RI D FRXQWHUVWULNH FDQ DOVR YDU\ EHWZI
PLWLJDWLQJ WKH KDUP WR WKH WDUJHW 7KH IRUPHU FDQ E
ZH DUJXH VKRXOG UHPDLQ XQGHU WKH VROH FRQWURO RI WK
VWDJH EHFDXVH Rl WKH VHQVLWLYLW\ RI FRQVWLWXWLRQDO
FRXQWHUVWULNLQJ ° RQ WKH RWKHU KDQG FDQ EH GHILQHG
VIVWHP LQ D PDQQHU WKDW LV VWULFWO\ OLPLWHG WR WKH
IURP EHLQJ IXUWKHU GDPDJHG :H UHFRJQL]H WKDW WKHUH
DQG PLWLIJDWLYH FRXQWHUVWULNLQJ VLQFH PLWLJDWLYH |
DWWDFNHUZV VI\VWHP EHLQJ GDPDJHG ZKLFK ZRXOG DOVR
FRXQWHUVWULNLQJ +RZHYHU WKH JRDO Riitiate WSLD)®D\IIHY H F |
| UR Rurent and immediatt WKUHDW DQG ZH XUJH WKDW ZKDWHYHU PH
MXVWLILDEOH XQGHU D PLWLJDWLRQ IUDPHZRUN

$FWLYH GHIHQVH FXUUHQWO\ H[LVWV LQ OHJDO OLPER &
FRXQWHUVWULNHV 2XU SURSRVDO LQ WKLV DUHD LV ERWK P
DOVR GLVFXVV DFWLYH GHIHQVH DV D EURDG WRSLF RXU SU
D GLVFUHWH VXEFDWHJRU\ RI DFWLYH GHIHQVH DFWLYLWLH
DGYRFDWLQJ D VLIJQLILFDQW VKLIW IURP WKH SUHYDLOLQJ D
D QHZ UHJLPH ZH KDYH FKRVHQ WR IRFXV RQ PLWLJDWLYH F
UHDVRQV )LUVW EHFDXVH LW LV OLNHO\ WR EH PRUH HIIHF\
JRDO Rl GHWHUUHQFH E\ GHQLDO DQG VHFRQG EHFDXVH F
FRQFHSW LQ HQGRZLQJ QHWZRUN DGPLQLVWUDWRUV ZLWK W
HQVXULQJ WKDW WKH ULJKW WR GHIHQG RQHVHOI DQG RQH.
UHDOP LQ D PDQQHU VLPLODU WR WKH SK\VWLFDO UHDOP 7KI|
VLWXDWLRQ ZKHUH SDUWLHV DUH H[SHFWHG WR JLYH XS D
WKUHDWYV OLPLWHG LQVWHDG WR LQVWDOOLQJ SDVVLYH GH
ZLOO EH HQRXJK ZLWK OLWWOH WR QR SUDFWLFDO UHFRXL
FLYLO OLWLJDWLRQ IRU D QXPEHU RI UHDVRQV WKDW ZLOO E

&XUUHQWO\ WKH ELJJHVW SUREOHP LV WKDW WKHUH
F\EHUDWWDFNV WKDW DOVR KDV D FUHGLEOH GHWHUUHQW H
DQG FRQVLVWHQW XVH RI PLWLIJDWLYH FRXQWHUVWULNHV FFR
VIVWHPV VXFK DV KRVSLWDOV JRYHUQPHQW GHIHQVH V\VV

+DURRQ I0eb$dhd) from Anonymous on Cyberwar $/ -$=((5$¢ ODU
KWWS HQJOLVK DOMD]HHUD QHW LQGHSWK RSLQLRQ K\
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&1, DQG XUJH WKDW LPSOHPHQWLQJ D UHJLPH WR SHUPLW
7TKHUH LV VRPH HYLGHQFH WKDW WKH SULYDWH VHFWRU KDV
WKHLU VA\VWHPV ZLWKRXWIUHEWRUWHQVUDMNEQEDMMWEG\EHU YLJL
UHJLPH ZKHUH VXFK EHKDYLRUV DUH DW EHVW D JUD\ DUHD
RI PLWLIDWLYH FRXQWHUVWULNLQJ LV WUHDWHG OLNH WKH
OHJDO FRPPHQWDWRUYV ODUJHO\ LJQRULQJ LW $IWHU FDUH
WUHDWPHQW LV GXH WR WKH ODFN RI DQ DQDO\WLFDO IUDF
YLILODQWLVP RI UHWULEXWLYH FRXQWHUVWULNLQJ DQG WKF
PLWLIJDWLYH FRXQWHUVWULNLQJ

‘H WKXV SURSRVH D QHZ SROLF\ DQG OHJDO UHJLPH WHF
WKURXJK WKH XVH RI SDFWLYH GHIHQVH™ DQG :PLWLJDWLYH
VWDQGDUGL]DWLRQ LQ DQ DSSURDFK WR PLWLJDWLYH FRXQV
RI PLWLIDWLYH FRXQWHUVWULNHYV LV DSSURSULDWH DV ZI
PLWLIDWLYH FRXQWHUVWULNHYV :H UHFRJQL]JH WKDW WKH S
SRWHQWLDOO\ UDLVH D QXPEHU RI OHJDO DQG GLSORPDWL
WHFKQRORJLFDO GHYHORSPHQW PD\ EH EHQHILFLDO EHIRUH
ZH XUJH WKDW WKH ILUVW SULRULW\ VKRXOG EH LPSOHPHQV
SURWHFW &1,

,Q 6HFWLRQ , ZH H[DPLQH WKH WKUHDW RI F\EHU LQWUX
WKH PHWKRGY DQG HIIHFWV RI F\EHUDWWDFNV DV ZHOO DV ¢
LVVXHV UHODWLQJ WR F\EHUDWWDFNV +DYLQJ LQWURGXFHCG
WKH FXUUHQW OHJDO PHWKRGV IRU DGGUHVVLQJ WKHP DUJ
WRR PDQ\ VKRUWFRPLQJVY WR UHOLDEO\ DGGUHVYV F\EHUDWW
DWWDFNHUV ,Q 6HFWLRQ ,, ZH LQWURGXFH DFWLYH GHIHC
DGGUHVVLQJ F\EHUDWWDFNV HYDOXDWLQJ WKH GLIITHUHQW
ZKHQ RWKHU PHWKRGV RI DGGUHVVLQJ F\EHUDWWDFNV DUH |
RI PLWLIJDWLYH FRXQWHUVWULNHYVY ZRXOG EH WKH VRFLDOO\
vy, ZH SUHVHQW D PRUH GHWDLOHG H[DPLQDWLRQ RI WKH EF
6HFWLRQ ,9 ZH IRFXV RQ WKH DVSHFWV RI WKH FXUUHQW O
PLWLIJDWLYH FRXQWHUVWULNLQJ DV DQ DFW RI VHOI GHII
UHFRPPHQGDWLRQV IRU GHYHORSLQJ D YLDEOH DFWLYH GHI
QXDQFHYVY DQG LQWHUDFWLRQV RI WKH F\EHU ZRUOG DQG WK
SUHYLRXV VHFWLRQV $Q DFWLYH GHIHQVH UHJLPH WKDW HI
FRQVLGHU IRU H[DPSOH ZKDW W\SHV RI LQWUXVLRQV VKRX
FRXQWHUVWULNLQJ ZKLFK SDUWLHV VKRXOG EH UHVSRQVLE!
PLWLIJDWLYH FRXQWHUVWULNLQJ DQG KRZ WR DGGUHVV WKH
PLWLIJDWLYH FRXQWHUVWULNHYV

5XSHUWR 3 ODMXFD -D\'3 .HVDQ +DFNLQJ %DFN 2SWLPDO 8VH
obu "RUNLQJ 3DSHU ,OOLQRLV 3XEOLF /DZ availdbleHRDUUFK 3DS't
KWwWS SDSHUV vvUQ FRP VRO SDSHUV FIP"DEVWUDFWBLG
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1HWZRUNHG FRPSXWHUV VRPH KDYH VDLG DWMEBHBZ WK
LQWUXVLRQV KDYH FDSWXUHG WKH SXEOLFAV LPDJLQDWLRC
V +ROO\ZRRGAV SRUWUD\DOV RI KDFNHUV KDYH UDQJHG |
KDFNLQJ LQWR FRPSXWHUVRORBDWHRID\QWREOHW WHUURULYV
FRPSXWHU LQIUDVWUXFWXUKLOM WRB\8RIL WHG V&W B R/BIW U D\ D
DPRXQW RI DUWLVWLF OLFHQVH WR PDNH DFWLRQ PRYLHV F
ZLWK DUW )RU H[DPSOH FRQVLGHU BWX[QHW ZKLFK WKH C
FDOV D ZRUNLQJ DQG IHDUVRPH SURWRW\SH RI D FDEHU ZH!
QHZ DUPV UDFH L@ MAOKZRUOKLY DUWLFOH FRQFHUQV SRWH
DFWLYLWLHV DQG PLWLJDWH GDPDJH WKLV VHFWLRQ ZLOO |
WKH LQDGHTXDF\ RI FXUUHQW OHJDO ZD\V WR DGGUHVV WKH
IRU VXFK UHJXODWLRQ H[LVWV 7KLV VHFWLRQ VHWV IRUWK
F\EHUDWWDFNV WKH FXUUHQW OHJDO PHWKRGV WR DGGUHYV
DQ LQWURGXFWLRQ WR WKH IRXUWK RSWLRQ DFWLYH GHIHQ

A. Attacks

&\EHU LQWUXVLRQV FDQ EH GHYDVWDWLQJ DQG FDQ FF
WHHQDJHUV ZLWK HPSW\ ORXQWDLQ 'HZ FDQV VWUHZQ DFUI
FULPLQDOV ZKR XVH FHOO SKRQHV DQG F\EHU FDIHV WR FRR
DWWDFNV XQGHUWDNHQ LQ VHFUHF\ IURP JRYHUQPHQW ZDU
DQG FRQVLVWHQWO\ LGHQWLI\ WKH DWWDFNHU V  ZKLFK VF
WDNHQ WR FDSWXUH WKRVH UHVSRQVLEOH DQG KROG WKHF
GRQAW UHTXLUH PXFK LQ WKH ZD\ RI UHVRXUFHV ZKLFK U]
WKHUHZY QR SUDFWLFDO UHTXLUHPHQW IRU IYQIGHH ® WR BB RNV
OLNH EUDQFKHV RI D YPHVERPPHQRIOIDWLR/WD KDV FRPSDUHG LW

6NOHIWPWRYQRWH DW $FFRUGLQJ WR WKH '2'£V 'LFWLRQDU\ RI |
F\EHUVSDFH LV GHILQHG DV 3D JOREDO GRPDLQ ZLWKLQ WKH LQIRUPDW
QHWZRUN RI LQIRUPDWLRQ WHFKQRORJ\ LQIUDVWUXFWXUHY LQFOXGLQJ
VI\VWHPV DQG HPEHGGHG SUREHY¥YRUN 2NQ 66 F RQ W 1R O @H/UNs5< '$1°
$662&,$7(7(506 , available at KWWS Z2Z7Z GWLF PLO GRFWULQH GRGBGLFWLR
Sovereignty in Cyberspace: Can It Exist? $ J 5(9 7TRGG VXJIJHVWYV WKDW F\EHUV S
LV LWV QDWXUH DV 3D PDQ PDGH GRPDLQ GHVLJQHG WRMMUBBRRWIHU GDWD
Cyberspace: Deterring Asymmetric Warfare with an Asymmetric Definition $ ) 5(9 7KH
1DWLRQDO OLOLWDU\ 6WUDWHJI\ IRU &\EHUVSDFH 2SHUDWLRQV SURSR)\
FKDUDFWHUL]J]HG E\ WKH XVH RI >FRPSXWHUV DQG RWKHU HOHFWURQLF
QHWZRUNHG V\VWHPV DQG DVVRFLDV&ktha SRWHFD®WQIUDVWUXFWXUH ~ 6F

:$5*$0(6 0*0 8% 6WXGLRV

/,9()5(( 25 ,(+$5" WK &HQWXUb%9d&Hfo :DOWHU *D U\ TaHast) Breséht)
and Future of Cybersecurity - 1$74£6(&85,7¢ 32/4&

.DVSHUVN\ /DE 3UHVV 5HOHDVH 6WX[QHW ODQLIHVWY WKH %HJLC
$FFRUGLQJ WR .DVSHUVN\ /DE 6HS KWWS XVD NDVSHUVN\ FRP D
PDQLIHVWY EHJLQQLQJ QHZ DJH F\EHU ZDUIDUH DFFRUGLQJ NDV

1585(3257supra QRWIBDWG6WHYHQ 5 &EyRiRdcuily Stkategy: A Primer for Policy
Makers and Those on the Front Line - 1DWAO 6HFXULW\ / 63IRGRYQRWH DW
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'LOG :HVW EHFDXVH 3WKH PHQ LQ EODFN KDWV FDQ VWULNI
KDYH WR GHIHQG HYHU\ZKHUH ~

$QDO\]LQJ DQG UHVSRQGLQJ WR F\EHU WKUHDWV KDV OR
6WDWHVY JRYHUQPHQW ,Q 2SHUDWLRQ (OLJLEOH 5HFHLY]H
ZKLFK SHRSOH DFWHG DV D URJXH VWDWH DQG WKH UHSH
JRHUQPHQW DQG FRPPHUFLDO VLWHV ZHUH VXVFHSWLEOH
WHFKQRO®RJ\ WKH 8 6 1DYDO :DU &ROOHJIH VLPXODWHG D
DWWDFN DJDLQVW FULWLFDO LQIUDVWUXFWXUH WR JDLQ LQ\
DQG ZKDW LWV HISHFRYVZIRXOWREBQDO\WWY DW WKDW WLPH I
WR GLVDEOH FULWLFDO LQIUDVWUXFWXUH ZRXOG UHTXLUH |
5HVSRQGLQJ WR VXFK DWWDFNV LV DOVR YHU\ WLPH VHQVLW
KDV RQO\ WKLUW\ VL[ KRXUV WR ILJXWRKDX\W &KHUWRRU FW KR
BHFUHWDU\ Rl WKH 'HSDUWPHQW RI +RPHODQG B6HFXULW\
F\EHUVHFXULW\ LV D WRS QDWLRQDO VHFXULW\ SULRULW\ |
HITHFWV Rl F\AEHUDWWDFNV DV VHHQ LQ WKH FDVHV RI (VWRQ

&\EHU LQWUXVLRQV RFFXU ZLWK GLVWXUELQJ IUHTXHQ
SURWHFWHG ,Q WKH +RQH\QHW 3URMHFW EHJDQ D VW
FRQQHFWHG WR WKH ,QWHUQHW WR PHDVXUH KERZRORQJ LW .
ZKLOH WKH VWXG\ ZDV VWLOO XQGHUZD\ LW WRRN WKUHH
KDFNHG ZKLOH VWDQGDUG :LQGRZV FRPSXWHUV ZLWK ILOH
ZLWKLQ IRXQ GOOV DQ DQWL YLUXV ILUP UHSRUWHG WKD
8QLWHG .LQJGRP KDG D FKDQFH Rl EHFRPLQJ LQIHFWHG ZL
WKH ,QWHURMAKHU UHFHQW VWXG\ IRXQG WKDW FRPSXWHUV L
9LVWD ZLWKRXW DQ\ SURWHFWLRQ IURP F\EHUDWWDFN KDG
EHWZHHQ EHLQJ FRQQHFWHG WR WKH ,QWHUQHW DQG ILUVW
3DVVLYH GHIHQVH LV WKXV REYLRXVO\ FULWLFDO WKRXJK
LQVXIILFLHQW IRU WKH PRVW VHQVLWLYH WDUJHWYV

1HDO .DoMmmDy Self-Help - /(&21 32/ /A& TXRWLQJ S5REV $QGHUV
Information Security is Hard- An Economic Perspective ~ “*$QQXDO &RPSXWHU 6HFXULW\ $SSOLFD'
availableat KWW S ZZZ DFVDF RUJ SDSHUV SGI

ODWWKHZ + RybdrvapfdrevaRdhe Use of Force Giving Rise to the Right of Self-Defense
% &17# &203 1/ 5(9

-DVRQ .HBeEKXAftatk $ % $ - 1RY

Id DW

Id DW

OLFKDHO &KHUWRII &\EHUVHFXULW\ 6\PSRVLXP 1DWdd@DO /HDGHU

IDWAO 6HFXULW\ / s&RIbBfa 6HFWLRQ , $ &KHUWRIIZEAY SRVLWLRQ L

SUREDELOLW\ Rl F\EHU DWWDFNV &KHUWRII VXSUD QRWH DW

/LOLDQ (DBawbdite\Death of Distributed Denial of Service: How to Kill Zombies &$5'2=2
$576 (171 -

Id. DW 7KH +RQH\QHW 3URMHFW XOWLPDWHO\ HVYWLPDWHG WKDW
FRPSXWHUV IBV RI

Id DW

7 IXLV GH ®idasnin@a Cure for the Botnet Zombie Plague: Cybertorts, Counterstrikes, and
Privileges &7+ 8 / 5(9 $QRWKHU WKUHDW WKDW LV UHODWHG WR
WKHIW DQG WKHUH ZHUH RYHU WHQ PLOOLRQ FDVHV RI LGHQWLW\ WKHIW
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3URWHFWHG V\VWHPV DOVR FRPH XQGHU IUHTXHQW DWW
QRW DV KLJK DV LW LV IRU XQSURWHFWHG V\VWHPV ,Q
DWWDFNV DJDLQ@W®QWDLWW YOWWEP\ LQ WKH 3HQWDJR
UHFHLYHG VL[ PLOOLRQ DWWHPSWHG/ HQWRKHUL\R QQ MWIRHP WXPH
GLVFRYHUHG DQ HOHFWURQLF VS\LQJ RSHUDWLRQ ZKHUH VR
XVHU LQ FRQWURO RI ZHE FDPHUDV DQG DXGLR UHFRUGLQ
FRPSXWHUV ORFDWHG LQ FRXQWULH
3ULYDWH HQWLWLHV H[SHULHQFH LQWUXVLRQV ZLWK FR
ODZ ILUPV UHSRUWHG DWWDFNV RQ WKHLUS$RFRRPXIXG HU VWKW
&RPSXWHU 6HFEXULW\ ,QVWLWXWH RI 6DQ JUDQFLVFR FRPSLO|
RI VXUYH\HG FRPSDQLHV KDG WKHLU FRPSXWHU VHEXULW
WKRVH FRPSDQLHV VXIIHUHG ILQDQFLDO ORVVHV WKRXJK R
LQWUXVJIQRQV D VLPLODU VXUYH\ E\ WKH )%, FRQFOXGHG Wt
H[SHULHQFHG LQWUXVLRQV UHSRUWHG WHKH LERWEXWLIHRIQ\D C
(PHUJHQF\ 5HVSRQVH 7HDP &(57 DW &DUQHJLH OHOORQ 8QL
FRPSXWHU VHFXULW\ LQFLGHQWYV LQ DQG FHDVHG WUDF
LOQFLGHQWY KDG EHFR@ HDVW LFRPAPBREOLVKHG LQ QRWHG
DQG D KDOI RI DOO 8 6 EXVLQHVVHV GHWHFEWHG VHFXULW\ |
YDULHW\ RI F\EHUVHFXULW\ LVVXHV KDYH PDGH KHDGOLQHV
FDPSDLJQ FRPSXWHUV WR UHSRUWHG YXOQHUDELOLWLHV LC
BHUYLFH 'R6 DWWDFNV DJDLQARKZHFYRIRIS XWKHK WHWRZRYRORJ
UHIHUHQFH WR F\EHUDWWDFNV FDQ YDU\ VLJQLILEDQWO\ VR

(ULF 7D O E RWiputet @ttatkg<on Critical National Infrastructure: A Use of Force Invoking the
Right of Self-Defense 67%$1 - 174/

JUDQJHVH VXSUD QRWH DW 7KH XVH RI VRFLDO QHWZRUI
ZKLOH KHOSIXO RQ VRPH OHYHOV PD\ DOVR LQFUHDVH YXOQHUDELOLWLH
EH GXH WR FDUHOHVVQHVV Rl IHGHUDO HPSOR\HHV VLQFH FRPSXWHUV
WKURXJK WKH 1RQ 6HFXUH ,QWHUQHW 3URWRFRO 5RXWHU 1HWZRUN 1,3
DFFHVV WKH ,QWHUQHW IRU QRQ RIILFLDO SXUSRVHV RKhNahgihgWeZR WKLUG!
Paradigm of Internet Access from Government Information Systems: A Solution to the Need for the DOD to Take
Time-Sensitive Action on the NIPRNET $ ) 5(9 DOVR QRWLQJ WKDW EHWZ
PLOOLRQ '2' RZQHG FRPSXWHUV WKH ,QWHUQHW LV DFFHVVHG RYHU D |
Paradigm @

JUDQ]HVH VXSUD QRWH DW

.UDXVH VXSUD QRWH DW

Id. see also JUDQ]JHVH VXSUD QRWH DW UHIHUHQFLQJ D 1HZ <RU
SDWWDFNHG” RQH PLOOLRQ WLPHV RYHU WKH FRXUVH RI RQH GD\

SREHUW 6 OXHOOHU ,,, 'LU )%, 6SHHFK RQ :RUNLQJ 7RJHWKHU
&ULPH DQG 7HUURUL\RilaiXat KWWS ZZZ IEL JRY QHZV VSHHFKRW HRUNLQ
QDWLRQDO LQIUDVWQGNFMMXIRU LWRP GFRILVWPK DI/ XSUD QRWH DW

&R Q GupRQQRWH DW
<DQJ +R|/dpgd QRW H DW
-RKQ *WiD @Qhere Be Cybersecurity Legislation? - 1$7/£6(&85,74 32/ &
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:KDW LV D F\EHUDWWDFN"

2QH RI WKH IXQGDPHQWDO TXHVWLRQV DQG LQGHHG F
DWWHPSWLQJ WR UHVHDUFK DQG H[SODLQ LVVXHVD UHODW
F\EHUDWWDFN %HFDXVH LW LV LPSRUWDQW WR X@WE&E&HYVWD
VHFWLRQ ZLOO SURYLGH PRUH LQIRUPDWLRQ DERXW F\EH
F\EHUDWWDFNYV

D &\EMbat" $SWWDFN RU H[SORLWDWLRQ"

,Q WKH PRGHUQ OH[LFRQ DOO W\SHV RI RQOLQH LQWUX
EXW PDQ\ SURIHVVLRQDOV DQG FRPPHQWDWRUV LQ WKH ILHC
WHUP 3SF\EHUDWWDFN" LV LQFRUUHFW 7KH 1DWLRQDO 5HVHD
FDSDELOLWLHV 3WKH 15& UHSRUW’' GHILQHV F\EHUDWWDFN
RYHW H[WHQGHG SHULRG RI WLPH + WR DOWHU GLVUXSW
FRPSXWHU V\VWHPV RU QHWZRUNV RU WKH LQIRUPDWLRQ DQ
VIVWHPV RU QRMHRIBNMY UHSRUW GLVWLQJIXLVKHV EHWZHHQ
GHVWUXFWLYH LQ QDWXUH DQG F\EHU H[SORLWDWLRQV Z
FRQILGHQWLDO +RZRYRDWLRQFDQ EH KDUG WR GLVWLQJXLV
F\EHU H[SORLWDWLRQV EHFDXVH ERWK XVH VLPLODU WHFKC
JRDOV Rl WKH WZR

7KH GLIILFXOW\ LQ GLVWLQJXLVKLQJ EHWZHHQ F\EHUDW
PDQ\ FRQWH[WV IURP LQIRUPDO GLVFXVVLRQV WR) QWHZIW DU
DUWLFOH ZH ZLOO SULPDULO\ EH GLVFXVVLQJ F\EHUDWWDFI
IUHTXHQF\ ZLWK ZKLFK WKH WZR WHUPV DUH FRQIODWHG LW
WKH WHUP 3SF\EHUDWWDFN" DUH EHLQJ XVHG LQ WKH VDPH P
WHUP 3F\EHUDWWDFN" LQ D EURDG PDQQHU ZH ZLOO XVH W
FRQFHSW LV LQYRNHG DQG 3F\EHUDWWDFN' DQG 3F\EHUH[.
VXEW\SHV RI F\EHU LQWUXVLRQV

+DYLQJ VHW IRUWK D GHILQLWLRQ RI F\AEHUDWWDFEN LW
GLIIHUHQW FRQWH[WV WKDW FDQ DULVH ZLWKLQ WKDW GHILC
IRU DGGUHVVLQJ F\AEHUDWWDFNV ZLOO VRPHWLPHYV YDU\ GHS
WKH F\AEHUDWWDFN DQG ZKDW W\SH RI F\EHUDWWDFN LV EHL

E &aDWHJRULHV RI DWWDFNHUV

7TKHUH DUH WKUHH SULPDU\ W\SHV RI FRPSXWHU FULPLQI

See 6 N O,Hugrie YQ R W H DW

158(3257supra QRWIBW &\EHUDWWDFNV FDQ DOVR EH YLHZHG DV DFWI
DXWKHQWLFLW\ DQG DYDLODELOLW\ RI FRPSR Q @&ffongie CRoel GpddatitnEHYV RQ D ¢
and the Use of Force 1$7/6(&85,7¢ 3214

15&(325yupra QRWBW

Id. bw $ F\EHU DWWDFNHUAZY JRDO PD\ EH WR GHVWUR\ LQIRUPDWLF
LV MXVW WR FRS\ WKH LQIRUPDWA.PmQ@QYRU REVHUYH QHWZRUN DFWLYLW\

Eg Id, DW &KDELQVN\ VXSUD QRWH DW /ILQ VXSUD QRWH D
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FRQGXFW D PDMRULW\ RI F\EHU LQWUXVLRQV PRUH VRSKLV)
WKDQ PDOLFLRXV DQG FUDFNHUV ZKR FRQGXFW F\EHUDW
SXUSRVKHKNMH DUH PDQ\ EHQLJQ KDFNHUV ZKR XVH WKHLU VNI
DQG VXJJIJHVW ZD\V WR IL[ WKH SUREOHP WR LPSWRRHNJN\\LWH I
WKH\ HQJDJH LQ WKLV UHVHDUFK ZLWKRXW WKH DXWKRUL]I
YLRODWLQJ WKH ODZ

$SDUW IURP FDWHJRUL]LQJ F\EHUDWWDFNHUYVY EDVHG |
FRPPHQWDWRUYV KDYH FDWHJRUL]JHG &MEHR IEWWIB G NRHQYU V¥ UARX\EK
LQWHQW PD\ DOVR IDOO LQWR WKH FDWHJRU\ RI SSDWULRW
VXSSRUW SRVVLEOH PLOLWDU\ FRQIURQWDW L7K® URHQ LW KIBHO S
DQRWKHU FDWHJRU\ WKDW PDQ\ LQ WKH PHGLD KDYH WHUPF
GLIITHULQJ IURP 3SDWULRWLF KDFNHUV® LQVRIDU DV 3KDFNW
DERXW D SROLWLFDO WRSLF LQ D PDQQHU WKDW PD\ EH FRQ
+RZHYHU D VLQJOH F\EHUDWWDFN PD\ LQYROYH PXOWLSOH I
PLIKW QRW EH DEOH WR EH DWWULEXWHG WR D VLQJOH FDW'

F &4DWHJRULHV RI DWWDFNYV

7KHUH DUH WKUHH PDLQ FDWHJRULHV RI F\EHUDWWDFN
7TURMDQ KRUVHV DQG ZRUPV XQDXWKRUL]JHG UHPRWR LQWU
DGGLWLRQ WR WKRVH WKUHH W\SHV RI DWWDFNV DQ DWWDF
GDPDJH RU VWHDO WK ¥ @OFWKKHDW WKCBWHGERD DWWDFN LV DWWDF!
FDFKH SRL®REHQWODWWDFNV FDQ DOVR EH FDWHJRUL]J]HG EDVH(¢

S5HLG 6 Rybértti@e® & Misdemeanors: A Reevaluation of the Computer Fraud and Abuse Act

%s.(/(< T(&+ | - seealso .UDXVH VXSUD QRWH DW GLIIHU
KDFNHUV DQG FUDFNHUV TXRWLQJ D VRXUFH DVVHUWLQJ WKDW RI DW)
6NLEHOO VXSUD QRWH DW
&R Q,GUPrR @ RW H DW FLWLQJ IRXU FDWHJRULHV RI F\EHU WK

WHUURULVWY WHUURULVW V\PSDWKL]HUV QDWLRQ VWDWHYV DQG SUHVX
15&5(3257supra QRWHOW 7KH 15& 5HSRUW QRWHV WKDW SDWULRWLF
GLIILFXOWLHY DQG WKDW WKH 8QLWHG 6WDWHW.PXVW WDNH DFWLRQ WR
See $QGUHZ %UDQGW +DFNHU 6SHDN KWWS SFZRUOG DERXW FRP
$SU GHILQLQJ KDFNWLYLVP DV 3KDFNLQJ IRU D FDXVH’ 2QH H[DF
ZKLFK KDV EHFRPH NQRZQ LQ UHFHQW \HDUV IRU LWV DWWDFNV DJDLQV)
FODLPLQJ UHVSRQVLELOLW\ IRU '""R6 DWWDFNV DJDLQUWW PIRBSSBERQHQWYV
LAnonymous* DDoS Scientology Attack CL5( -DQ available at
KWWS zZzZ ZLUHG FRP WKUHDW®HLH®EG B @R WOLFOW\ S@ HDGGLWLRQ WR 'l
DQRWKHU PDUN RI DQ $QRQ\PRXV DWWDFN LV WKDW KDFNHUV LQ WKH
FRQILGHQWLDO ILOHV DV WKH\ GLG LQ WKHsupr® VHRWH W K H%. U/ HDOM WEDHA-NOMC
VSRNHVPDQ IRU $QRQ\PRXV FDOOV WKH '""R6 DQG KDFNLQJ DFWV RI WKH J
, VL NRdcker Group Vows ,Cyberwar® on U.S. Government, Business 061%& ODU available at
KWWS Z7ZZZ PVQEF PVQ FRP LG QV WHFKQRORJ\BDQGBVFLHQFH VHF:
&R Q GsupRQQ R W H DW
6 N O,Kupid YQ R W H DW
(GZDUGV VXSUD QRWH DW
15&(32575upra QRWHBW
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DWWDFNHU VXSSO\ FKDLQ DFFHVV UHPRWH DFFBHHPRWSURIL
DFFHVV RU KDFNLQJ LV WKH PRVW UHDGIKAWV YLNE®QR QF \E
SULPDULO\ EH FRQFHUQHG ZLWK PDOLFLRXV VRIWZDUH ZLW
VHEWLRQ EHORZ GXH WR WKH FHQWUDO LPSRUWDQFH RI 'R6 I

ODOLFLRXV VRIWZDUH FRPHV LQ D ZLGH YDULHW\ RI IRU|
H[SORLWV DQ$% 7BREIDH} KRUVH LV D SLHFH RI VRIWZDUH WK
WKDW KDV KDUPIXO HIIHFWV WKDW FDQ SRWHQWLDOO\ LQFO
DFFHVV WR WKH "MWAHPHER U &11 SXEOLVKHG D UHSRUW G
KRUVH ZDV XVHG WR LQILOWUDWH WKH FRPSX®\RDQWHHKX UL
GHILQHV WKH WHUP *URRWNLW ~ UHODWLYH WR :LQGRZV PDF|
RU PRGLILFDWLRQ WR KLGH ILOHV SURFHVVHV UHJLVWU\ NH
DQG EHKDVVIKRUSWX[QHW ZRUP LV DQ H[DPSOH RI D URRWNL
NQRZQ URRWNLW DIIHFWLQJ LCRPELWMUQD O/ R R\QADWRIO F RO E )
FRQWURO Rl DQ XQSURWHFWHG RU XQGHU SURWHFWHG FRI
SDUW RI WKRXVDQGV Rl FRPSXWHUV LQ WKH VDPH 3]RPELH |
ZRXOG WKHQ RUGHU WR IORRG DQ RUJDQL]JDWLRQAV ZHEVL
'HQLDO RI 6HUYLFH ''"R6 DWWDFN

9LUXVHV WKDW DUH LQWHQGHG WR 3]RPELI\" VIVWHPV T
WRSLF JLYHQ RXU XOWLPDWH SRVLWLRQ IRFXVLQJ RQ WKH
FRXQWHUVWULNLQJ WR UHVSRQG WR '""R6 DWWDFNV 6XFK YL
WR FRPSURPLVH D ODUJH QXPEHU RI V\WVWHPV LOOXVWU
YXOQHUDELOLWLHY YLUXVHV DQG '""R6 DWWDFNV $Q LPSRU
LQWHQGHG WR JRPELI\ VIVWHPV LV WKDW VXFK DWWDFNV GF
PDFKLQHV VLQFH WKH HIIRUWV WR FUHDWH JRPELHV LQYRC
EDVHG RQ WKH DVVXPSWLRQ WKDW DW OHDVW D IUDFWLRQ
DQG WKXV ZLOO EH LQIHFWHG LI WKH\ HQFRXQWHU WKH 3]RPE

%RWQHWY DV D FRQFHSW DUH FORVHO\ UHODWHG WR ]RF
D QHWZRUN RI FRPSXWHUV XVXDOO\ SURJUDPPHG IRU VRP}

&KDELQVN\ VXSUD QRWH DwW UHIHUULQJ WR WKH 1DWLRQD
F\EHUDWWDFNV ,Q DGGLWLRQ WR WKH DERYH FDWHJRULHV RI DWWDF|
XQGHUO\LQJ LQWHQW VLPLODU WR KRZ PLQHVY FDQ EH HLWKSB25XVHG GHIH
supra QRWBW

&KDELQVN\ VXSUD QRWH DW
6 N O,Kupid YQ R W H DW
:KDW ,V WKH 'LIIHUHQFH 9LUXVHV :RUPV 7URMDQV DQ
KWWS ZZZ FLVFR FRP ZHE DERXW VHFXULW\ LQWHOOLJHQFH YLUXV ZRUP
-HQVHQ VXSUD QRWH DW
'LQGRZV 5RRWNLW 2YHUYLHZ

KWWS Z2ZZ V\PDQWHF FRP DYFHQWHU UHIHUHQFH ZLQGRZV URRWNLW RY}
How Stuxnet Works: What the Forensic Evidence Reveals 7+( 7(/(*5%$3+ -DQ
KWW S Z2ZZ WHOHJUDSK FR XN WHFKQRORJ\ +RZ 6WX[QHW ZRUNYV ZK|
3RVWLQJ E\ 1LFKRODV )DOOLHUH WR ©6\PDQWHF 2IILFLDO %ORJ $X.
FRQQHFW EORJV VWX[QHW LQWUR G X F$taaldditfred V6 HNFQARLZRQ U RRWNLW VFDGD G
0DU\ IDQGHVPDQ :KDW LV D ""R6 $
KWWS DQWLYLUXV DERXW FRP RG ZKDWLVDYLUXV D GGRVDWWDFNV KWP
15&(32575upra QRWHBW
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PHFKDQLWRWQHWY RIIHU DWWDFNHUV PDQ\ DGYDQWDJHV LQ
DQG HQDEOLQJ WKHP WR GR PRUH KDUP E\ FRQRW®RHOWY FDQ ¢
XVHG WR VHQG VSDP FRQGXFW ''R6 DWWDFKI ERW [P IY\DW HH W
QRW HYHQ QHFHVVDULO\ QHHG WR KDYH WKH WHFKQLFDO NC
ERWQHWYV RI WKRXVDQGV RI FRPSXWHUV FRXOG SRWHQWLE
GROOBWFDXVH RI WKH YDULHW\ RI WKUHDWVY WKDW DUH SRV
PHWKRGV WR UHPRYH D ERWQHW/EV HIIHFWLYHQHVV +RZHYH
ERWQHWOEZRKOG LQYROYH WKH XVH RI DFWLYH GHIHQVH Z}
OHJDO$ORWKHU SRVVLELOLW\ Rl DGGUHVVLQJ WKH SUREOHP
RI SURYLGLQJ GLVLQIHFWLRQ WRROV WR WKH RZQHUV RI LQII
GRHV QRW KDYH D YHU\ KLJK SDUWLFLSDWLRQ UDWH

L '"HQLDO RI VHUYLFH DQG GLVWULEXWHG GHQLDO RI VHUYLF

'R6 DWWDFNV DUH FRQGXFWHG E\ DQ DWWDFNHU ZKR RY|
ZLWK GDWD DQG UHTXHVWYV LQ RUGHU WR BD'RWHDW KD F\ND UV H
HIDPSOH RI D F\EHU RSHUDWLRQ WKDW UHTXLUHV PXOWLSO
VWRS WKH WDUJHWHG & SVWGEHPI ZQ oW 'BEFIRWWWDFNY DV DWWD
SWR SUHYHQW OHJLWLPDWH XVHUV RI$FRARHUGLEGH WIRRRP XV LQX

RI UHSRUWHG FRPSXWHU FULPHV%WEKDXWHHRU WIQH RG®LY HA
GLVWLQJXLVKLQJ EHWZHHQ D ODUJH QXPEHU RI OHJLWLPDWF
WKDW 'R6 BWOBWDERXOONM WR FULPLQDOL]JH VLPLODU WR WKH S

ORVW VA\VWHPV WRGD\ FRXOG SUREDEO\ QRW EH EURXJI
HIHFXWLQJ D 'RU6RDMRWDWFMNLVFXVVLRQ UHYROYHV DURXQG 'L
""R6 DWWDFNV ZKLFK DUH 'R6 DWWDFNV WKDW WKH DWWDF
FRPSXWHKWUH FRXOG SRWHQWLDOO\ EH WHQV RI WKRXVDQG'

'"H *X]PDQ VXSUD QRWH DW
Id. DW
1585(3257supra QRWIBW (GZDUGV VXSUD QRWH DW (GZDUGV FLWF

ZKLFK QRWHG WKH XVH RI JRPELH ERWQHWY IRU DFWLYLWLHY OLNH VQLI
FOLFN IUDXG XVLQJ *RRIJOHAV $G:RUGV SURJUDP (GZDUGV VXSUD QRWH

Id. DW

'H *X]PDQ VXSUD QRWH DW 'H *X]PDQ UHIHUHQFHG WKH .Ul
EHHQ FRPSURPLVHG WR VHQG VSDP 5HVHDUFKHUV GLVFRYHUHG KRZ WR
QRW GR VR RXW RI IHDU RI OHJDO OLDELOLW\

<DVXKLGH <DPDGD $WVXKLUL <D PAOCdnyarative Bru@yGof UseH @ormatiod WV X P L
Security Policies of Japan and the United States - 1$74£6(&85,7¢ 32/A&

6FKDp®E QRWH DW GHILQLQJ 'R6 DWWDFNV DV 3DQ DVVDXOW
PDQ\ DGGLWLRQDO UHTXHVWY WKDW UHJXODU WUDIILRuirY¥ GIRWKHU YOWR ZH

15&(3257upra QRWBW

(GzZzDUGYV VXSUD QRW&(57 &RWUGLQDWLRQ &HQWHU '"HQLDO RI
KWWS ZZZ FHUW RUJ WHFKBWLSY GHQLDOBRIBVHUYLFH KWPO ODVW YLV

(GZDUGV VXSUD QRWH DW

Id. DW

,G DW

6 FKDBUPIE QRWH DW ,supra6 RWWBIRY DW
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]JRPELH PDFKLQHVY FRQGXFWRQIDWWRENDWIWMDH NGLIILFXOW WR
FDQ DOVR RYHUZKHOP SDVVLYH GHIHQVHYVY DQG PDNH WKH V
""R6 DWWDFNV DUH URXWLQHO\ SHUSHWUDWHG E\ XWLOL]JLQJ
KDYH EHHQ FRPSURPLVHG WR HQDEOH DQ BWWDKNXHY HNR F
LQGLFDWHG WKDW RYHU PLOOLRQ LQ ORVVHV ZHUH DVVRF
QHWZRUNV LQ7WKDW DMBIUVLIQLILFDQW FRQFHUQV WKDW DW
DIDLQVW FULWLFDO LQIUDVWUXFWXUH VXEHK HKY XXR3/HU WHRAM
WKH LPSRUWDQFH RI EHLQJ DEOH WR DGGUHVYV ""R6 DWWDFN\

(INTHFWV Rl F\AEHUDWWDFNV

7KH QH[W LPSRUWDQW HOHPHQW RI F\EHUDWWDENV WR
'KHQ DQ\ NLQG RI RUJDQL]JHG DWWDFN LV FRQGXFWHG WKH |
FDWHJRULHV GLUHFW,RQQWGKHQBR QW F\WHRIHF\EMUDWWDFNV G|
LPSDFW WKDW DQ DWWDFN KDV RQ WKH WDUJHWHG FRPSXW
LQFOXGH HIIHFWV RQ V\VWHPV WKDW LQWHUDEW ZLWK WKH
RQ WKH WDUJHWKHGFWVAMHPFWY FRXOG LQFOXGH D ORVV R
DYDLODELOLW)\ RI D VIVWHP EXW VXFK GLUHFEW HIIHFWV DUH

,Q WKH FDVH RI DWWDFNV E\ F\AEHUZHDSRQV LQGLUHFW
DWWDFNAV GLUHFW HIIHFWV DQG WKH DWWDFNHUA&ZV IRFXV
DWWDFN WKURXJK LQGLUHFW HIIHFWV UDW® HWUR MK IFQ VRHY D
F\EHUDWWDFNAV LQGLUHFW HIIHFWV FmMQDI®ELRX\RQHWRK BWK
VHYHUH WKDQ GLUHFW HIIHFWV LQGLUHFW H IV VQIBU K HFOA

(GZDUGV VXSUD QRWH DW

158&(3257supra Q RW B W6 N O HsulpRYQ RW H DW

158&(32575upra QRWBW ,W VKRXOG EH QRWHG KRZHYHU WKDW ''"R6 DW
ERWQHWY 7KH KDFNWLYLVW JURXS $QRQ\PRXV UHSRUWHGO\ XWLOL]HV
HQDEOH WKRXVDQGV RI XVHUV WR H[HFXWH VLPXOWDQHRXV 'R6 DWWDFN
H[HFXWH '"'R6 DWWDFNV XVLQJ WKHLU RZQ ERWQHWVY 3RVWLQJ R
KWWS ZZZ JXDUGLDQ FR XN WHFKQRORJ\ EORJ GHF KDFNHUV ORLF
*07 $QRWKHU DOWHUQDWLYH WR ERWQHWYV IRU ""R6 DWWDFNV LV G ] P
BRXOVNLOO WR 60DVKGRW KWWS LW VODVKGRW RUJ VWRU\HF

30 367
6P LK QRWH DW
(GZDUGV VXSUD QRWH DW
E.g. 6 WH S KH QCdngress’s Role in Cyber Warfare - 1$74E6(&85,7 ¢ 32/ A&

QRWLQJ WKDW ERWK F\EHU DWWDFNV DQG QXFOHDU DWWDFNV DUH
LQGLUHFW HIIHFWVNuclearOM@apons &K EOL@R @f War: Does Customary International Law
Prohibit the Use of Nuclear Weapons in All Circumstances? )25'+%$0 ,17/E/ - GLVFXVVLQJ
GLUHFW DQG LQGLUHFW KHDOWK HIITHFWV RI QXFOHDU ZHDSRQV

15&(3257upra QRWBW

Id. DW

Id. DW

Id. DW

Id. DW FRPSDULQJ WKH GLIILFXOW\ RI UHYHUVLQJ WKH LQGLUHFW |
UHYHUVLQJ WKH GLUHFW HIIHFWV Rl NLQHWLF DWWDFNV 7KH 15& 5HSRL
FRPSXWHU FRQWUROOLQJ D JHQHUDWRU WKDW KDBOWQ LQGLUHFW HIIHFW
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HITHFWV RI D F\EHUDWWDFN FRXOG LQFOXGH SRWH@WLDOC
F\EHUDWWDFN LV DJDLQVW D SULYDWH FRPSDQ\ UHSDLULQ.
PRQH\ DQG WKH DWWDFN FRXOG DOV R $&RPDK H UWSKR-MWHRP/S DO
LPSDFME\RHUWFNWMIFOXGHY LWV HIIHFWV RQ WKH EHKDYLRU R
PLJKW EH GHWHUUHG IURP XVLQJ RQOLQH UHVRXUFHV WR St
RU VKRSSLQJ RQOLQH ,I WKHUH LV ZLGHVSUHDG DYRLGDQ
SRWHQRLBGOH H FRPPHUFH

7KH RXWFRPH Rl F\EHUDWWDENV LV DOVR LQKHUHQWO\
XQFHUWDLQ WKDQ DWWDFNV7XWLRQ SUHIEGE EW IDEQ D O W\HBIS R\EW
PHDQV WKDW VRPHWLPHV WKH FRQVHTXHQFHV PD\ EH XQDC
6RPH FRPPHQWDWRUY KDYH QRWHG WKDW HYHQ D *PLQRU D
PXFK PRUH GHVWUXFORWKHHIIFHEQAHUQ ZLWK LQGLUHFW HII
UHOHYDQW WR WKH DWWDFNHU LV WKH GDQJHU RI EORZED
LQGLUHFW GDPDJH DV D UH%KG XK HWKKH. UQRVZHU QWW DLF/NE D V I
LQIUDVWUXFWXUH WKHUH LV DOVR D GDQJHU RI EORZEDFN
86 JRYHUQPHQW FRQGXFWV D F\EHUDWWDFN DJDLQVW D IRU

ORGHUQ DWWDFNYV

7KH SRWHQWLDO GDQJHU RI F\EHUDWWDFNV LQ WKH PRG
RYHU WKH ODVW VHYHUDO \HDUV HVSHFLDOO\ IROORYLQJ V
$SULO F\EHUDWWDFNV WKDW RULJLQDWHG LQ 5XVVLD F
FRPSXWHU QHWZRUNV RI (VWRQLD DQG WKHVE® DVQWDFNV FF
F\EHUDWWDFNV WKDW RULJLQDWHG LQ &KLQD,QLWXIDEBOHG

6 N O,Hupi® YQ R W H DW

<D +RIIVWDGWRWH DW 6RPH FRPPHQWDWRUV VXJJHVW W
F\EHUDWWDFNV WR DXWKRULWLHV LQ SDUW EHFDXVdH Rl WKH SRWHQWLDO

S5LFKDUG : 'Bhdripd @pJthe Weakest Link: What Lawmakers Around the World Need to
Consider in Developing Comprehensive Laws to Combat Cybercrime &80 - 75$161$/E/

'RZQLQJ DOVR QRWHV WKDW PDQ\ RQOLQH UHWDLOHUV VWDUWHG E
WKH SUHYDOHQFH RI IUDXG E\ ,QGRQHVLDQ FULPLQDOV ZKLFK DIIHFWH(
IURP ,QGR.QHVLD

15&(3257upra QRWBW

ld. DW 7KH 15& 5HSRUW QRWHV WKH XQSUHGLFWDELOLW\ F
6DSSKLUH 60DPPHU ZRUP LQ HDUO\ ZKLFK ZDV WKH IDVWHVW FRPSX
UDQGRP QXPEHU JHQHUDWRU VR LW GLG®QHEW VBKHBGE HDAH QFWWR D WX QRMH N
KRZHYHU ZRXOG QRW QHFHVVDULO\ PDNH PLOLWDU\ XVH RI F\EHUDWWDF
SHVHDUFKIBRXQFLO

7TRGG VXSUD QRWH DW
15&(3257upra QRWBW
Id DW
E.g. -RKQ 0 D BefdiR tHe Gunfire, Cyberattacks 1 <7,0(6 $XJ DW $0O
+RLVLQJIJWRQ VXS UDB NDRIRY Q RIMWH DW 6NOHURY LQGLFDWHG
(VWRQLD ODVWHG WKUHH ZHHNV EXW RWKHU VRXUFHV L QsGkaF QWWHVKDW
DW OLQLVWU\ ZHEVLWHYVY WKDW PLJKW KDYH UHFHLYHG D WKRXVDQG

YLVLWV D VHFRQG ZKLFK WKH V\WWHP ZDV QRW HTXLSSHG WR KDQGO
+RLVLQIJIWRQ VXSUD QRWH QRWW DBAMNOHURY
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F\EHUDWWDFNHUV DWWDFNHG *HRUJLD ZLWK FRRUGLQDWHG
5XVVLD DQG *HRUJLD EURNH 6RXDW M K\RSRMOARW K K IUSH RIMMKH D |
ZDV VXVSHFWHG EXW FRXOG QRW EH SURYHQ EHEFDXVH RI
VSHFLILF VRXDARXUWK VHSDUDWH LQFLGHQW ''R6 DWWDEN)
ANUJ\]VWDQAV ,63V8GGLWLRQDOO\ LQ -XO\ D QXPEHU RI
SHUSHWUDWHG DJDLQVW 8 6 JRYHUQPHQW ZHEVLWHYV

7KH DWWDFNV RQ (VWRQLD UDLVHG D QXPEHU RI TXHVW
ZKHWKHU VXFK DQ DWWDFN VKRXOG EHKAVWHIRQL WG XoH/ ZKQ
EH H[DPLQHG LQ PRUH GHWDLO LQ 6HFWLRQ ,,, % 7KH RYHUO
KRZHWYHOOXVWUDWHY WKDW F\EHU ZDUIDUH LV RSHUDWLRQD
XQGHUVWDQGLQJV RI KRZ WR UHODWH LQWHUQDWLRQDO ODZ

,Q DGGLWLRQ WR '"R6 DWWDFNV DJDLQVW QDWLRQDO FRI
RI LQOWHUHVWLQJ GHYHORSPHQWY WKDW LOOXVWUDWH WKH
RQ D QDWLRQDO OHYHO 7KHUH LV HYLGHQFH IRU H[DPSOH
URXWHG WKURXJK &KLQD IRU HLJKWHHY RMLKQKWKRPHY FSIULO
GLVFRYHUHG WKDW D ZRUP FDOOHG 6WX[QHW ZKLFK ZDV
LQGXVWULDO LQIUDVWUXFWXUH KDG LQKHORUWIDIWEG R W KXOQXK
BWX[QHW LV QRW \HW NQRZQ IRU FHUWDLQ WKRXJK ,UDQ KD
GDPDJHG DV D UHVOQW RIKHAWX[QUWYLGHQFH WKDW 6WX[QHW
ZLWK WKH DVVLVWDQFH RI WKH 8QLWHG 6WDWHYV

6 NOHWRYQRWH DW $QDO\WWY REVHUYHG WKDW D VHFRQG ZD
FRLQFLGHG ZLWK PRYHPHQW RI 5XVVLDQ PLOLWDU\ IRUFHV LQWR 6RXWK
ILUVW WLPH D F\EHUDWWDFN ZDV NQRZLQJO\ XVHG LQ FRQMNXQFWLRQ Z
Intervention and Neutrality in Cyberspace: An Emerging Principle in the National Practice of International Law
$ )/ 5(9 >KHUHLQD | Wetittality@v WHRQERDEOH JRYHUQPHQW FRPPXQ
RQOLQH *HRUJLDAYV 3UHVLGHQWLDO ZHEVLWH ZDV PRYHG WR D ZHE KRVYV
JRUHLJQ $I1IDLUV SUHVV GLVSDWFKHV HHODM PRYHGKWMR H DFEJOHRBAW % R R O\G
KDYH KDG QHJDWLYH HIIHFWV RQ WKH VWDWXV RI WKH 8QLWHG 6WDWHYV |
ZDV QRW LQYROYHG ZLWK WKH GHFLVLRQ WR SUR& LIBWM WKHVH VHUYLFHYV

6 NO R YQRWH seeBl& .DVWH Qehtkality] supra QRWH DW QRWLQJ WK
VXVSHFWHG 5XVVLDQ JRYHUQPHQW LQYROYHPHQW LQ WKH DWWDFNV RQ (

JUDQ]JHVH VXSUD QRWH DW

% HQ ®ybekaRacks Add Fuel to Cybersecurity Debate ) (' (5%$/ &203876: ((. -XO\ ,
available at KWWS IFZ FRP DUWLFOHYV F\EHUDW W DseeNalsoS BRPSW F\EHU
VXSUD QRWH DW OLVWLQJ VRPH LVVXHV RI SXEOLF FRQFHUQ UDLYV

15&(3257supra QRWBAW
6 FKDBUPEa QRWH DW
SRVWLQJ E\ 6WHZ ODJQXVRQ WR IDWLRQDO '"HIHQ
KWW S Z2Z2Z QDWLRQDOGHIHQVHPDJD]LQH RUJ EORJ /LVWV 3RVWV 3RVW D\
5REHUW 0 WasLStn@dD Ruilt to Attack Iran's Nuclear Program? 3 &25/* 6HS

KWWS 7ZzZZ SFZRUOG FRP EXVLQHVVFHQWHU DUWLFOH ZDVBVWX[QHW
,UDQ &RQILUPVY B6WX[QHW :RUP +DQOW&k@ &RPWULIXIHV & % €

KWWS 7Z2ZZ FEVQHZV FRP VWRULHYV ZRUOG PDLQ VKWPO
:LOOLDP - %URDG -RKQ O0DU N RstdelDT@sts Called C(Eicigl in6lEa@ Nudlehr

Setback 1 <7,0(6 -DQ DW $ Dil B U-SHGMEYrheht Lab Help Israel Develop Stuxnet?

.5 -DQ KWWS 727272 ZLUHG FRP WKUHDWOHYHO LQO DQG VW
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D SRWHQWLDO JRYHUQPHQW XVH RI F\EHUDWWDFNV DQG WKH

7KLY VHFWLRQ ZLOO GLVFXVV DFWXDO DQG SRWHQWLDO
F\EHUZDU LVVXHVY ,QWHUQDWLRQDO ODZ LVVXHV ZLOO EH H]
EXW VXFK LVVXHV DUH EHLQJ LOQOWURGXFHG LQ WKLV VHFWL
ORVW GLVFXVVLRQ RI JRYHUQPHQW XVH RI F\EHUDWWDFNYV L
DQG QDWLRQDO GHIHQVH 7KHUH DUH KRZHYHU VRPH LQGLI
EHHLQYROYHG ZLWK VLPLODU WRSLFV RQ D VPDOOHU VFDCGC
ZLUHOHVYV GHYLFHV OLNH JDUDJH GRRU RSHQHUV DV ZHOO
LOWHUHVW RI FDSWRUHQHD WXRIBBIFXEY QR HYLGHQFH WKDW (
KDYH HYHU ODXQFKHG F\EHU FRXQWHUDWWDFNYV

7KH 15& 5 HSRUW REVHUYHG WKDW F\EHUDWWDFNV UDLV}
LQVWUXPHQWYV RI ZDU EXW WKDW WKH\ DUH DOVR PRUH FRP
LQ XVLQJ F\EHUZHDSRQV WKH XQSUHGLFWDELOLW\ RI WKl
F\EHUZHDSRQVKH XV3& 5HSRUW PDNHV VHYHUDO UHFRPPHQCG
FRQVLGHULQJ WKH XVH RI F\EHU FDSDELOLWLHV GXULQJ F
VLIQLILFDQFH RI ODXQFKLQJ D F\EHUDWWDFN VKRXOG EH M)
LQGLUHFW HIIHFWV RI \O&XKLB\P DNMNHUNFWNKRXOG DSSO\ WKH Sl
$UPHG &RQIOLFW WR F\BMKHDWWWLHAWNHNG 6WDWHYVY VKRXOG S
FDSDELODWIGHY WKHUH VKRXOG EH VXIILFLHQWO\ WUDLQH(
LVVXHV

7KH 8 6 6WUDWHILF &RPPDQG LV WKH SDUW RI WKH 'H
PRQLWRUV DWWDFNV RKH'22'"VAVWHR\VERQVLEOH IRU VHFXULQ
DQG UHFHQWO\ HVWDEOLVKHG WKH 8 6 &\EHU &RPPDQG IR
FRPSXWHU QHWZRUMERHSHUBRWRRQ®G FXUUHQWO\ GRHV QRW ¢
FLYLOLDQ QHWZRUNV EXW VRPH DUJXH WKBWHWEBUWRPPDQW |
+RPHODQG 6HFXULW\ '+6 LV UHVSRQVLEO®H GRW KWHHIRX $URINW
LQFOXGH WKH 1DWLRQDO &\EHU B3URWHFWLRQ 6\VWHP RU (LC

15&8(32575upra QRWBW +RZHYHU ODZ HQIRUFHPHQW GRHV QRW HQJDJ
DOWHULQJ GDWD LQ SDUW EHFDXVH WKH\ ZDQW HYHU\WKHQH WRNH RBEQWIR
EHHQ GLVFXVVLRQV DERXW LQWURGXFLQJ OHJLVODWLRQ WR BIHUPLW SUI
Would Allow Prisons to Jam Cell Phone Signals 6(&85,7<0%$1$*(0(17 -DQ , available at
KWWS 72ZZ VHFEXULW\PDQDJHPHQW FRP QHZV ELOO ZRXOG DOORZ SULVRC(C

15&(32575upra QRWEBW

Id. DW

Id. DW

Id. DW

Id. DW

Id. DW

Id. DW

&KHUWRII VXSUD QRWH DW

Id.

ODUN ' < Rati@pal Cyber Doctrine: The Missing Link in the Application of American Cyber
Power 1$7/E6(&85,7# 32/ &

Ild. DW
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VIVWHPV SRVVHVVLQJ LQWUXVLRE DEOHWRH EVE ARG FHNS WWKIHO B V6L
(PHUJHQF\ 5HDGLQHVV 7HDP 86 &(57 ZKLFK OHDGV HIIRUV
PDQDJLQJ UVIRZMWHU ZKLOH WKH DSSURSULDWHQHVV RI WKF
VI\VWHPV LV JHQHUDOO\ DFNQRZOHGJHG PDQ\ KDYH DUJXHG
LQ FKDUJH RI VHFXULQJ WIKWMKZXRPH DYWXLIQHWKDW SODFLQ.
FKDUJH FRXOG OHDG WR )LUVW $PHQGPHQW SUREOHPYV

%H\RQG WKLV VRUW RI DGPLQLVWUDWLYH TXHVWLRQ KF
F\EHUZDUV PLJKW FRPH DERXW DQG EH FRQGXFWHG 6WHS)\
F\EHUDWWDFN YLFWLP PXVW EH FDUHIXOO\ WDLORUHG WR
PLWLJDWLYH VWHSV DV DFWV RI F\EHU ZDUIDUH 8QGHUVW
XQGHUVFRUH KRZ HVVHQWLDO LW LV WKDW DQ\ DFWLYH GHIF
RI LQWHUQDWLRQDO ODZ LPSOLFDWLRQV DQG WKH LPSRUW!]
WKDQ UHWULEXWLRQ

L :DU DQG F\EHUZDU

%YHIRUH ZH FDQ SURSHUO\ DQDO\]H ZDU DQG F\EHUZDU :
WKHVH FRQFHSPHQWX WKMWKH 8QLWHG 6WDWHV 6XSUHPH &RX
H[HUFLVH RI IRUFH E\ ERGLHVY SROLWLF« DIJDLQVW KBWFKVRW K
F\EHU ZDUIDUH RU LQIRUPDWLRQ ZDUIDUH" 7KH WHUP 3F\EH
RITHQVLYH DQG RU GHIHQVLYHG6XXID DR FURSWR\ZHID DRQGWVILQL W
ZDUIDUH RSHUDWLRQV DV 3WKH XVH RI QHWZRUN EDVHG FL
GHJUDGH PDQLSXODWH RU GHVWUR\ LQIRUPDWLRQ UHVLGHC

&KHUWRII VXSUD QRWH DW * X'V Bourfl&iddd QuEskioDs@&yardibfgUL D Q 0 'k
the Federal Role in Cybersecurity - 1$7/6(&85,74 32/ A& *UHJRUN 7 1RMHLI
Cybersecurity and Freedom on the Internet - 1$74E6(&85,7 4 32/ /& ORVW LQIRUPDWL
FRQFHUQLQJ WKH (LQVWHLQ V\VWHP KRZHYHU LV VWLOO FOS€VVLILHG D
I1RMHLP VXSUD QRWH DW 6RPH FRPPHQWDWRUYV KDYH EHHQ YHU
QDWLRQDO F\EHUVH&E XUDW\ GLVFOXWV[LRQY\WVWHP OLNH (LQVWHLQ ZHUH WR
IHGHUDO QHWZRUNV LW ZLOO QHHG WR EH GHFLGHG ZKLFK DJHQF\ VKR?
ZKDW OHJDO VDIHJXDUGY ZRXOG EH QHHGHG &ROGHEHOOD :KLWH VXSL

&KHUWRII VXSUD QRWH DW

IRMHLP VXSUD QRWH DW VXIJIJHVWLQJ WKDW WKH IHGHUI
VHWWLQJ VWDQGDUGV IRU WKH SULYDWH VHFW Rbutse®B @® G\GKHDBEM OVKID W : K K R/}
VXSUD QRWH DW DUJXLQJ WKDW '+6 KDV DOO RI WKH WUD
REVWDFOHYVY WR LPSOHPHQWLQJ QDWLRQDO F\EHUVHFXULW\ SROLF\

&KHUWRII VXSUD QRWH DW &EKHUWRII VXJIJHVWY KRZHYHU

SDUWLHV LQ SODFH DV LQWHUPHGLDULHY EHWZHHQ WKH JRYHUQPHQW D¢
SURYLGH 3WKH EHQHILW RI JRYHUQPHQW H[SHUWLVH ZKLOH SUHYHQW!I
JRYHU QR.HDW

7KH 3UL]JH &BWHYV 6XVDQ : %UHQQHU Civilkh® if &ODUNH
Cyberwarfare: Conscripts 91" - 75316134 / %QUHQQHU DQG &ODUNH
UHJDUGOHVV RI WKH GHILQLWLRQ ZDU LV DOZD\V D SXUHO\ FROOHFWLYH
%WUHQQHU &ODUNH VXSUD QRWH DW , ZDU DFWLYLWLHYV DUH QR
EH WKH FDVH ZLWK F\EHUZDU 3WUDGLWIR®MNM ZDUIDUH PD\ QR ORQJHU E

"\FXV VXSUD QRWH DW ,Q WKH F\EHU FRQWH[W KRZHYHU

DWWDFNV DV RIITHQ@VLYH RU GHIHQVLYH
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FRPSXWHUV DQG QHWZRUNV WKHRAEHO Y BV | DRJIHDDRX\CKGH @ LNAHIT
WKH FDWHJRU\ RI (3LQIRUPDWLRQ RSHUDWLRQV ~ ZKLFK WKH
SHOHFWURQLF ZDUIDUH FRPSXWHU QHWZRUN RSHUDWLRQV
DQG RSHUDWLRQYRPSKWHW\QHWZRUN RSHUDWLRQV LQFOX
H[SORLWDDWURQVSHFLILF DVSHFWV RI F\EHU ZDUIDUH PD\ L
SHUPDQHQW GDPDJH WR DQ HQHP\EV VIVWHP VXFK DV E\ GH

&\EHU ZDUIDUH LV OLNHO\ WR EH HVSHFLDOO\ DWWUDFW
KXPDQ DQG QRQ KXPDQ UHVRXUFHV WKRXJK WKLV PD\ DOVR
RSHUDWRRQVHQWO\ KRY®IR HUWQLWHHUHQIRUPDWLRQ RSHUDWI
ZKROH PLOLWDU\ ZKLFK FRXOG OHDG WR FR®&HX\QURQX DY R
QHWZRUN RSHUDWLRQV DOVR PHDQV WKDW KRZHYHU WKH SR
D QXPEHU RI KLJKO\ WHFKQLFDO LVVXHV ZKEZBK HBZWRIDGHU
EHFRPHV FOHDU WKDW LW LV YHU\ LPSRUWDQW WR FUHDWE
PLOLWDU\ DQG WR FRXSOH WKDW QHZ GRFWULQH ZLWK HIIHF
FRQFHUQLQJ F\EHU RSHUDWLRQV LVVXHV

‘KHQ LW FRPHV WR ZDU LVVXHV FRPPHQWDWRUV RIWH
SRZHUV RI WKH 3UHVLGHQW DQG &RQJUHVV &RQJUHVV KD
3UHVLGHQW RYHU WHOHFRPPXQLFDWLRQV ,WQHWZRUN®DWQY
XQBRVURYHUVLDO WR DVVHUW WKDW WKH 3UHVLGHQW KDV Z
VHOI GHIHQVH WKRXJK ZKHQ RUGHULQJ PLOLWDU\ DFWLRQ
UHDVRQV RWKHU WKDQ VHOI GHIHQVH WKH 3UHVLGHQW PXV
7KH :DU 3RZHUV 5HVROXWLRQ ZDV SDVVHG DIWHU WKH 9LHW
QRWLI\ &RQJUHVV RI WKH XVH RI WKH PLOLWDU\ LQ KRVWL(
DFWLRQV XQOHVV &RQJUHVV H[SUHVVO\ DBEBURYHVWRK DAR @\R
KDV VRPH OHYHO RI LQYROYHPHQW ZLWK WKH DFWLYLWLH
JROORZLQJ WKH ,UDQ &RQWUD DIIDLU &RQJUHVV SDVVHG I
LQWHOOLJHQFH FRPPLWWHHYV WR EH NHSW LQIRUPHG RI LQW

6 FK.BUpr& QRWH DwW

Id, DW <RXQJ VXSUD Q&WHUVSDRMH ,QIRUPDWLRQ 2SHUDWLRQYV
$UH ,QIRUPDWLRQ 2SHUDWLRQV KWWS ZZZ DX DI PLO LQIR RSV ZKDW KW

<RXQJ VXSUD QRWH DW

6FKBRPE QRWH DW

%UHQQHU &ODUNH VXSUD QRWH DW 7KH DYDLODELOL!

SUREOHPY DV WKH XVH RI WDVHUV E\ ODZ HQIRUFHPHQW DV WKH RSWLF
PRUH DWSUDF(LXupra QRWBW QRWLQJ WKDW WKH DYDLODELOLW\ RI F\EH
IRUFH PLIJKW LQFUHDVH WKH OLNHOLKRRG WKDW QDWLRQV ZLOO LQWHUY
QRW DQ RSWLRQ 7KLV UDLVHV WKH LVVXH Rl ZKHWKHU WKH H[LVWHQ
REOLJDWLRQV WKDW WKHVH QRQ OHWKDO ZWHDBWQV EH XVHG SULRU WR X

<RXQJ VXSUD QRWH DW 6RPH FULWLFV VD\ WKDW QRQH RI
TXDOLILHG WR FRQWURO SURGXFWIRQ@WU PDQDJHPHQW RI D F\EHU IRUFH

Ild. DW 37KH HPHUJLQJ GLVFLSOLQH RI QHWZRUN RSHUDWLRQV LV D
RU PLOLWDU\ OHDGHUV RYHU WKH DJH RI DGHTXDWHO\ XQGHUVWDQG ~

%UHQQHU &ODUNH VXSUD QRWH DW

158&(32575upra QRWW "\FXV VXSUD QRWH DW

"\FXV VXSUD QRWH DW "\FXV KRZHYHU DUJXHV WKDW V
UHTXLUHPHQWY DUH WRR UHOD[H&@OWQG XQUHDOLVWLF IRU F\EHUZDU
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E\ VXFK DFWLYLWLHY EHLQJ UHSRUWHG WR WRAHYBQJ \RRPHJ
FRPPHQWDWRUV ZRUU\ WKDW WKLV UHTXLUHPHQW RI FRQJUF
LQ WKH F\EHUZDU FRQWH[W WKHVH W\SHV RI LQIRUPDWLRQ |
SUHSDUDWLRQ RI WKH HQYLURQPHQW ™ LQVWHDG RI 3LQWHOC
EH UHSRUWHG WR WKH LQMWHORPLAHWBH\FRPPOA/WBMR SRWHQ'
FEHUZDU SUHSDUDWLRQV WR &RQJUHVV DW DOO LI WKHVH
DFWLYLWLHYVY RU URXWLQH VXSSRUW DFWLYLWLHV ~’

'LWK DV PXFK FRQIOLFW DV FXUUHQWO\ H[LVWV EHWZHF
ZLWK UHJDUG WR ZDUPDNLQJ SRZHUV F\EHU FRQIOLFW ZLO(
FRQIOLFRH 15& 5HSRUW LQGLFDWHV WKDW WKH 8 6 &RQJUH'
VI\VWHPDWLF LQIRUPDWLRQ DERXW F\EHUBWW DIFWNWH UL\@V WW
FRQJUHVVLRQDO VLOHQFH RQ F\EHUZDU PDWWHUV FRXOG SEK
WR WKH 3UHVLGHQW ZKLFK KH YLHZV DV GDQJHURXV EHFDX)
LV WRR JUHDW WR OHDYH HOHFWURQLF ZDUIDUWY XG\HBIOMRQV
SURSRVHVY VHYHQWHHQ UHFRPPHQGDWLRQV IRU FUHDWLQJ D
VKRXOG EH DQ H[SUHVV SURKLELWLRQ RQ DXWRPDWLQJ DFWIL

'LVFXVVLRQV RI F\EHUDWWDFN LVVXHV DUH RIWHQ FRQC
SF\EHU 3HDUO +DUERU"™ RU E\ DQDORJL]LQJ SROLF\ QHHGV W
WU\LQJ WR K\SRWKHVL]H LQ WKH ODQJXDJH RI &ROG :DU GH
F\EHUZDUIDUH LV TXDOLWDWLYHO\ GLIITHUHQW IURP WKUHD
WKWNDRI H[HFXWLQJ F\EHUDWWDFNV ZRXOG KDYH OHVV FUI
SUHVHQFH RI F\EHU FDSDELOLWLHYV PD\HKDYHBXGHMY RD UWN GWM
LGHD RI 3FUHGLELOLW\" ZLWK UHVSHFW WR D WKUHDW RI UHV
QXFOHDU FRQWH[WYVY DQG WKXV GLVDJUHHV ZLWK WKLV FRQF
FDSDELOLWLHY ,Q WKH QXFOHDU FRQWH[W GHWHUUHQFH Z
WKH F\EHU FRQWH[W WKHUH DUH D ZLGH YDULHW\ RI SRWHQ
EGHWHUUHG WR GLITHULQJ H[WHQWYV E\ GLIITHUHQW DSSURDF
SRWHQWLDO GHWHUUHQW HIIHFWV RI F\EHUDWWDFN FDSDELC

LL$FDGHPLF GLVFRXUVH RQ F\EHUZDU

6RPH FRPPHQWDWRUYV KDYH DVVHUWHG WKDW WKHUH
SURYLGHG E\ F\EHUVSDFH ZKLFK PD\ EH XWLOL]J]HG E\ OHVV S

Id. DW

Id. DW

Id. DW

15&(325y5upra QRWBW

Id. DW

"\FXV VXSUD QRWH DW

Id. DW

158&(32575upra QRWBW ,Q OLHX RI DQDORJL]LQJ WR WKH &ROG :DU +X
WKH GHYHORSLQJ RI GRFWULQHY DGGUHVVLQJ F\EHUZDUIDUH WR WKH G
-HITUH\ + XQ.Nfethational Policy for Cybersecurity: Five Issues That Won't Go Away - $1E
6(&85,74 3214 QRWLQJ WKDW WKH &KHPLFDO :HDSRQV &RQY
DQG LV DQ RQJRLQJ SURFHVY DQG UHTXLUHG QHZ LQIUDVWUXFWXUH WR
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UHOLDQFH Rl WKH 8QLWHG 6WDWHYV &KQ QIDQ NRIHALWLFDD @ \Q K
UHFRJQL]HG WKH YDOXH PIQ@QWWYVQRMO IZMDUDUH)FOXGHV 3L
XQLWWVKLOH 5XVVLD KDV D F\EHU ZDUIDUH GRFWULQH WKDW
DQG 1RUWK .RUHD KDV 8QLW LQ LWV PLOLWDQ\ WRVEBRFW
WKDW F\EHUDWWDFNV DJDLQVW (VWRQLD *HRUJLD DQG .\l
JRYHUQPHQW WKRXJK WKLV6RBIVHYRW PDMHQ WSKIIRW HHQK HUH D
QDWLRQV ZKR HLWKHU KDYH RU DUH GHYHORSLQJ F\EHU ZDU|
6RPH PLJKW DUJXH WKDW F\EHUZDU DFWLYLWLHV DUH WF
WKH UHTXLUHPHQWY JRYHUQLQJ WUDGLWLRQDO ZDU FRXOG
QHFHVVDULO\ WKH FDVH OLFKDHO :\QQH RI WKH $LU )RUFH
ZLOO KDYH VRPH HTXLYDOHQWRIRIOH. XQ\B@ERYLEBWRI 5XVVLD
OHWWHU WKDW KH H[SHFWHG PDQ\ FRQIOLFWV WR VRRQ WDI
ZDU HQYLURQRHQW& UHSRUW DUJXHV WKDW ZH VKRXOG DSS
IRU ERWK IRUPV Rl FRQIOLFW ZLWK WKH 6FRPOI\ FOLYH DHQRH
KRZHYHU WKDW QHZ PLOLWDU\ GRFWULQHV WR VSRRKHILFDO(
QHHG IRU SROLF\ JXLGDQFH LQ WKH FRQWH[W RI F\EHUDV
(QJDJHPHQW WR GHILQH WKH DSSURSULDWH XVH RI IRUFH XQ

JUDQ]JHVH VXSUD QRWH DW DUJXLQJ WKDW &KLQD ZRXOG E
LQ F\EHUVSDFH LQ WKH LQWHUHVW Rl SUHVHUYLQJ FHUWDLQ DV\PPHWUIL
SUHVHQFH LQ F\EHUVSDFH EXW LW LV QRW UHDOLVWLF WR H[SHFW WKH
WKDW UHBO® rsifsa&d QRW B W

+XQNHU VXSUD QRWH DW QRWLQJ WKDW 3&KLQD LV GHY
ZDUID BRKDsp& QRWH DW

&R Q,GUPrR @ R W H DW &RQGURQ DOVR QRWHV WKDW &KLQD ODX
$XIXVW WKHUHE\ LQLWLDWALQJ D 3SXEOLF KDFNLQJ ZDU ~

6FKBRPE QRWH DW

+XQNHU VXSUD QRWH DW

%UHQQHU &ODUNH VXSUD QRWH DW

+RQ OLFKDHO : :\QQH 6HQLRU /HDGHU 3HUVSHFWLYH + )O\LQJ D
6SDFH 3RZHU - ,6&ilkhl®d KWWS ZZZ DLUSRZHU PD[ZHOO DI PLO DLUFKL
Z\QQHVSU KWPO

6 FKDP&B QRWH DW 7KH 2XWHU 6SDFH 7UHDW\ IRU H]

&RQYHQWLRQ WKDW 6FKDDS VD\V ZRXOG PDNH VWDWHY OLDEOH LI WKH\
RZQHG E\ DQRWKHU VWDWH DQG WKHHDPWEHU RSHUDWLRQ FDXVHYV GDPDJH

15&(325upra QRWBW

See <RXQJ VXSUD QRWH DW GHILQLQJ PLOLWDU\ GRFWULQH I
EH RUJDQL]HG ZKDW WDVNV LW VKRXOG EH SUHSDUHG WR DFFRPSOLVK
<RXQJ XUJHV WKDW D QDWLRQDO F\EHU GRFWULQH LV QHFHVVDU\ DQG W
FRXQWHULQVXUJHQF\ GRFWULQH WKH GHYHORSPHQW Rl ZKLFK FRQVLGI
1*2VIid, DW <RXQJ VWUHVVHYVY WKH LPSRUWDQFH RI KDYLQJ D F\EHU GR
RFFXUd LOQW <RXQJ DOVR VXJIJHVWV WKDW D QHZ F\EHU GRFWULQH VKIF
HOQVXUH WKDW HYHU\RQH KDVIEF®MPRQ WHUPV RI UHIHUHQFH

1585(325y7supra QRWHOW 5XOHV RI (QJDJHPHQW PLJKW LQFOXGH WKL
VFRSH DQG GXUDWLRQ RI F\EHUDWWDFNV DQG ZKR VKRXOBGWEH QRWLIL
'HYHORSLQJ 5XOHV RI (QJDJHPHQW LV JRLQJ WR EH YHU\ GLIILFXOW D
DGGUHVVHG LV XQGHU ZKDW FLUFXPVWDQFHYV DQG XQGHU ZKDW DXWKRUL
LPPHGLDWH WKUHDW 7KH 15& 5HSRUW H[DPLQHV D QXPEHU RI DGGLWL
(QIDJHPHQW IRU F\EHdJ PWXQWHUXWWHMWHY IRU F\EHU UXOHV RI HQJDJHP
IRUPDOO\ UHFRJQL]JHG E\ ZRUOG OHDGHUV ZLWK F\EHU VHFXULW\ EHLQ.
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7KHUH LV DOVR D QHHG IRU GHFODUDWRU\ SROLFLHV U}
FRXOG DGGUHVV LVVXHV OLNH WKH SXUSRVH RI WKH 8QL!
VXJIJHVWLRQV IRU KRZ F\EHU FRHOQ LHFWWDERXUKLEH KB?WISE L
ZLOO EH KDQGOHG WKH SROLF\PDNHUV ZLOO DOVR QHHG WR
DXWKRUWIWPY FRQWURO DJUHHPHQWY DUH DOVR OLNHO\ QHHG
SUREOHPV LQ WKHLU FUHDWLRQ VLQFH SHRSOH PD\ DYRL
WHFEKQRORJ\ DQG GRFWULQRQFHH WKHD WEAKEBRABRBHG DQG G
DGYDQFHG VXIILFLHQWO\ KRZHYHU LWAV WKHQ YLHZHG DV
6RPH XUJH WKDW WKHUH VKRXOG EH DQ RSHQ GLVEXVVLRQ
LOQWHUHVWHG SDUWLHV KDYH WKH RSSRUWXQLW\ WR EH LC
GLVEXVVLRQV EHLQJ OMKWIHB& BEBRVMLXGIHY WKH 8 6 JRYF
WUDQVSDUHQW GHFLVLRQ PDNLQJ VWUXFWXUH IRU GHFLGLQ
F\EHUDWWDBRVYSDUHQF\ LV LPSRUWDQW WR HDNQGDQTRDUE& \
DJHQFLHV WR H[SODLQ WKHLU DFWLRQV *DV RSHQO\ DQG F|
FRXOG EH NHSW FODVVLILHG IRU QDWLRQDO VHFXULW\ UHDV|

'"\FXV QRWHV WKDW WKH IHGHUDO JRYHUQPHQW KDV VRP
WKH WDVN Rl RSHUDWLQJ F\EHU WHFKQRORJ\ IRU WKH SXUSR
%HFDXVH Rl WKH GHJUHH WR ZKLFK WKH SULYDWH VHFWRU
FRPPHQWDWRUV KDYH REVHUYHG WKDW WKH SULYDWH VHFW
F\EHUZD®&RPH FRPPHQWDWRUV H[SUHVV FRQFHUQV WKDW F\E|
EHWZHHQ FRPEDWDQWY DQG QRQFRPEDWDQWY XQGHU LQW

&RQIHUHQFH IRU WKH ILUVW Riopd3adll for Qyber War RiXla¢ Df @ngdgamMentV % % & )HE
available at KWWS QHZV EEF FR XN KL SURJUDPPHNVYEHZVRHIKWIH WK

JXLGHOLQHV IRU F\EHUZDU PXVW EH IOH[LEOH EHFDXVH RI WKH FRQVWDQ

158(3257supra QRWBW '"HFODUDWRU\ SROLFLHY DUH JHQHUDOO\ GL
QDWLRQ DV ZHOO DV WRIDDMWGY LWV DGYHUVDULHV

Id. DW

Id. DW

Id

Id. DW <RXQJ VXSUD QRWH DW

15&5(3257supra QRWHOW 1RMHLP VXSUD QRWRXQJ D@®VR HQFRXUDJHV
GRFWULQH WR EH ODUJHO\ XQFODVVLILHG WKRXJK KH QRWHV WKDW GH
FODVVLILHG <RXQJ VXSUD QRWH DW

-RKQ 1 S8dudde- khal Pegs in Round Cyber Holes: The NSA, Lawfulmess, and the Protection of
Privacy Rights and Civil Liberties in Cyberspace - 1$746(&85,7+¢ 32/ & UHIHUULQJ WHF
WUDQVSDUHQF\ FRQWLQXHG RYHUVLJKW DQG WKH HVWDEOLVKPHQW RI
WKUHH ZD\V WR HDUQ DQG PDéQMIDLRMWKP S/ XEOQIDFARWHIXVWDW DU
VXFFHVVIXO F\EHUVHFXULW\ SURJUDP ZLOO DFFRPSOLVK WKUHH REMHF'
DORQJ ZLWK DOORZLQJ WKH SULYDWH VHFWRU WR SDUWLFLSDWH DQG DI
WKDW QHHG WR EH SURWHFWHG

*UHHU VXSUD QBetdo &ROWHEHOOD :KLWH VXSUD QRWH DW
VKRXOG EH LQ FKDUJH RI WKH IHGHUDO JRYHUQPHQWAV F\EHU HIIRUW E
RI WKH LQIRUPDWLRQ

"\FXV VXSUD QRWH DW "\FXV KRZHYHU ZRXOG VWUR!
F\EHUZHDSRQ RSHUDWLRQ& WW SULYDWH FRQWUDFWRUYV

%UHQQHU &0ODUNH VXSUDQRRWH®J WKDW F\EHUDWWDFNHUV DUH
FRPSDQLHVY RSHUDWLQJ QDWLRQDO LQIUDVWUXFWXUH
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SURWHFWLRQ WR QREOFBPEDMHID QWRV ZKLFK FRQYHQWLRQDO .
F\EHUZDU LV QRW \HW FOHDU DQG VRPH FRPPHQWDWRUV
DIJJWHLYH FRXQWULHV PD\ KDYH FDUWH EODQFKH WR ODXQFK
PDQQHU ZKLFK ZRXOG QRW EH SHUPLVMLYEOH WK HEB SIRKIAV DE
FLYLOLDQ WDUJHWV LQ WKH F\EHUZDU FRQWH[W %UHQQHU D
WR FUHDWH D &\EHUZDU 1DWLRQDO *XDUG FRQVLVWLQJ RI
EHWWHU SUR®EHRWG&IRQH RI WKH IRFXVHV RI DQ\ QDWLRQDO
RQ SURWHFWLQJ &1, DQG LW LV WR WKLV WRSLF WKDW ZH QI

E 'DQJHU WR FULWLFDO LQIUDVWUXFWXUH

&1, KDV IUHTXHQWO\ EHHQ GLVFXVVHG DV&D, SRO/AY LEBO H
GHILQHG DV V\VWHPV WKDW DUH HVVHQWLDO WR D VWDWH &\
XWLOLWLHYV HPHUJHQF\ VHUYSLGGEMNU DNXH VBEH B%3 R 2 DHF LR @
FULWLFDO LQIUDVWUXFWXUH LV GHILQHG DV 3V\VWHPV DQG C
8QLWHG 6WDWHV WKDW WKH LQFDSDFLWDWLRQ RU GHVWUX
GHELOLWDWLQJ LPSDFW RQ VHFXULW\ QDWLRQDO HFRQRPLF
DQ\ FRPELQDWLRQ RI WXRWKH PEQLWHGY6WDWHY 6XSHUYLVF
$FTXLVLWLRQ 6&%'$ FRQWUROW&EBXFKKREZHWKH &LY YXOQHL
F\AEHUDWWRHANM SRUWDQFH RI F\EHUVHFXULW\ WR &RPWKRXO!
SUHGLFW WKDW F\EHUZDUIDUH RSHUDWLRQV ZLOO EH IRFXV}F
VXFFHVVIXO F\EHUDWWDFN FRXOG GLVUXSW KRVSLWDOV GH
RI RWKHU LPSRUWDQW VHUYLFHV &\EHUDWWDFNV DJDLQVW \
FUDVKHV RU WUDLQ FROOLVLRQV ZKLOH F\EHUDWWDFNV DJI
RSHQ RU UHVXOW LQ XQWUHDWHG VHZDJH EHLQJ GXPSHG LQ\

$ YHU\ HDUO\ IRUP RI F\EHUDWWDFN DJDLQVW &1, PD\ KD
WKDW WKH 8 6 JRYHUQPHQW GRFWRUHG VRIWZDUH WKDW ZD

Id. DW 7KH VHJUHJDWLRQ RI ZDU VSDFH DQG FLYLOLDQ VSDFH .
OLNHO\ QRW ZRUN. DQVF\EHBD®IMFRI WKLV LV GXH WR WKLQJV OLNH WKH U
FLYLOLDQ RZQHGIALOQMWDVWUXRRMLI WKDW Rl '2' FRPPXQLFDWLRQV
6ZLWFKHG 1HWZRUN

,G DW butsee 7TRGG VXSUD QRWH jI\al bellurd \D\GHSIhWELIE) I/ KAROOONG
ERWK EH FRQVLGHUHG LQ HYDOXDWLQJ SRWHQWLDO UHVSRQVHV WR DWW

%UHQQHU &ODUNH VXSUD QRWH DW

See 6N O HupR YQ RW H DW VWDWLQJ WKDW WKH /DZ RI :DU GRHV Q
DELOLW\ IRU QRQ VWDWH DFWRUV WR DWWDFN DQRWKHU VWDWHAEV FULW

6 N O Kugid YQ R W H DW

86% 3$75,27 $FW RI 1 86 & T %EHESBU ,,&0DUNH VXSU

DW &RQ GUWHRQORWH DW

6 N O,Kugie YQ R W H DW

Id.

(GZDUGV VXSUD QRWH DW 3@ RPSXWHU VHFXULW\ LV QRZ SR
FROODSVH RI WKH FULWLFDO LQIUDVWUXFWXUH WKDW NHHSV RXU VRFLHYV

%UHQQHU &ODUNH VXSUD QRWH DW

6 N O HlpRYQR W H DW QRWLQJ WKDW JDOORQV RI VHZD.

6KLUH $XVwWUDOLD DV WKH UHVXOW RI D F\EHUDWWDFN LQ
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JDV SLSHOLQH FRQWURO V\WVWHP DQG Z&VFKDQHMKXAWWH ® L ¥
WKHVH HIITHEWV PLJKW EH VRPH DUJXH WKDW WKH PRVW ZRI
&1, ZRXOG EH DQ DWWDFN DLPHG DW HOHFWURQLF HPHUJHQF
WKH WRWDO GDPDJH R I%B FSIXXV HFR D WKMWIDUFNY LW\ Rl SRWHQW
FRQGXFWHG DJDLQVW &1, VRPH FRPPHQWDWRUV XUJH SHUP
UHVSRQVH WR VDOKRBWWDFNMWKDW ZH H[DPLQH LQ PRUH GHW
OXFK Rl WKH QDWLRQAV FULWLFDO LQIUDVWUXFWXUH LV R
$OWKRXJK WKHUH LV VXEVWDQWLDO JRYHUQPHQW LQWHUH
LQIUDVWUXFWXUH DQG FRPSXWHU VHFXULW\ H[HFXWLYHV L
JRYHUQPHQW ZDV YHU\ FDSDEOH RI SUHYGRPWHL @ R ARPUH G\ VW E
VXJIJHVW WKDW SULYDWH RZQHUV RI &1, VKRXOG EH HQFRXU|
SUHSDUHGQHVVINW XQGBQB\WRI SURWHFWLQJ &1, DQG HQVXU
EH HIIHFWLYHO\ PLWLJDWHG LV RQH Rl WKH SULPDU\ UHDVR
OHJDO UHJLPH SHUPLWWLQJ DFWLYH GHIHQVH DQG PLWLJDWI

(YHQ WKRXJK WKH 8 6 JRYHUQPHQW KDV EHHQ GLVFXV\
WKHUH LV VWLOO QR HIIHFWLYH DQG XQAKHWG QDWW L\RHQIHY B OF
EXW WKH\ DUH ODUJHO\ GLVFRQQHFWHG IURP HDFK RWKHU
LQFOXGHYV ODQJXDJH HQFRXUDJLQJ FRRSHUDWLRQ EHWZHHQ
LQWHUHVW RI SURWHFW L QWK R UIHVGLHADEDO LIR Y BV RIKEG W XUV R |
:DUQLQJ DQG ,QIRUPDWLRQ 1HWZRUN DV ZHOO DV WKH 1DW
HDUO\ ZDUQLQJ V\WWHP LQ WKH+6 YIHQ W QRM U RVEW K & WAW IV KN D
F\AEHUVHFXULW)\ UHVGROYWEGEQD LGHYHVORSLQJ D &1, SURWHFWL
1IDWLRQDO &\EHU B6HFXULW\ 'LYLVLRQ DQG KDV WKH DXWHK
,QIRUPDWLRQ $FW RI WR SURYLGH DVVLVWDQFH WR SUL
SULYDWH SCHRPBRIXNW '+6 DOUHDG)\ KDV WKLV VRUW RI LQIUDVW

15&5(3257supra QRWHW FLWL+QJA$6& 5((° $7 7+@w<66P1 ,16,' (5&E+,6725<
2) 7+@&2/1" : $5

6 N O Kupia YQ RWH DwW $ VLPLODU PHWKRGRORJ\ ZDV XVHG E\ WKF
R1 % DWW O H VB#tiettar@aladida Wiinisddies Part 1 6 FL)L WHOHYLVLRQ EURDGFDVW 'HF

& R Q &pyaR QRWH DW VD\LQJ WKDW DFWLYH UHVSRQVHYV
LPPHGLDWHO\ XSRQ DWWDFN DQG WKDW VWDWHV VKRXOG EH H[FXVHG
SURWHFWLRQ RI &1, +RLVLQJWRQ VXSUD QRWH DW

158(32575upra QRWBW&ROGHEHOOD :KLWH VXSUD QRWH DW
&1, LV RZQHG E\ WKH SULYDWH VHFWRU

%YUHQQHU &ODUNH VXSUD QRWH DW *LYHQ WKH LQYRC
RZQHUVKLS SULYDWH FRPSDQLHY DUH OLNHO\ WRDBH SXOOHG LQWR WKH

&ROGHEHOOD KLWH VXSUD QRWH DW

6KDUS VXSUD QRWH DW

6 N O,Hupa YQ R WH seelaMd *DQW VXSUD QRWH DW QRWLQJ WKDW
DUH VHULRXV VKRUWFRPLQJV WR WKH SXEOLF SULYDWH SDUWQHUVKLS W

&$<: ,/621&21* 5(6($5&6(59 5(3257%271(76&<%(5&5,0($1'&<%(57(5525,60
98/1(5%$%,/,7,(6 B2/,&<,668(6 )2&21*5(66 5, DW &56 WR &56 ,supra 6NOHU!
QRWH DW

&ROGHEHOOD :KLWH VXsuDbDQemwgJ WKDW '+6 KDV HVWDEOLV
,QIUDVWUXFWXUH 3URWHFWLRQ $GYLVRU\ &RXQFLO DQG DOVR KDV 6HFW
*UDQW VXSUD QRWH DW

8 6 &
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JRRG FDQGLGDWH IRU D JRYHUQPHQW HQWLW\ WKDW FRX
FRXQWHUVAMRZHNHW WKH *HQHUDO $FFRXQWLQJ 21ILFH *$2 |
'+6 KDV EHHQ VDWLVI\LQJ LWV UHVSRQVLERPHWLRPP HQ WDKAH
XUJH WKH '2" WR SOD\ D ELJJHU UROH LQ SURWHFWLRQ RI
LPSRUWDQW QDWLRQDO VHFXULW\ LVVXH

7KH WKUHH PRVW UHFHQW SUHVLGHQWLDO DGPLQLVWUD)
FULWLFDO LQIUDVWUXFWXUH LQFOXGLQJ GLJLWDQ £XQO0UDVW

3UHVLGHQW &OLQWRQ LVVXHG ([HFXWLYH 2UGHU
&RPPLVVLRQ RQ &ULWLFDO ,QIUDVW WBXYHWXGH QW RVOH RW/LRR]
3UHVLGHQWLDO 'HFLVLRQ 'LUHFWLYH 3" LQ 0D\ DV C
FRQFOXVLRQV DQG UHFRPPHQGDWDLRQWKRU WKW S & & JSREAH UH S
WR HQVXUH WKDW &1, LV DGHTXDWHO\ SURWHFWHG IURP WKI
WKH GHSOR\PHQW RI WKH 6WX[QHW ZRUP %HFDXVH RI WKH L
PLWLIJDWLYH FRXQWHUVWULNLQJ FDSDELOLWLHV VKRXOG EH
LI LW LV IRXQG WKDW WKH WHFKQRORJ\ FXUUHQWO\ GRHV QF
EURDG LPSOHPHQWDWLRQ RI PLWLJDWLYH FRXQWHUVWULNL
DUJXHG WR EH VR HVVHQWLDO WR QDWLRQDO VHFXULW\ WKD
HMQ LQ WKH FDVH RI KDUP EHLQJ FDXVHG WR LQQRFHQW WKL

B. Current Ways to Address Attacks

7KLY VHFWLRQ ZLOO H[DPLQH WKH FXUUHQW OHJDO RS
F\EHUDWWDFNV DV ZHOO DV WKHLU VKRUWFRPLQJV $FWLR
DSSHDOLQJ WR ODZ HQIRUFHPHQW IRU SURWHFWLRQ VHHNLC

Seeinfra 6HFWLRQ 9 %

*UDQW VXSUD QRWH DW %H\RQG ZKHWKHU '+6 LV HIIHFWLY
JLYLQJ DQ\ DUHD RI WKH ([HFXWLYH EUDQFK VZHHSLQJ DXWKRULW\ RY|
&G\EHUVHFXULW\ DQG ([HFXWLYH 3RZHU ODU "RUNLQJ 3DSHU 6HWI

availableat KWW S SDSHUV VVUQ FRP VRO SDSHUV FIP"DEVWUDFWBLG
7R GG $ Sovételgn® ZIn@yberspace: Legal Propriety of Protecting Defense Industrial Base

Information Infrastructure $ )/ 5(9 VXIJIJHVWLQJ WKDW WKH '2" FRXOG EH
SURWHFWLQJ FULWLFDO LQIUDVWUXFWXUH LQ D PDQQHU VLPLODU WR KR
ERQGURND QRWH DwW &RQGURQ DOVR QRWHV KRZHYHU WKDW '2' LQY

WKH 3RVVH &RPLWDWXV $FW VLQFH WKDW DFW UHVWULFWV WKH XVH RI
&RQGURNDQRWH DW

:KLWH +RXVH &ULWLFDO ,QIUDVWUXFWXUH 3URW,HRNdRQ 3" 0D
KWWS ZzZZ MXVWLFH JRY FULPLQDO F\EHUFULPH ZKLWHBSU KWP >KHUHL
'"LUHFWLYH &ULWLFDO ,QIUDVWUXFWXUH ,GHQWLILFDWLRQ 3ULRULWL]L
'HF , available at KWWS ZZZ GKV JRY [DERXW ODZV JFB VKWP
KLWH +RXVH &\EHUVSDFH 3Railafld ab HKYW W5 Z22Z ZKLWHKRXVH JRY DVVH
&\EHUVSDFHB3ROLF\B5HYLHZBILQDO SGI| >KHUKDLRIDQWHU ¥ XEHIDVQRWH 3R Ol
TXRWLQJ 3UHVLGHQW 2EDPDZAV VWDWHPHQWY LQ 0D\ FRQQHFWHG WR

(ULF $ *U HHisQr¥ Répdats Itself: The 60-Day Cyberspace Policy Review in Context
1$7/E6(&85,7¢ 32/ &

Id. DW 3" DOVR HVWDEOLVKHG WKH 1DWLRQDO ,QIUDVWUXFWXI
EHWZHHQ WKH SXEOLF DQG SULYDWH VHFWRUV WR DVVHVV WKUHDWYV DC
DJDLQVW &1325Fbi@a QRWHW
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LQYROYHG SDUWLHV RU GHIHKGQ®LGR PIPIHDQW BW RJW WDLANAK V V
FRPSXWHU QHWZRUN GHIHQVH WKH WZR W\SHV JHIMMLYBIO\
GHIHQVH DQG LWV VKRUWFRPLQJV ZLOO EH H[DPLQHG EHOR:
6HFWLRQ ,,

6RPH DGYRFDWH XVLQJ D ULVN EDVHG DSSURDFK WR F
IRUPXOD RI 5LVN 5 7KUHDW 7 9XOQHUBELQUWNKB U L&R
IRUPXOD WR UHGXFH RQHZAYV ULVN IRU PDODULD PLJKW LQYR(
PRVTXLWRY OLYH WKXV UHGXFLQJ WKH WKUHDW UHO\LQJ RC
\RXU YXOQHUDELOLW\ WR WKH FDUULHUV RU WR ZRUN WRZD
PDODULD LQIHFWLRQ WKXV UHGXWK®J FWEKHHU FRRROQAM T jM Q RV L
UHGXFHG E\ SUHYHQWLQJ RU GHWHUULQJ DWWDFNV YXOQH
WDUJHWV WR UHGXFH WKH HIIHFWLYHQHVV Rl DWWDFNV D
OLPLWLQJ WKH LQLWLDO ORVV RU E\ SRVVHVVLQJ WKH FDSDE
8VLQJ WKLV ULVN EDVHG DSSURDFK WKH ULVN RI F\YEHUDWW
HITHFWLYHQHVV RI FULPLQDO DQG FLYLO ODZ RSWLRQV WR
GHIHQVH RSWLRQV DQG SRWHQWLDOO\ E\ GHYHORSLQJ FRXC
EH VKRZQ WR KDYH D GHWHUUHQW HIIHFW

6RPH FRPPHQWDWRUV LQ WKH 8 6 DUJXH WKDW WKH SUL
IHGHUDO JRYHUQPHQW LQ WHUPV RI F\EHUVHFXULW\ EHFDX
GHWHFWLRQ V\VWHPV ,'6 DQG SUHYHQWLRQ SURFHGXUHYV
SUDFWLFHV ZLWK WKH MKGHSDIOY DRMHYBPWEW KRZHYHU VWL
WKDW WKH IHGHUDO JRYHUQPHQW KDV DFFHVV WR WKURXJK
W LV WKXV LPSRUWDQW WR IRVWHU FRPPXQLFDWLRQV EHW
VHFWRU DERXW LQIRUPDWLRQ VHFXULW\ WKUHDWYV :KLOH W}
FRPPLWPHQW WR F\EHUVHFXULW\ LVVXHV WKH 8QLWHG 6WD\
LV LQIRUPHG DERXW LQIRUPDWLRQ VHFXULW\ LVVXHV WKDQ L

'KHQ VRFLDOO\ KDUPIXO EHKDYLRU LV EHLQJ DGGUHVV
SULPDU\ JRDOV LV WR GHWHU 7WH D8N6 K B WRIX\W H B HK DFYRLARRD C
GHWHUUHQFH DV DFWLRQV VHHNLQJ WR *FRQYLQFH DGYHUVC
LQWHUHVWY E\ PHDQV RI GHFLVLYH LQIOXHQFH RYHU WKHL

Id. DW $ UHODWHG RSWLRQ LV IRU WKH DWWDFN YLFWLP WR X
LQIRUPDWLRQ WR ODZ HQIRUFHPH®QW WR DVVLVW ZLWK LQYHVWLJDWLRQV
"HQVHQ VXSUD QRWH DW
&KHUWRII VXSUD QRWH DW  &KDELQVN\ VXSUD QRWH DW
WKHUHIRUH EH HLWKHU WR UHGXFH RQH Rl WKH YDULDEOHV WR JHUR RU
DW

See &KDELQVN\ VXSUD QRWH DW OLVWLQJ D FRXSOH RI H[D
DSSOLHG

Id. DW

&ROGHEHOOD KLWH VXSUD QRWH DW .DW\DO VXSUD QRYV

PD\ KDYH DGYDQWDJHV ZLWK UHJDUG WR UHVSRQGLQJ WR DWWDFNV LQ
VHFWRUAZY DFFHVV WR F\EHUDWWDFN H[SHU®&MFBupry QRNWHIOA OHVYV WKDQ

&ROGHEHOOD KLWH VXSUD QRWH DW
<DPDGD <DPDJLVKL .DWVXPL VXSUD QRWH DW
7TRGG VXSUD QRWH DW 7TRGG IRFXVHV RQ WKH GHWHUUHQW

DSSURDFK IURP HIITHFWVY EDVHG DSSURDFKHV RI LQWHUQDWLRQDO ODZ
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LQIOXHQFH ZRXOG EH DFKLHYHG WKURXJK FUHGLEOH WKUH
ZKLOH HQFRXUDJLQJ UHVWUDLQW E\ FRQYLQFLQJ WKH DFWR
RXWFRPHSHUWYV QRWH WKDW WZR HOHPHQWY VHUYH DV W]
LQIOLFWLQJ XQDFFHSWDEOH FRVWY RQ WKH DWWDBPRKNU DQ
DUJXH WKDW PRUH VWULQJHQW FULPLQDO ODZV DQG PRUH
ZLOO GHWHUSOWMN¥EINY VXFK DQ DSSURDFK ZRXOG GHWHU
UHTXLUHV VSHFLILF NQRZOHGJH Rl WKH DGYHUVDU\AEV LGH
F\EHUDWWDFNV

7KH SULPDU\ FULPLQDO VWDWXWH DJDLQVW F\EHUDWWD
JUDXG DQG $EXVH $FWZH¥BH WKH 6HQWHQFLQJ &RPPLVVLR
LQFRQFOXVLYH DV WR ZKHWKHU WKH &)$$ LV HKHUAWDYH DD \
VRPH LQGLFDWLRQV WKDW FRPSXWHU FULPH PD\ EH H[DFHUE
'KLOH WKHUH LV DW OHDVW DQ DUJXDEOH FDVH IRU WKH GF
XQOLNHO\ WKDW SXUHO\ SDVVLYH GHIHQVHV KDYH DQ\ GHWI
LQYROYHV QHLWKHU SXQLVKLQJ WKH DWWDFNHU QRU FRQVL\
SHQDOW\ WR DQ DGYHUVDU\ IRU IDLOHG DWWDFNV DQG WKI
VXFFHH®ZHYHU VRPH FRPPHQWDWRUV VXJJHVW WKDW VFULS
PDMRULW\ RI DWWDFNV RQ WKH ,QWHUQHW FP\W KEHH\G IDW WK U
WKDW LQ RUGHU WR GHWHU KRVWLOH DWWDFNV DW DOO F\E
FUHGLEOH DELOLW\ WR HHVOBRQE ERWHKYHRWFWKDW WKH ILUV
DFWLYH GHIHQVH UHJLPH LV WR SHUPLW PLWLJDWLYH FRXQV
RQ GHQ\LQJ VXFFHVV WR WKH DWWDENHUV UDWKHU WKDQ RQ

7KH PLOLWDU\ FRQFHSW Rl GHWHUUHQFH FDPH WR WKH |
WKH IUHTXHQW DQDORJLHV GUDZQ EHWZHHQ QXFOHDU FDSEL
YLHZ GLVFXVVLRQV RI 3F\EHU GHWHBEH®RH WE HU I LOPW B DO

7KH 8QLWHG 6WDWHV $UP\ &RQFHSW &DSDELOLW\ 30DQ IRU $UP\
)JXWXUH ORGXODU )RUFH KWWS Z2ZZ WUDGRF DUP\ PLO WSXEV SDPV S
GHILQLWLRQ RI "HWHUUBQ F3sudid HUPWHE W Q V 15&

15&(325upra QRWBW

6 N O,Kupie YQRWH DW <DPDGD <DPDJLVKL .DWQRMLL QIXEHKD V) RW
FULPLQDO DSSURDFK RI WKH 8 6 KDV VRPH GHWHUUHQW HIIHFW DJDLQ\
SURYLGLQJ GLVLQIHFWDQW WRROV WR XVHUV DOVR SURYLGHYV GHWHUUHC

15&5(3257supra QRWHW 7KH 15& 5HSRUW DVVHWY WKDW QRQ VWDWH
LGHQWLI\ IRU WKH SXUSRVH RI SXQLVKPHQW DV GHWHUUHQFH DQG WHK
FKDOOHQJH UDWKHW.WKWQ DV D GHWHUUHQW

86 & T
6NLEHOO VXSUD QRWH DW
Id. DW
15&(325y5upra QRWBW
.UDXVH VXSUD QRWH DW
6NOHIWRYQRWH DW 7KH 15& 5HSRUW KRZHYHU DVVHUWV WK

WKUHDWHQLQJ DFWLYH UHVSRQVHV ZFR5KQ&stpn YORWLHPWW H G KIHS 8 @ 5RIJEAL GBL
KRZHYHU QRWH WKDW WKHUH PD\ EH D GHWHWHQW HIIHFW XQGHU VRPH

"\FXV VXSUD QRWH DW FRPSDULQJ DQG FRQWUDs¥®WLQJ WKH
allo 7TRGG VXSUD QRWH DW FRPSDULQJ WKH FXUUHQW F\EHU FRQWH]
WKH &ROG :DU ZKLOH DOVR DFNQRZOHGJLQJ WKDW 0$' GRHVQAW ZRUN T
F\EHU FRXQWHUVWULNLQJ 7KHUH KDV HYHQ EHHQ OLPLWHG GLVEXVVLF
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GLIlTHUHQFHY EHWZHHQ WKH WZR )RU LQVWDQFH DWWULEXW
WKDW LW LV ZLWK F\EHUDWWDFNV LQ SDUW EHFDXVH F\EHU
ZHUH QXFOHDU ZDUKHDGYV GXULQJ WKH &ROG :DU

,Q D VLPLODU YHLQ RQH GHEDWH WKDW RFFXUUHG GXUL
F\EHU FRQWH[W VKRXOG FRXQWHQN VXM\RPD WH (DIX WRRP@WHHLG
PLIKW LQFUHDVH WKH GHWHUUHQW HIIHFW WKH SRWHQWLL
EHQHILW IURP UHPRYLQJ WKH KXPDQ HOHPHQW 2XU SULPDL
DFWLYH GHIHQVH WKDW HPSKDVLHDW VR WIXUDW VY WHWHKRDM VX KUY
GHWHFWLRQ PD\ EH DFFHSWDEOH SURYLGHG WKDW WKH HJ[L
FRXQWHUVWULNHY WKHPVHOYHV VKRXOG EH H[HFXWHG E\ K
+RZHYHU ZH DFNQRZOHGJH WKDW WKH DSSOLFDELOLW\ RI DI
LPSUDFWLFDELOLW\ RI WKH FXUUHQW OHJDO RSWLRQV IRU D
ZH QRZ WXUQ ORUH VSHFLILF RSWLRQV XQGHU FULPLQDO D
GHWDLO LQ 6HFWLRQ ,,, EXW ZH LQWURGXFH WKH WRSLFV Kl
DFWLYH GHIHQVH DQG PLWLIJDWLYH FRXQWHUVWULNLQJ

&ULPLQDO ODZ

&XUUHQWO\ F\EHUDWWDFNV DUH PRVWO\ YLHZHG DV D F
E\ ODZ HQIRUHANPIQWKRXJK ODZ HQIRUFHPHQW SHUVRQQHO
QHFHVVDU\ WR LOQYHVWLJDWH DQG WUDFN GRZQ F\EHU FULPL
FRPSOLFDWHG E\ WKH QDWXUH RI F\EHUVSDFH ZLWK VRPH R(
F\EHU DEXUBABVDOVR EHFDXVH Rl MXULVGLFWLRQ LVVXHV V
DPRUSKRXV LQ WKH LQIRUPDWLRQ FRQWH[W 5HJDUGOHVYV
F\EHUVSDFH KRZHYHU VRPH DUJXH WKDW WKH XQFHUWDLQV

ZHDSRQV LQ WKH FDVH RI FHUWDLQ NLG@®@Ys5Rupr®d OQURW AW DFAMVIE®B H-UD W W D
&+,()6 267%$)) 7+(1$7,21%$/0 ,/,7$5675%$7(*< 2) 78BL,7('67%$7(6 2%0(5,&% , available
at KWWS Z22Z VWUDWHILFVWXGLHVLQVWLWXWH DUP\ PLO SGIILOHV QPV

15&(325upra QRWBW

"\FXV VXSUD QRWH DW DUJXLQJ WKDW WKHUH DQH D ORW

ZKHQ D FRPSXWHU V\VWHP RQ WKH 8 6 6 9LQFHQQHYVY UHJLVWHUHG D

DQG WKH FUHZ DXWKRUL]JHG WKH VA\VWHP WR ILUH UHVXOWLQJ LQ WKH (
:DU*DPHV ZDV DERXW WKH GDQJHU RI DXWRPDWLQJ QXFOHDU FRXQWHUYV
DSSOLHG WR WKLV VLWXDWLRQ LQFOXGLQJ WKH LPSRUWDQFH RI VXFK
: $5*$0(6 0*0 8% 6WXGLRV

.DW\DO KDV DUJXHG KRZHYHU WKDW FRPPXQLW\ VHOI KHOS FR
F\EHUDWWDFN FRQWH[W .DW\DO VXSUD QRWH DW &RPPXQLW\ VHOI
IRFXV LV RQ SUHYHIMWNLQJI3KUHPN LQGLYLGXDO VHOI KHOS PLJKW EH GHW
FRXOG IUDJPHQW WKH ,QWHUQHW LQWR D VHULHVIRIDWU XV % & PP\ Z R/ N
VHOl KHOS DOWHUQDWLYH PLJKW EH WR UHTXLUH VRIWZDUH GLVWULEX
YXOQHUDELOLWLHY. PWWKHLWRBRHRGHBEX¥FWLRQ LQ WKH DQRQ\PLW\ RI WKH
UHGXFWLRQ LQ F\EHUFULPH WKRXJK WKDWdIPDYW VFDUH XVHUV DZD\ IUR

'RZQLQJ VXSUD QRWH D WMan Pldads\GUil® tb Wdihbl NetGd SoIDitRape of
Woman [/ $7,0(6 $SU DW & GHVFULELQJ D FDVH RI D F\EHU DEXVHU Z
EH D VSHFLILF ZRPDQ DQG SURYLGHG KHU DGGUHVY WHOOLQJ WKH PHQ
UDSHG WKH ZRPDQ ZDV VXEVHTXHQWO\ DSSURDFKHG E\ VWUDQJHUYV DW K
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LQ WKH LOQOWHUQDWLRQDO ODZ FRQWHI[W

+DYLQJ D FRPSUHKHQVLYH OHJDO VWUXFWXUH WR DGGLU
LQFOXGLQJ ODZV VSHFLI\LQJ SURKLELWHG FRQGXFW DQG Sk
ZLWK VXIILFLHQW DXWKRULW\ WR FROOHFW WKH QHFHVVDL
FRPSOLFDWHG LQWHUQDWLRQRID (MXRISHBLF V& IRRQY D W VR HR/
(&& PHHWYV PDQ\ VXJJHVWHG UHTXLUHPHQWY EXW WKH ORZ
OHVV KHOSIXO WKDQ LW PLJKW RWKHUZLVH EH

D 6KRUWFRPLQJV

,Q VSLWH RI WKH DYDLODELOLW)\ RI F\EHUFULPH ODZV ¢
GHIHQVH WR SURWHFW FRPSXWHU DVVHWV LQ SDUW EHFD)
F\EHUDWWDFNHUV WKURXJ&QWRKHK U LPULRBOHEU RVHYPOXGHG
DUWLFOH DOUHDG\ LV WKH GLIILFXOW\ RI DWWULEXWLQJ D
EULQJLQJ FULPLQDO FKDOQUIRWYPDIDLLRY W ERKMP DWWULEXWLRQ
ZLOO OLNHO\ EH XQDYDLODEOH VRRQ DIWHIW DWXKERUQ I QW
F\EHUFULPH ODZV GHWHU DWWDFNHUV WKH GHWHUUHQW HII
HQRXJK RU LI HQIRUFHPH@WRWK QRV) IV XOIQLGF GXYWLD IRU H[DP
UHTXHVWV IRU DVVLVWDQFH LQ DGGUHVVLQJ VSHPAIDH DWW L
RQH UHSRUW LQGLFDWHV WKDW PRVW 'R6 DWWDFNV DUH FF
SURVHFXWLRQ RI RIITHQGHU VL BUKREGH MDUMLIDAV DMV ELH/ 8 O D F H
FULPLQDOV LV OLWHUDOO\ LPSRVVLEOH XQOHVV ZH ZDQW W|

,Q FDVHV ZKHUH WKHUH LV VXIILFLHQW JRYHUQPHQW FR
WR MXULVGLFWLRQ LVVXHV &XUUHQWO\ LW LV XQFOHDU ZKlH

6 NO,HsulpRY QRWH DW 6NOHURY KRZHYHU GLVDJUHHV ZLWK
FULPLQDO ODZV DV SURYLGLQJ LQVXIILFLHQW GHWHUUHQFH GXH WR Wk
FRXQWU&RYGURQ KRZHYHU DUJXHV WKDW WKH F\EHUDWWDFNV VKRXOG
WKDQ VROHO\ DV FULPumdD QRWNXHDWRQGURQHDWLQJ F\EHUDWWDFNV D
UDLVHV VHYHUDO LVVXHV LQFOXGLQJ WKH QHHG WR FODULI\ WKH GLVV
GHIHQVH =~ KRji&s ay BllinS 3/@&R\ F\EHUDWWDFNVY DQG KRZ WR EDODQFH QDWLRC
OLEHWUWDWYV $FFRUGLQJ WR &RQGURQ KRPHODQG VHFXULW\ FRQVLVW
ERUGHUV RI WKH 8QLWHG 6WDWHY DQG LV KDQGOHG E\ WKH '+6 ZKLOH K
6WDWHYV IURP HIWHUQDO WKUHDW&R Q@Q®GRIQV KDIXGO HVEKDWWWKLY2'SUHVXPS'
DUH FULPLQDO LVVXHVY UDWKHU WKDQ QDWLRQDO VHFXULW\ LVVXHV UHT
YHZV DV XQGHVLUDHOHWWQ WKLV FRQWH[W

'RZQLQJ VXSUD QRWH DW 'RZQLQJ VXJIJHVWY KRZHYHU XQ
FULPLQDOL]HG ZKHQ WKHUH LV DIHDGKXFHG H[SHFWDWLRQ RI SULYDF\

See inffra 6HFWLRQ GHWFULELQJ VWUHQJIJWKY RI DQG LVVXHV ZLWK
&\EHUFULPH

'‘DYLG ( *\CibetDireats and the Law of War - 1$7/ 6(&85,74 32/<

/LQ VXSUD QRWH ,supr®\@ RW 6N O HDUR Y
/LQ VXSUDDQRWH

6 N O,HUpR YQ R W H DW
Id. DW
(GZDUGV VXSUD QRWH DW

+XQNHU VXSUD QRWH DW
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WKH QDWLRQDOLW\ RI WKH YLFWLP WKH ORFDWLRQLR I DADKAR L
SUREOHPDWLF WKDW PDQ\ EXVLQHVVHYV DUH UHOXFWDQW Wi
ODZ HQIRUFHPHQW WR SXUVXH DWWDFNHUV LI VXFK DWWDFN

'KHQ DQ LQYHVWLJDWLRQ LV XQGHUWDNHQ ODZ HQIRUF
LQFOXGLQJ WKH GLIILFXOW\ RI FROOHFWLQJ VXIILFLHQW HY]
FROOHFW WKH HYLGHQFH DQG LQHIIBERNNFXYDLWLRQDOUBPW)
DOVR GLIILEXOW EHFDXVH WKHVH DWWDFNHUV JHQEUHIO O\ JR
LI D WUDFH LV VXFFHVVIXO WKH WUDFH PLJKW GHDG HQG D
RQH WLPH XVH

$QRWKHU FRPPRQ FULWLFLVP LV WKDW WKH FULPLQDO
GHYHORSPHQW RI WHFKQRORJLHV VR WKHUH DUH PDQ\ KDUF
DUH QRQHWKHOHVV WMAEKQLROVROLPGRYNVQEOH WR GLVWLQJX
DWWDFNV DQG FUDVKHV FDXVHG E\ LQQRFHQW IORRGV RI UH
SRSXODU ZHEVLWH DQG FULWLFV H[SUHVV FRQFHUQ WKDW
""R6 DWWDFNV PLJKW DOVR FULPLQDOHQHLWERAWHR@OWQRENEGW R
FDQ EH HIIHFWLYHO\ DGGUHVVHG WKURXJK WKH FULPLQDO S
GHWDLOV WR D MXU\ Rl OD\ SHUVRQV PD\ EH LQVXUPRXQWDE

&LYLO ODZ

%HFDXVH FULPLQDOL]LQJ F\EHUDWWDFNV OLNH ""R6 DQ(
GLIILFXOW VRPH FRPPHQWDWRUYV KDYH SSHVRS RNV HGR XWK Q JFE
V\VWHP ZRXOG HQDEOH YLFWLPV WR KROG SDUWLHV OLDEO
PDQ\ RSWLRQV IRU ZKLFK HQWLW\ RU SHUVRQ VKIBXYE RH WK
WKH SUDFWLFDO OLPLWDWLRQV RI DWWULEXWLRQ LW ZLOO
+RZHYHU WKHUH DUH PDQ\ RWKHU DFWRUV EHWZHHQ WKH
VXJIJHVWHG KROGLQJ VRPH RI WKRYH QQWHYPH GEBUKEBESVOER
RZQHUV FRXOG EH OLDEOH IRU KDUP FDXVHG WR FXVWRPH
FRPSXWHU V\VWHP UHVXOWHG LQ KDUP WR WKH YLFWLP RL

15&(325upra QRWBW
<DQJ + R Jdugrd/ @&RWW H DW

'RZQLQJ VXSUD QRWH DW

Id. DW .UDXVH VXSUD QRWH DW

.DW\DO VXSUD QRWH DW

6FKBRPE QRWH DW 7RGG VXSUD QRWH DW

(GZDUGV VXSUD QRWH DW UHIHUULQJ WR VXFK LQQRFHQW FL
(GZDUGV VXSUD QRWH DW UH I HU B.Iv@affiay R ZKKIH 18 QU KVH 61 X UQ

IRXQG UHDVRQDEOH GRXEW EDVHGeR®L® KHRGEHKB QB OLQWAR VWK IF XFVRHP S\KVID My
LQVWHDG KLV FRPSXWHU zZDV LQIHFWHG E\ D VHOI GHOHWLQJ 7URMDQ (
PXUGHU FDVH

(GZDUGV VXSUD QRWH DW

See (GZDUGV VXSUD QRWH DW OLVWLQJ SDUWLHV ZKR PLJKW
FLWLQJ -HQQLIHSdcutity i& ICybh&ps@ateHTbmbatting Distributed Denial of Service Attacks 8
277$:8/ T(&+ - <DQJ +Ruprd \DIRGMWM DW RITHULQJ WKUHH RSWL

WKH EXUGHQ RI F\EHUFULPH VKLIWLQJ WKH FRVW WR WKH YLFWLP WK
JRYHUQPHQW
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FRXOG EH KHOG OLDEOH IRU PDLQWDLQLQJ DQ LQVHFXUH V\\
""R6 DWWDFN RU SHUKDSV ,OWHUQHW 6HUYLFH 3URYLGHUYV
PRQLWRU DQG VHFXUH WKH GDWD EHLQJ WUDQVPLWWHG RYH

D 6KRUWFRPLQJV

7KH PRVW REYLRXV GHVLUH WKRXJK ZLOO EH WR KROG
WKH DWWDFN 6XLQJ WKH DWWDFNHU GLUHFWO\ UHTXLUHV V
DFFXUDWHO\ DQG WKLV LV QRW FXUUHQKMD\L I HDNVEEQROMRWV\ [
VXIILFLHQW WR DFEXUDWHO\ LGHQWLI\ DQ DWWDENHU OLWL
EXV\ VWDWH FRXUWV XQOHVV WKH FDVH PHHWV WKH UHTXL
PDWWHU LQ FRQWURYHWBO\WIR[FBEHBVHLJQ GHIHQGDQW LQ D FL
KDYH WKH F DV HorGnnor totvshi¢i@ RRX QGG GLWLRQDOO\ EHFDXVH
F\EHUDWWDFNV GRHV QRW UHTXLUH DQ DWWDENHU WR KDYH
PDQ\ F\EHUDWWDFNHU GHIHQGDQWY ZRXOG EH HIIHFWLYHO\
SD\ DQ\ MXGJPHQW RUGHUHG E\ WKH FRXUW

| LOMXUHG SDUWLHY DUH HQFRXUDJHG WR VXH WKH LQV
VRPH PDQQHU WKLV DOVR UDLVHV D VOHZ RI SUREOHPV I
IRU WKH VHFXULW\ KROHV LQ WKHLU VRIWZDUH IRU H[DPSOH
WR FRPSHQVDWH IRU WKH FRVW RI DGGUHVVLQJ OHJDO OL
,PSRVLQJ OLDELOLW\ RQ WKH RZQHUV RI JRPELH FRPSXWHUYV
UHDVRQ EHLQJ WKDW OLDELOLW\ PD\ HIIHFWLYHO\ IXQFWLR(
ZKR GR QRW NQRZ HQRXJK DERXW SURWSHFEWRL QR QHKR L W ISH LD\
SRWHQWLDO KXUGOHV IRU SDUWLHVY WKDW ORRN WR UHFRYH
SDUW\ LV LQ WKH FRPPRQ ODZ LWVHOI EHFDXVH XQGHU W]
VXSHUVHGLQJ FDXVHV DQ LQWHQWLRQDO WRUW E\ D WKLUC
FDXVDWLRQ OLQN SUHYHQWLQJ DQ RWKHUZLVH QHJOLJHQW
FDXVHG WR W/HKKHH YHFAWNMXHY DUH H[DPLQHG LQ PRUH GHWDLO

See 'H *X]PDQ VXSUD QRWH Dw VXJIJHVWLQJ WKDW LW LV XQO
EH KHOG OLDEOH (GZDUGV VXSUD QRWH Dw OLVWLQJ ,63V DPRQ
<DQJ + R | dugi&/ E&RWY H DwW
86 & ¥

See IRUWKHUQ /LIKW 7HFKQRORJ\' Y 1RUWKHUQ /LIKWV &OXE )
ILQGLQJ GLVPLVVDO RQ IRUXP QRQ FRQYHQLHQV JURXQGYV LQDSSURSUI
EULQJLQJ ZLWQHVVHV IURP $OEHUWD &DQDGD WR ODVVDFKXVHWWYV |IRU
XQFOHDU KRZ D IRUXP QRQ FRQYHQLHQV PRWLRQ ZRXOG EH UWFHLYHG L
DQ LQWHUQDWLRQDO F\EHUDWWDFN IURP DFURVY WKH JOREH

See 5DQG\ * *HUFKLFNo E&RWP 6GLOQ Making the Summary Eviction Process a Fairer
and More Efficient Alternative to Landlord Self-Help 8&/$ /(95 DVVHUWLQJ WKDW Wt
FDQQRW SD\ WKHLU UHQW DUH RIWHQ MXGJPHQW SURRI DQG WKDW WU\L
IURP D WXUQLS

(GZDUGV VXSUD QRWH Dw DUJXLQJ WKDW SXWWLQJ WKH EX
UHVXOW LQ WKH GRPLQDQW VRIWZDUH PDQXIDFWXUHUV VLPSO\ SDVVLQJ '

Id. DW

See :-DWVRQ Y .HQWXFN\ ,QGLDQD %ULGJH 55 6 : A

IRU ILUH LI WKH VSLOOHG JDVROLQH ZDV QHJOLJHQWO\ VHW RQ ILUH |
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3XUHO\ GHIHQVLYH DSSURDFKHYV

)LEQDOO\ ZH WXUQ WR WKH SXUHO\ GHIHQVLYH DSSURD
JHQHUDO FDWHJRULHV RI SDVVLYH FRPSXWHU VHFEXULW\ FR{
DFFHVV VHFXULW\ DGPLQLVWUDWLRQ@XUMHDG & HHARXQYWLYWH YV R/H
FRQFHUQLQJ DFFHVV WR VHUYHUV DQG GDWD LQFOXGH WKL
GHWHFWKRQEURDGHU QRWLRQ RI SDVVLYH GHIHQVH DOVR LQ
UHFRYHU\ I[URP DROHDWWWHAN WKUHH PDLQ SURFHVVHV IRU F\]
DERXW WKH WKUHDW KDUGHQ WKH WOQRWHKW U D& UHNVS B ® GH X
LV WR HQVXUH JUHDWHU VRIWZDUH VHFXULW\ E\ VKLIWLQJ
VRIWZEUHWY SURFHVV RI FUHDWLRQ HQVXUHV WKDW WKHUFL
SRWHQWLDO YXOQHUDELOLWLHYV

KHQ DQ RUJDQL]DWLRQ H[SHULHQFHV D F\EHUDWWDEFN
SXUHO\ GHIHQVLYH UHVSRQVHV WKRXJK WKHKLFPR\ZDOWREX
DGGUHVVHG LQ PRUH GHWDLO EHORZ O0DQ\ ODUJH RUJDQL]D
KDQGOH F\EHUVHFXULW\ LVVXHV WKRXJK FXUUHQWO\ WKHYV
GHIHQWVHJIDQL]DWLRQV FDQ DOVR SXUFKDVH 3KDFNHU LQVXU
SDUWLFLSDWLRQ LQ KDFNHU LQVXUDQFH SURJUDPV LV UHOD
VHOI LQVXUH

2QH SDVVLYH PHWKRG WKDW KDV EHHQ GLVFXVVHG PRUI
ZKLFK DUH GHVLIJQHG WR DWWUDFW KDFNHUV LQ RUGHU W]
XQFRYHU WKH RIIH@RPHARPBHQWDWRUYV VXJIJHVW WKDW SD
KDFNLQJ ZRXOG HIIHFWLYHO\ HOLPLQDWH KDFNLQJ FULPHYV
FXUUHQWORRRDHMWHHU WKH UHDOLW\ UHPDLQV WKDW UHOLDQ

LOQWHQWLRQDOO\ VHW RQ ILUH

6 N O,HupiR YQ R W H DW 6\VWHP DFFHVV FRQWUROV NHHS SHRSOH
GDWD ZLWKLQ DItV PMFLILF BPHEX®Y LW\ DGPLQLVWUDWLRQ LV WKH SHUVRQC
WR SURSHUO\ PDLQEWDWQ WEBENOHVRHMOVR LQGLFDWHY WKDW LW LV SRV)
'R6 DWWDBWV

&R Q GUWpRQQ RWH DW

15&(3257supra QRWBW 6\VWHP DFFHVV FRQWUROV FRXOG DOVR LQFOX
DGGUHVVHV RU FRXQWULHV RI RULJLQ VXFK DV WKH FDVH RI RQOLQH U
SUHYDOHQFH RI IUDXG DULVLQJ RXW RI ,QGRQHVLD 'RZQLQJ VXSUD QRW

I1RMHLP VXSUD QRWH DW

158(32575upra QRWBW .DW\DO VXSUD &@&a¥H 6 N OBWR YQRWH DW
UHIHUULQJ WR UHOLDQFH RQ FRPPHUFLDO RIIl WKH VKHOI VRIWZDUH DV
VSHFLDOO\ GHVLJQHG V\VWHPV

%YUHQQHU &ODUNH VXSUDWQURWIOPHU DN &ODUNH QRWH WKDW W
RITHQVLYH DQG GHIHQVLYH DFWLRQV LV WKDW GHIHQVLYH DFWLRQV DUH
DUH DJJWHBWLYH

15&(325y5upra QRWBW

<DQJ + R Jdugrd/ @&RWW H DW

.DW\DO VXSUD QRWH DW ,Q WKLV DUWLFOH ZH DUH FRQV
WHFKQLTXH UDWKHU WKDQ DQ DFWLYH GHIHQVH WHFKQLTXH EHFDXVH V
GLUHFWO\ WR DWWDFNV

.DW\DO VXSUD QRWH DW ,W LV DOVR LPSRUWDQW WR HYDOX
QHHG IRU F\AEHUVHFXULW\ FRQVFLRXVY EHKDYLRUVY WR EH LQWHJUDWHG |
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VKRUWFRPLQJV
D 6KRUWFRPLQJV

7KHUH LV VWURQJ HYLGHQFH WKDW WRGD\EAV VHFXUL
DOWHUQDWLYHV IRU UHVSRQGLO@X WRRFHAMB WH VW REHU D W WKHF
SDVVLYH GHIHQVH LM QINDXULRIHGWDOV KDYH DOVR PDGH
SXUHO\ SDVVLYH GHIHQVH LV RQO\ PDUJLQDOO\MH RIBWUYIHR D
SDVVLYH GHIHQVH WR EH HIIHFWLYH WKH PHDVXUHV PXVW
DWWDFNHUV MXVW KDYH LQFHQWLYH WR $iGESWL B QLD)AIOW RSP
GHIHQVH LV LQVXIILFLHQW WR SURWHFW DJDLQVW H[SORLMW
GHILQLWLRQ KDYH QRW EHHQ PDGH NQRZQ WR WKH VRIWZDU|
SDWFKHVY DQG VRIWZDUH WR SURWHNWGBIJDEIQHQWF \NBRDIREZRP H NS (
JODULQJ ZKHQ ZH FRQVLGHU WKH HYLGHQFH WKDW F\EHU FR
OLVWV Rl JHUR GD\ YKOVQHMEHQMH.HP\DNHYVY LW FOHDU WKD
VSHFLDOL]H LQ ILQGLQJ YXOQHUDELOLWLHYVY VWDQG WR JDL
LQIRUPDWLRQ WKDQ WKH\ FRXOG E\ UHSRUWLQJ WKH YXOQH!L
YXOQHUDELOLWLHY FRXOG EH SDWFKHG

(YHQ LI SXUHO\ SDVVLYH GHIHQVH FRXOG EH HIIHFWLYH
WDNLQJ DFWLRQV OLNH UDLVLQJ VHEXULW\ VWDQGDUGV RU
PRUH SXUSRVHV FRXOG SRWHQWLDOO\ WKUHDWHQ 6SXAK DF\ LC
VWDQGDUGY PLJKW EH GLIILFXOW WR HQIRUFH XQLIRUPO\ L
ZKLFK UDLVHVY DGGLWLRQDO SUREOHPV 'RZQLQJ QRWHV WKI
ZKHQ D SDUWLFXODU DXWKRULW\ LV PRUH LQWUXVLYH LQWR
VDIHIJXDUGY WR SUHYHQW WHKHPDRBXNRQRWWHKDMW -DSHNR RV HWU F
WR DGGUHVV SRWHQWLDO®M DQ&®IUWNVNRYPHWRXERRUHIQWLDO SL
JRYHUQPHQW EHFDPH WRR KHDYLO\ LQYROYHG LQ SURWHFW
LQWHOOHFWXDO SURSHUW\ SURWHFWLRQ QHWZRUN VHUYLF

+XQNHU VXJIJHVWY DQDORJL]ILQJ WR SXEOLF KHDOWK QRUPV EHFDXVH ZI
DQG WKHVH SXEOLF KHDOWK QRUPV KHBSHG WR HOLPLQDWH VPDOOSR]J[ ZF
15&(325upra QRWBW
*UDKDP VXSUD QRWGINQ supfRM) R W H DW S8QIRUWXQDWHO\ FRP
LWV SUHVHQW IRUP LV QRW HQRXJK WR VWRS F\AEHUDWWDFNV ~
15&(32575upra QRWEBW

Id. DW

7TRQ\ %YUDGOH\ =HUR 'D\ ([SORLWV KWWS QHWVHFXULW\ DERXW
ODVW YLVLWHG )HE

OHHsupra QRWH UHIHUHQFLQJ D OHDNHG GRFXPHQW IURP (QG
VXEVFULSWLRQV WR OLVWV RI JHUR GD\ H[SORLWYV IRU PLOOLRQ SHU
KWWS KEJDU\ DQRQOHDNY FK JUHJBKEJDU\BFRP DWWDFKPHQWYV SGI (

IRMHLP VXSUD QRWH DwW IRMHLP QRWHV KRZHYHU WKD\

LQFUHDVHG DXWKHQWLFDWLRQ UHTXLUHPHQWY WR SURWHFW XVHUV IUF
D QR Q\RLBW

'RZQLQJ VXSUD QRWH DW

Id. DW
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FLYLO OLDELOLW\

$ PRUH GHWDLOHG H[DPLQDWLRQ RI WKH FULPLQDO DQG
WKH FRQWH[W RI F\EHUDWWDFNV LV SURYLGHG LQ 6HFWLRQ
VKRXOG SURYLGH HQRXJK EDFNJURXQG NQRZOHGJH WR HVWI
DUH HQWLUHO\ DGHTXDWH PHWKRGV WR DGGUHVV F\EHU WK
DUWLFOH DFWLYH GHIHQVH DQG PLWLIJDWLYH FRXQWHUVWUL

. &7,9( H(16($1' 0,7,*$7,9&2817(5675,.,1*

,Q BHFWLRQ , ZH GHVFULEHG WKH H[WHQW RI WKH EXUU
WHFKQLTXHYV DQG H[DPLQHG WKH FXUUHQWO\ DYDLODEOH P}
FULPLQDO DQG FLYLO HQIRUFHPHQW PHWKRGV ZHUH FRQVL
LQKHWH@W®t DGGUHVVLQJ DQ LQMXU\ DIWHU KDUP KDV DOL
ILQGV LWVHOI XQGHU VLHJH IURP D F\EHU WHUURULVW W
SURVHFXWLRQ ZLOO EH VXFFHVVIXO ZLOO QRW DOOD\ WKH L
7KHUH QHHGV WR EH VRPH PHWKRG Rl DGGUHVVLQJ DQ DW\
FRQWURO 3DVVLYH GHIHQVH LQFOXGLQJ ILUHZDOOV DQG D
SULPDU\ PHWKRG IRU D XVHU WR DYRLG EHLQJ KDUPHG E\ DQ
LV DOO EXW XVHOHVV DJDLQVW JHUR GD\ H[SORLWV DQG F\E
OLVWV RI JHUR GD\ H[SORLWV IRU IXWXUH RIIHQVLYH XVH LV
WKRVH H[SORLWV WR WKH VRIWZDUH PDQXIDFWXUHUV VR W
VRIWZDUHAV FRGH

,Q WKH PRGHUQ GD\ Rl JHUR GD\ H[SORLWV 36FDQ )LUH:
VLPLODU WR 3'XFN DQG FRYHU ~ &\EHUDWWDEN YLEWLPV SDU
VKRXOG EH HPSRZHUHG WR UHSHO DWWDFNV UDWKHU WKDQ
RI DFWLYHO\ UHSHOOLQJ D F\EHUDWWDEN LQ RUGHU WR PLWI
WHUPHG *PLWLJDWLYH FRXQWHUVWULNLQJ ~ ZKLFK LV DW WK

A. What is Active Defense?

*LYHQ WKH ZHDNQHVVHV RI RWKHU PHWKRGV RI DGGUH®
FRQVLGHU WKH XVH RI F\EHUDWWDFNV RU F\EHU FRXQWHUD'
DQG PLWLIDWH WKH KDUFKHBAR EVEBUDUVREZDEINWDS EHWZHHC
FDSDELOLWLHY DQG F\EHUDWWDFN FDSDELOLWLHV ,WREVYW L\
XQFOHDU KRZHYHU ZKHQ WKH ULJKW 6/RR H/ 1&®II LGH HDFWAHL P 1B \ (
DV RITHQVLYH DFWLRQV WKDW DUH XQGHUWDNHQ ZLWK D JRD
IRU WKH SXUSRVH R YIHWD®MMAWLYRHQGHIHQVH™ DV EHJLQQLQ.
DQG DVVHUW WKDW 3DFWLYH GHIHQVH LQFOXGHV WKUHH GL
FRXQWHUVWULNH FDSDELOLWLHYVY ZKHUH FRXQWHUVWULNHYV
DWWDFNHU WR GLVUXSW WKH DWWDFN

<RXQJ VXSUD QRWH DW
15&(325upra QRWW

Id.

Id. DW

Id. DW
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&RXQWHUVWULNHV RI WKLY QDWXUH KDYH DOUHDG\ EHH
GHFDGH E\ ERWK DR®HYQPHQMHQ BFWROVVRIWZDUH SDFNDJH
GHIHQVH FDSDELOLWLHY WKDW DUH PRUH DFWLYHHKDIH DO\
WKRXJK FRXQWHUVWULNHY DUH RI TXHVWLRQDEOH OHJDOLW
WKDW F\EHU FRXQWHUVWULNLQJ LV DOUHDG\ DQ DYDLODEOH
WKHQ DULVHV DV WR ZKHWKHU WKLY DFWLYH GHIHQVH SUDFV\
DQG VWDQGDUGL]HG

'H VXJIJHVW WKDW WKH UHJXODWLRQ DQG VWDQGDUGL
FRXQWHUVWULNHY WKDW GHULYH WKHLU MXVWLILFDWLRQ IU
ZH KDYH WHUPHG PLWLJDWLYH FRXQWHUVWULNLQJ 7KH WHF
OLNHO\ EH YHU\ VLPLODU WR WKDW IRU UHWULEXWLYH FF
UHJXODWLRQV ZLOO EH QHFHVVDU\ WR SURYLGH JXLGHOLC
WHFKQRORJ\

$FWLYH GHIHQVHY DUH D SRWHQWLDO IRXUWK FDWHJRU
DWWDFNHG SDUWLHV WR GHWHFW WUDFH DQG WKHQ DFW
LOQWHUUXSWLQJ DQ DWWDFN LQ SURJUHWK M B UL RIOAV H [ BB
PLJKW EH FRQVLGHUHG D IRUP RI DFWLYH GHIHQKWH IFGOOQ DG
JRYHUQPHQW FXUUHQWO\ XWLOL]JHV 675$7&20 ZKLFK LV DXW
FRPSURPLVH WKH HITHFWLYHQ® WKRIHYHPM/\RURIDV' R6 DWWDF
WZR SRWHQWLDO QHXWUDOL]DWLRQ UHVSRQVHV PD\ LQYROY
RURARNLQJ WKH ERWQHW FRQWUROOHU DQG WKHUHE\ WDNLQJ |

ORVW F\EHU FRXQWHUVWULNLQJ FDSDEKRXM. MK BUH [EX L
VRIWZDUH DYDLODEOH WR WKH SXEOLF WKDW FDQ VHQG Gt

,Q ODWH ZKHQ WKH DFWLYLVW JURXS (OHFWURQLF 'LVWXUED
ZLWK D IORRG RI UHTXHVWYV WKH 3HQWDJRQ UHGLUHFWHG WKH UHTXHV\
VI\IVWHP WR FDXVH LW WR FGBilikMdK Back QIQ7: 65+ KZR4JWD XD Q
KWWS ZZZ QHWZRUNZRUOG FRP QHZV YLILODQWH KWPO

, Q VHFXUH VRIWZDUH GHYHORSHU 0XOOHQ GHYHORSHG D WHF
RQ WKH DWWDFNLQJ VA\VWHP LQ RUGHU WR SQHXWUDOL]H" WKH DWWDFNLC(
1LPGD ZRUPV 7KRP D ¥ttaéking *NirktlatiQfédted Attackers 7+ ( 5(*,67(5 $XJ
KWWS 7zzZzZ WKHUHJLVWHU FR XN DWWDFNLQJBQLPGDLQIHFWHGBD

See -HQVHQ VXSUD QRWH DW UHIHUHQFLQJ )RUHB6FRXWAV 3
FRPSDQ\ FODLPV WR EH FDSDEOH RI 3UHSMWCOFDL QIJH DI FR BB NLQRWHW W DD Y
D VXUYH\ LQGLFDWLQJ WKDW D QXPEHU RI )RUWXQH FRPSDQLHV KDG 1
ODWH vV 3UHVV 5HOHDVH 6\PELRW 6HFXULW\ $QQRXQFHV :RUOGAV )l
%DVHG $WWDFNHUV KWWS Z7ZzZzZ V\PELRW FRP SGI SU SGI 0DU
DQ DFWLYH PLVVLOH GHIHQVH VA\VWHP ~

See 158&5(3257supra QRWHOW OLVWLQJ QHXWUDOL]LQJ DWWDFNV DQG LF
DWWDFNHU DV DOWHUQDGRMEBBMVRRWH/ VLYPIWGHIHQOHVWLQJI WASHV RI &F
'"HIHQVH 7KH 15& 5HSRUW JLYHV F\EHU FRXQWHUDWWDFNV DV DQ H[DP
DWWDFNHHibsAdp&a QRWBW

Id. DW 7KH 15& 5HSRUW VXJJHVWV WKDW WKH SROLF\ IRU DFWLYH
F\EHUDWWDFNV SULRU WR D QHXWUID®WDWLRQ UHVSRQVH EHLQJ XQGHUW

Id. DW

Id. DW DOVR QRWLQJ WKDW H[HFXWLQJ D 'R6 DWWDFN DJDLQVW WK
RI HVFDODWLRQ

15&(325y75upra QRWHBW.D VW H Q&addignd, supra QRWH DW
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SDFNHW IORRG WKH PDFKIKMHHIRE VBKBRWDWDEEBBRZOHGJIHV WK
WKH SULYDWH VHFWRU ZLOO FRXQWHUVWULNH WR DGGUHVV
WKDQ WKH EHQHILWY JDLQHG IURP QHXWWDOYL{DWQRQQRIKWRE|
KRZ IUHTXHQWO\ F\EHUDWWDFN YLFWLPV UHVRUW WR F\EH!L
XQDIOLQJ WR UHSRUW VXFK XVH RSHQO\ GXH WR OHJDO XQFH

7KHUB ZLGH YDULHW\ Rl SRVVLEOH DEWLYH UHVSRQVHV V
PLWIWLYH FRXQWHUVWULNLQJ LQFOXGLQJ DFWLYH FRXQWEF
DWWDFNHUZV VIVWHP SDVVLYH FRXQWHUVWULNHV VXFK D
DQG SUHHPSWLYHHBHIRRWKWHWY KDYH SLFENHG XS VWRULH
FRXQWHUVWULNH WHFKQRORJ\ WR DGGUWYXW ZRPBYD QRNR WK
WKH &RGH S5HGRUZREIFPWQHWY OLNH WKH .UDNHQ ERWQHW WK
VSDP +RZHYHU SHRSOH KDYH EHHQ KHVLWDQW WR UHVRUW
SRWHQWLDO OHIDPOWEBHNESRWMQWLDO DFWLYH UHVSRQVH LV
ZKLFK FRXOG EH HIIHFWLYH DW LQRFXODWLQJ FRPSXWHUV |
3ZKLWH KDW’' YLUXVHV PD\ KDYH XQSUHGLFWDEOH FRQVHTXH

OLWLJDWLYH FRXQWHUVWULNLQJ LV QRW DQ LPPHGLDWH
ODZ LVVXHV ZRXOG KDYH WR EH FRQVLGHUHG %HFDXVH D
LQIOLFW KDUP RQ WKLUG SDUWLHV DFURVV LQWHUQDWLF
FRXQWHUVWULNLQJ FLWH WKH /DZ RI :DU LQWHUQDWLRQDC
&KDUWHU 8 1 &KDWYWHU SHUPLWWLQJ PLWLIJDWLYH FRXQWH!

'H *X]PDQ VXSUD QRWH DWwW UHIHUULQJ WR VRIWZDUH V
FRXQWHUPHDVXUHV’™ D SINIOHIWRAYFOQRNHN K LséeBB®SV(GZDUGY VXSUD QRWH
UHIHUULQJ WR /\FRV (XURSHAZV VKRUW OLYHG 30DNH /RYH 1RW 6SDP’
GRZQORDG WKDW ZKHQ XVHG ODXQFKHG '"R6 DWWDFNV DJDLQVW VSDP V1

15&(32575upra QRWEBW

Id. DW
Id. DW FLWLQJ 6 &DOWDJL UnRnktiob AsBrance )WbtkehépN2d05, 1AW ,05,
Proceedings from the Sixth Annual IEEE SMC - XQH SS 7KH 15& 5HSRUW DO

KRQH\SRWV DOVR FDOOHG KRQH\QHWY DV DQ DFWLYH UHVSRQVH +RZH’
VLQFH WKH\ SXUHO\ JDWKHU LQWHOOLJHQFH EDVHG RQ LQILOWUDWLRQV
LQIRUPDWLRQ

-RKQ O DWokhRIhfects Millions of Computers Worldwide 1 <7,0(6 -DQXDU\ DW $
TXRWLQJ D UHVHDUFKHU VSHDNLQJ DERXW HIIRUWYV WR KDOW WKH SURJ
ZH DUH ZRUNLQJ RQ LW DV DUH PDQ\ RWKHUV <HV LWAY LOOHJDO EXW

.DW\DO VXSUD QRWH DW UHIHUULQJ WR FDOOV WR DOORZ
FRPSXWHUV E\ LQVHUWLQJ D FRPPDQG LQWR WKH LQIHFWHG FRPSXWHU A\

Id. DW GHVFULELQJ WKH HIIHFWV Rl WKH &RGH*UHHQ SDWFK WKD
ZRUP

5\DQ 1D WKiake® Botnet Infiltration Triggers Ethics Debate (: ((. &20 0D\
KWW S Z2ZZ HZHHN FRP F D 6HFXULW\ .UDNHQ %RWQHW ,QILOWUDWLRQ 7U

Id. seealso 'H *X]PDQ VXSUD QRWHMHRZHDMU H[HFXWLQJ PLWLJDWLYH
LOQWHUUXSW DQ RQJRLQJ '""R6 DWWDFN ZRXOG OLNHO\ RQO\ EH HIIHFWL"
ERWQHW DQG ZRXOG EH OHVYV HIIHFWLYH LQ WKH FDVH RI FRRUGLQDWHC
QRW XVH ERWQHWY DW DOO VXFK DV /2,& DQG G ] PH

.DW\DO VXSUD QRWH DW 33Q\RQH ZKR GRXEWYV WKLV VKRXOC
XSGDWH ’

6 N O,Hugri@ YQ R W H DW
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RI DGYDQWDJHVY LQFOXGLQJ DYRLGLQJ OHQJWK\ SURVHEXWL
(YHQWXDOO\ WKHUH PD\ EH D VXIILELHQWO\ HIIHFWLYH FU
DFFXUDWHO\ FRQVLVWHQWO\ DQG IDLUO\ SXUVXH WKH SHU
ERXQGDULHV ,Q WKH LQWHULP KRZHYHU ZH DUJXH WKDW P|
RI DFWLYH GHIHQVH FRXOG SURYLGH DQ HIIHFWLYH DOWHUC
VWLOO UHPDLQV WKH TXHVWLRQ RI ZKR VKRXOG EH SHUPLWMW
DUH WZR SULPDU\ RSWLRQV HLWKHU WKH JRYHUQPHQW FR
YLEFWLPV FRXOG EH SHUPLWWHG WR HQJDKH VIHQ TDXFHW WLHR QG
H[DPLQHG LQ PRUH SHWDLO LQ 6HFWLRQ

B. Academic Discourse on Active Defense and Cyber Counterstriking

$ IDLU DPRXQW RI WKH DFDGHPLF FRPPHQWDU\ RQ WKH V
PLOLWDU\ XVH RI FRXQWHUVWULNHYV DQG GLMNRLOWH MWK WK H YV
LPSRUWDQW RXU SULPDU\ FRQFHUQ LV WKH HIIHFWV WKDW
QHHG IRU DFWLYH GHIHQVH WR SURWHFW WKHP :KHQ WKt
FRXQWHUVWULNHY WR SURWHFW SULYDWH SDUWLHV VRPH
SHUPLWWLQJ FRXQWHUVWULNHYV WR DW&RNKYR BRRW COHHAYV ZDL
SRWHQWLDO KDUP WKDW FRXOG EMHNHDRXWRGHEKKHRIX QWKHU ¥ WL
DFDGHPLF RSLQLRQ WHQGV WR EH WKDW FRXQWHUVWULNHYV
FDXWLRXV DERXW WKH VXEMHFW PDWWHU ZKLFK LV ZK\ Z
PLWOIWLYH FRXQWHUVWULNHY DV ZH EHJLQ WR H[SORUH YLDE
F\EHUVSDFH

$V QRWHG DERYH WKHUH DUH D YDULHW\ RI UHDVRQV
GLVVDWLVILHG ZLWK UHO\LQJ RQ DGGUHVVLQJ F\EHUDWWDF
PHDQV ,I OHJDO PHDQV SURYLGH LQDGHTXDWH SURWHFWLR
DQG SRWHQWLDOO\ KDUPIXO PHWKRGYVY VR LW LV LPSRUWDQ
WKDW WKHUH DUH VXIILFLHQW OHJDO PHDQV WR DGGUHVV F\

+RZHYHU ZKHQ GHFLGLQJ ZKHWKHU WR SHUPLW SDUWLH
KDUP WKH GLVFEXVVLRQ VKRXOG LQYROYH DQ H[DPLQDWLER
FKDUDFWHUL]LQJ F\EHUDWWDFNV 6RPH KDYH QRWHG WKDW
KDUPIXO WR WKLUG SDUWLHV ZKRVH V\VWHPV PD\ EH LQMXU
WKLY UHDVRQ VHOI GHIHQVH VKRXOG QRW EH XWLOL]JHG XQ
WKH DJIJUBWWNRWLEXWLRQ KRZHYHU LV YHU\ GLIILFRQW LQ

.DW\DO VXSUD QRWH DW

15&(325y5upra QRWBW

156&(3257supra QRWBW &, Rures \RQV H DWDVWHRaredigl ) VXSUD QRWH

DW GNDHQRWH DW

'H *X]PDQ VXSUD QRWH DW (GZDUGV VXSUD QRWH DW

-HQVHQ VXSUD QRWAHDO WX UD QRWshpra QIRRWH 6 FOLOW K DQDORJL]L
FRQWURYHUV\ RYHU FRXQWHUVWULNHYVY WR WKH FRQWURYfDWQDW'"RYHU WK
FHQWXULHYV

6NOKUPRYQRWH sedad .DW\DO VXSUD QRWH DW QRMVIPQJ WKH ¢
LQ F\EHUVSDFH

*UDKDP VXSUD QRWH DW
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WKHUH LV D ORW RI GDQJHU WKDW D FRXQWHUVWULNH FRX
VI\VWHPV WKH F\EHUDWWDFKHW FERXMWH G KR/ HDGDWR SRWHC
LPSOLFDWLRQV $W OHDVW RQH FRPPHQWDWRU KRZHYHU V
UHVSRQVLEOH IRU DWWDFNV E\ SULYDWH DFWRUV RQ D WKHF
DFFXUDWH WHFKQLFDO DWWXLE 3SWRBRVDIDV QRIHSRVV IVEAOUH V'
RI IXUWKHU LPSURYHPHQWY WR WKH WHFKQRORJ\ WKDW SHUI

$VLGH IURP DWWULEXWLRQ WKH RWKHU LPSRUWDQW UH"
GHIHQVLYH F\EHU FRXQWHUVWULNHYV PXVW EH DEOH WR FKD!
GLIILFXOW LQ WKH F\EHU FRQWH[W WKDQ LW LV LBQWKH FRQ
WUDGLWLRQDO FRQIOLFW VLWXDWLRQV WDFWLFDO ZDUQLQ
DWWDFN YLFWLP LV DOHUWHG WR DQ DWWDFN LQ SURJUHVV
DQG QDWXUH ZLWK D F\EHUDWWDEN KRZHYHU LW LV GLIIL
SURJUHOMRPH SURSRVH WKDW VWDWHY UHVSRQGLQJ WR DWWCLC
EH DIIRUGHG VRPH SURWHFWLRQ LQ WKH HYHQW WKDW DWW
WKH DWWDFN DUH LQFRUUHFW HVSHFLDOO\ LI WKH DQVWDFN
RXU SURSRVDO RI PLWLIJDWLYH FRXQWHUVWULNLQJ ZH IRFX
UHVSRQVH WR ''"R6 DWWDFNV IURP ERWQHWY DQG ''R6 DW
$FFRUGLQJO\ ZH DUJXH WKDW FKDUDFWHUL]DWLRQ ZRXOG
FRXQWHUVWULNLQJ HYHQ LI WKH DWWDFN EHLQJ GHIHQGHG

0DQ\ KDYH QRWHG WKH SRWHQWLDO GDQJHU RI HVFDO
FRXQWHUVWULNHY HVSHFLDOO\ LQ LQWHUQDWLRQDO FRQI
GHFLVLRQV VKRXOG EH PDGH DW YHAKHKL3E RS R QW] DAXURIQD
WKLY GRHVQAW PHDQ WKDW GHOHJDWLQJ FRXQWHUVWULNLC
QHXWUDOL]DWLRQ UHVSRQVHV VKRXOG EH FRQGXFWHG 3RQ(
F\EHUDWWDFN KDYH SURYHQ RUKZH QB&SHIHSRUW QX UW KW U Y\
F\EHU FRXQWHUDWWDFN LVVXHV VKRXOG EH DGGUHVVHG E\
F\YEHUDWWDFN YLFWLPV WXRXY HHND O WRR/SWDVHIDAWR FRQFOXG
JRYHUQPHQW LQ FKDUJH RI PLWLJDWLYH FRXQWHUVWULNH
FRQIOLFWV +RZHYHU WKHUH DUH VRPH FRQFHUQV WKDW

15&(32575upra QRWBW&RQ GUREOQQRWH DW

.DW\DO VXSUD QRWH DW -HQ VB Q532X Bp. QRWHIDW $DW
KDFNHU PLJKW LQ IDFW URXWH WKHLU WUDIILF WKURXJK D YHU\ VSHF
FRXQWHUVWULNH ZRXOG KXUW WKH KRVSLWDOAV V\VWHP .DW\DO VXSUL

*UDKDP VXSUD QRWH DW

156&(3257supra QRWBW QRWLQJ WKH LPSRUWDQFH-RRVFKRQUDNVKXWHD LQIRQ

DW
15&(325y5upra QRWBW

+RLVLQIJWRQ VXSUWRaBRWOVH@WXSUD QRWH DW VXJIHVWL
UHVSRQVHV FDQ EH OHJLWLPDWH HYHQ ZLWKRXW DWWULEXWLRQ RU F
158&(32575upra QRWBW *UDKDP VXSUD QRWH DW
1585(3257supra QRWHOW ODMXFD .HVDQ VXSUD QRWH DW (YH

UHVSRQVHV FDQ EH GHOHJDWHG KRZHYHU LW LV GRXEWIXO WKDW QHXYV
FDUULHVY WKH ULVN RI LQDS3E il QR VANDMD OIDIWAWRPOW&EH G UHVSRQVHV .
SHUPLWWHG WKH\ ZRXOG VWLOO KDYH WR DGGUHVV WKH SUREOHPV RI C
QDWLRQV -HQVHQ VXSUD QRWH DW

15&(325y5upra QRWBW
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FRXQWHUVWULNHYVY WKDW UHVXOW LQ KDUP WR 8 6 FLWL]HC
OLEHUWLHY LQFOXGLQJ WKH ULJKW WR SULYDF\ SURWHF
SURFHVYV

$W OHDVW RQH FRPPHQWDWRU VXJJHVWV WKH SRVVLELO
WR JLYH SULYDWH DFWRUV WKH DXWKRULW\ WR EHKDYH LQ
FRXQWHUVWVWRUHNHY WKLV PLIKW KDYH D TXHVWLRQDEOH HII
D QRQFRPEDWDQW XQGHU WKH /DZ RI :DU 7KHUH LV DOVR
LQWHUQDWLRQDO ODZ FRQVWUXFW RI DQWLFLSDWRWXWNOI G
UHODWLQJ WR WKH /DZ RI :DU DQG DQWLFLSDWRU\ VHOI GHI
6HFWLRQ ,9 %

$YDLODEOH WHFKQRORJ\

3DUW RI WKH XQGHUO\LQJ SUHPLVH RI WKLV DUWLFOH L\
PLWLJDWLYH FRXQWHUVWULNLQJ LV FRQWLQJHQW XSRQ DFF.
)RU WKDW UHDVRQ WKLV VHFWLRQ DLPV WR JLYH D FXUVRU)\
ILUVW WZR VWDJHV RI DFWLYH GHIHQVH LQWUXVLRQ GHWF
PHQWLRQ WKH LPSRUWDQFH RI DWWULEXWLQJ DQ DWWDFN
+RZHYHU DWWULEXWLRQ LV QRW WKH VDPH WKLQJ DV GHWH
VR LW PD\ EH SRVVLEOH WR FRXQWHUVWULNH DJDLQVW D
XQNQRZQ

7KHUH FXUUHQWO\ H[LVWV D WHQVLRQ EHWZHHQ WKH SR
DQG WKH WHFKQLFDO UHDOLW\ WKDW LW WDNHV WLPH WR G
&\EHUDWWDFNV RFFXU YHU\ UDSLGO\ VR UHVSRQVHV PXVW I
WKH WDUJHWHG V\VWHP 'HWHFWLQJ D F\EHU LQWUXVLRQ PD
WLPH VR WKDW D SDWWRQRHPDQ DWWBWMAWHGHWHEWHG KR
RULJLQ FDQ WDNH D PDWWHU RI VHFRQGY ZLWK HUURU SR\
%HFDXVH RI WKH LQWHUVHFWLRQ RI SROLF\ DQG WHFKQR
SROLF\PDNHUV DQG DJHQFLHV XQGHUVWDQG SROLF\ LVVXHV
UHODWLRQVKLS EHWZHHQ WKRVH SROLEQGMSWHYDIMP® \WKW [
IXO0 DQG FXUUHQW VWDWH Rl WKH WHFKQLFDO DUW LV RXW
WR QRWH WKDW WKH WHFKQRORJ\ LQYROYHG LQ DFWLYH GH

&R Q GUWpRQQRWH DW

15&(32575upra QRWEBW

+RLVLQIJWRQ VXSUD QRWH DW -HQVHQ VXSUD QRWH DW

15&(32575upra QRWEBW

Id. DW

Id. DW

See &KHQIHQJ 9LQFHQW =KRX &KULVWRSKHKAWurkeyFoNCddrdinatédd QLND .DL
Attacks and Collaborative Intrusion Detection B0387(56 6(&85,7<

See (WKDQ .DW] %DVVHWW HW DO 5HYHUVH 77U

86(1,; 6\PSRVLXP RQ 1HWZRUNHG 6\WWHPV 'HVLJQ ay&8IBhl HP HQWD W LR
KWW S Z2ZZ FV ZDVKLQJWRQ HGX UHVHDUFK QHWZRUNLQJ DVWURQRP\ UHY
7TUDFHURXWH DQG WUDFHEDFN DUH QRW LQWHUFKDQJHDEOH WHUPV EX
PHDVXUHPHQW RI HUURUV LQ WUDFHURXWH PD\ EH XVHG DV D GHVFULSWL

15&(325y5upra QRWBW
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FXUUHQWO\ WKH VXEMHFW RI D VLJQLILFDQW DPRXQW RI U
HIILFLHQEF\

7KHUH DUH WKUHH HVVHQWLDO HOHPHQWY WR DFWLYH
VIVWHP ,"9/KH DELOLW\ WR WUDFH DQ DWWDBR GE DVi0\H @ R/ RLR\!
PHWKRG RI UHVSRQVH $ UHVSRQVH FRXOG LQFOXGH D PRU}L
DOWENHUZAYV LGHQWLW\ WR WKH JRYHUQPHQW ZKLFK GRHV QI
RSWLRQV VXFK DV UHIOHFWLQJ DWWDFNV EDFN DW WKH DWW
WR LQWHUUXSW WKH RWKJRQDZKLFWWRBANDUJXH FRXOG EH
FRXQWHUDWWDFNV XQGHU WKH SURSHU FLUFXPVWDQFHYV

%HIRUH UHVSRQGLQJ KRZHYHU D V\WWHP DGPLQLVWUL
FRQGXFWLQJ WKH DWWDFN = WKDW LV DVVHVV WKH V\VWH
DERXW WKH OLNHO\ FRQVHTEXRK PV RS LERIXIOW HRIS/RUWALDGW W |
DGPLQLVWUDWRU DYRLG WKH DFFLGHQWD® WPIRHWDQW RVR
FRQWUROOHUAZY VSHFLILF KDUGZDUH XQLW EHFDXVH D PL\
QHXWUDOL]H WKH DWWDFN DW LWV VRXUFH UDWKHU WKDQ
QRGHV DORQJ WRHW DDOHJIJDO VWDQGSRLQW LW LV DOVR L
FRQWUROOHUAYV SK\VWLFDO ORFDWLRQ EHFDXVH GLIIHUHQW
KDUGZDUH EXW DQ DWWDFN FDQ VWLOO EH QHXWUDOL]HG +
ORFDWLRQ

'KHQ HQJDJLQJ LQ DFWLYH GHIHQVH WKH ILUVW HVVHQ
VIVWHPV ,'6 ZKLFK LV D WHFKQRORJ\ WKDW KDV EHHQ GHYF
,'6 ZRUNV SDUWO\ E\ GHWHFWLQJ SDWWHUQV RI LQWUXVLR
FKDOOHQJH LQ GHWHFWLQJ LQWUXVLRQV ZKHQ WKH LQWUXVL
RQH SHUVRQ DWWDFNLQJ WKURXJK WKRXVDQGV Rl FRPSURP
ZD\ Rl DGGUHVVLQJ FROODERUDWLYH DWWDFNV RI WKLV QI
GHWHFEWLRQ V\VWHPV &,'6 DQG D QXPEHU RI UHVHDUFKHUV
GRLQJ WVRH WKUHH SULPDU\ FDWHJRULHV IRU DQ DSSURDFK

Eg )J)UDQFLVFR ODFLiIi 3pUH] HW DO IHWZRUN ,QWUXVLRQ '"HWHFW|
,(((75816$&7,216 A18675,$/(/(&7521,&6 =KRX /HFNLH .DUXQDVHNHUD VX
JRU UHVHDUFK DERXW WUDFLQJ V HHJo&KPEaRica RAapdoath oG SinfldPRacketd® U D F
Traceback Using Packet Logging and Marking ,((75$16%$&7,216 395$//(/ $1'"' ,675,%876<67(06
(JRQ +L OJH QBEAtantishXdthé Sodrge PBXi®Isolation Engine for Precise an Efficient Log-
Based IP Traceback &0387(56 6(&85,7< .DW] %DVVHWW VXSUD QRWH
6 N O,HupR YQR W H DW QRWLQJ WKDW LQWUXVLRQ GHWHFWLRQ
DWWDFN %HFDXVH RI OLPLWDWLRQV RQ DWWDFN GHWHFWLRQ DFWLYH
UHVSRQGLQJ WR D VHUHHMWI RQJRLQJ DWWDFNV
See *UDKDP VXSUD QRWH DW QRWLQJ WKDW WKH WUDFHEDFN
WDUJHWLQJ RI WKH DWWDFNHU DQG GLVWLQJXLVKLQJ DWWDFNHUV IURP C
See 5DGFOLII VXSUD QRWH SURYLGLQJ DQ H[DPSOH RI D KRVWL
DWWDFNHU EDFN WR WKH DWWDFNHUAZYV ZHE VHUYHU
*UDKDP VXSUD QRWH DW
Id.
15&(325yupra QRWBW
Id. DW
=KRX /HFNLH .DUXQDVHNHUD VXSUD QRWH DW
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+LHUDUFKLFDO DOQG JKQR\HG\L \DWU LMRWHGH D KHOSIXO V)
FRQFHUQLQJ &,'6 DQG DOVR VHW RXW WKH DUHDV WKDW VK
WRSLF LQFOXGLQJ H[SUHVVLYHQHVV VFDODELOLW\ DQG DF
2QFH DQ DWWDFN KDV EHHQ GHWHFWHG WKH QH[W VWH S
RI WKH DWWDFN 7KLV LGHQWLILFDWLRQ LV DFKLHYHG WKUR
ZLGHO\ XVHG GLDJQRVWLF7 WIRRRHOU R RWHK HV, @ RIFHRJRQIAN XVHG W
WUDIILF WR HQVXUH WKDW GDWD LV WUDQVPLWWHG HIIHFWL
LGHQWLI\ DQ DWWDFNAV VRXUFH DQG WUDFHURXWH WHFKQF
DV WUDFHEDFN *XDQZV RYHUYLHZ RI QHWZRUN IRUHQVLFV ¢
DUW Rl WUDFHEDFN JLYLQJ VXPPDULHV RI WKH IRXU SULPDU
,&03 WUDFHEDFN 3DFNHW PDUNLQJ $DQBFHQWR YV WXGH G
UHYHUVH WUDFHURXWH LV D KHOSIXO LOOXVWUDWKIRQ RI
UHVHDUFKHUV/ZA UHYHUVH WUDFHURXWH WHFKQLTXH ZDV IR
DFFXUDF\ DQG FRYHUDJH RI WUDG LW LRKQH O HeYLHUHFN WILDIFRHHULR
IRXQG WKDW WKH PHGLDQ DFFXUDF\ RI UHYHUVH WUDFHUR
DFFXUDF\ IRU GLUHFW WUDFHURXWH
7UDFLQJ LV DUJXDEO\ WKH PRVW LPSRUWDQW DVSHFW R
FDQRW EH LPSOHPHQWHG XQOHVV \RX FDQDFUQFH W R HWBI\@ WD
EHFDXVH F\EHU DWWDFNHUV WDNH PDQ\ DFWLRQV WR KLGH \
ILQG WKH DFWXDO VRXUFH RI DQ DWWDFN WKH\EUH QRW SF
7KHUH DUH DOVR WHFKQRORJLFDO OLPLWDWLRQV WKDW NH
SHUIHFW VXUJLFDO VWULNHV ZLWK DFWLYH GHIHQVH
5HIJIDUGOHVV RI WKH OLPLWDWLRQV KRZHYHU WKLV LV
F\EHU FRXQWHUVWULNH FDSDELOLWLHV RI WKH JRYHUQPHOQ
PLJKW LQFOXGH D KDFN EDFN IHDWXUH WKDW HLWKHU UHIO]
RWKHU ZD\ PD\EH DXWHR®IDAOLFDYMDMODEOH OD\HUHG VHFXUL!
VRIWZDUH OLNH )RUHBFRXWZAEV 3$FWLYH5HVSRQVH WHFKQRC
SHUIRUPLQJ D SHULPHWHU GHIHQVH DQG UHSHOOLQJ ZRXOC
LPPHGLDWHO\ EORFNLQJ WKHP LI WKHYQNU\ WAR PUEH W WUGH PXRU

Id

Id. DW

.DW] %DVVHWW VXSUD QRFPHHI R XWBIWD QG WUDFHEDFN DUH QRW LQV
XQGHUO\LQJ WHFKQRORJ\ LV VLPLODU HQRXJK WKDW PHDVXUHPHQW RI H
SRWHQWLDO HUURU OHYHO LQ WUDFHEDFN

<RQJ *X\Brrk Forensics & KDSWH0387(58$1',1)250$7,216(&85,7<+$1'%22.

.DW] %DVVHWW VXSUD QRWH DW

Id. DW

Id. DW

.DW\DO VXSUD QRWH DW

6 N O MR YQRW H DW W LV DOVR GLIILFXOW IRU WUDFH SUR
DWWDFNHU WHUPLQOD WMV WKH FRQQHFWLRQ

Id. DW

-HQVHQ VXSUD QRWH DW

Id. DW 'LVEXVVLRQV DOOHJLQJ YDULRXV FRXQWHUVWULNH FDS

GHFDGH LQFOXGLQJ RQH UHVHDUFKHU ZKR FODLPHG WR KDYH GHYHOR
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DQQRXQFHG D QHZ SURGXFW L6,06 WKDW ZRXOG SHUPLW IL
FDPH XQGHU ILUH IURP PDOLFLRXV KDENHUYV

2QH DGGLWLRQDO FRQFHUQ DERXW WKH WHFKQRORJ\ XV
PLJKW EH VSRRILQJ KLV ,3 DGGUHVV LQ RUGHU WR HYDGH
LQFOXGLQJ KDUP WR WKLUG SDUWLHV ZRXOG EH PRVW DI
WHFKQRORJ\ ZDV XVHG WR GHWHUPLQH DQ DWWDFNAV RU
LQIRUPDWLRQ WR WKH YLFWLP WKDW FDQ LQGLFDWH LI WKH
LOQDFFXUDWH GXH WRLM NGRROWHBIH FDQ SUHYHQW WKH YLF
DJDLQVW DQ LQFRUUHFW ,3 DGGUHVV DQG DOVR SRWHQWLDC

7KH DPRXQW Rl UHVHDUFK LQWR ,'6 DQG WUDFHEDFN Wt
LQWR WKHVH WRSLFV SURYLGH VWURQJ HYLGHQFH WKDW Wi
VWHDGLO\ LPSURYLQJ %HEDXVH WKH VWDWH Rl WKH DUW
KDYH WKH FDSDELOLW\ Rl DGGUHVVLQJ VRPH FXUUHQW DW!
ORRNLQJ DQDO\VLV Rl WKH SRWHQWLDO GLUHFWLRQV WKDV
DFWLYH GHIHQVH DQG PLWLJDWLYH FRXQWHUVWULNLQJ RQF
IREXV RQ DQ LGHD RI DFWLYH GHIHQVH WKDW XWLOLJHV ,'6
PLWLJDWLYH FRXQWHUVWULNHY LQ D GHWHFW WUDFH FRXQ\
,'6 WUDFHG ZLWK WUDFHEDFN WHFKQRORJ\ DQG WKHQ DQ |
UHVSRQVHV ZH XUJH WKDW WKH ILUVW SULRULW\ VKRXOG
FRXQWHUVWULNLQJ WR SURWHFW &1, DQG HYHQWXDOO\ WR
LQ WKH LQWHUHVW Rl GHWHUULQJ DWWDFNHUV DQG HVWDE
GHIHQVH Rl SURSHUW\ H[LVW LQ F\EHUVSDFH

+RZHYHU ZH DFNQRZOHGJH WKDW WKH WHFKQRORJLFDO
D IUDPHZRUN WR EH UROOHG RXW EURDGO\ )XUWKHU UHVH
FRQILGHQFH LQ D WUDFHEDFN VKRXOG EH QHFHVVDU\ WR ¢
SDUWLEFXODU WDUJHW IRU H[DPSOH LV DQ DEFFXUDF\ UDWLQ
DOO W\SHV UHPDLQ LOOHJDO XQWLO WUDFHEDFN WHFKQRO
PLWLJDWLYH FRXQWHUVWULNHY WKDW LQYROYH VHQGLQJ P
KLJKHU VWDQGDUG IRU DFFXUDF\ WKDQ D PLWLJDWLYH FRXQ
DW WKH DWWDFNHU :H DU H DMWXH LSRIWMIQRWMHD ® X RFKWWR R QAW V
RXXWUHQW IRFXV LV SULPDULO\ RQ SROLF\ UHFRPPHQGDWL]
VWDQGDUGY DQG JXLGDQFH LQ DGYDQFH RI D FULVLV

'KLOH DGGLWLRQDO WHFKQRORJLFDO LPSURYHPHQWYV Z
FXUUHQW VWDWH RI WKH WHFKQRORJ\ LV DGHTXDWHO\ DGY

F\EHUDWWDFNV E\ HLWKHU VHQGLQJ YLUXVHVY WR WKH DWWDFNLQJ PDFKI
"2527+<4 '(11,1*,1)250$7,21$5)$5( $16(&85,7<

B3UHVV 5HOHDVH 6\PELRW B6HFXULW\ $QQRXQFHV :RUOGAV )LUVW
%DVHG $WWDFNHUV KWWS ZZZ V\PELRW FRP SGI SU SGI O0DU
DQ DFWLYH PLVVLOH GHIHQVH V\VWHP ~

See 7TRP &KPLHODUVNL ,QWUXVLRQ 'HWHFWLRQ )$4 O5HFRQQDLVVLE
$GGUHVVHV 6%16 $SU KWWS ZZ2Z VDQV RUJ VHFXULW\ UHVRXUF!
GHWHUPLQH ZKLFK KRVWY GLG QRW VHQG WKH SDFNHWV DQG WKHUHLQ .
LQFRPLQJ HUURU PHVVDJHV IURP WKH WHQ KRVWV WKDW ZHUH VSRRIHG
LQ UHVSRQVH WR WKH VWLPXOXV IURP WKH DWWDFNHU ~

Id.
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GHIHQVH DQG PLWLIJDWLYH FRXQWHUVWULNLQJ WR PRYH IR
GHIHQVH VFKHPH VKRXOG EH LPSOHPHQWHG HYHQ LI LPSOH
LV VXIILFLHQWO\ DFFXUDWH %HFDXVH RQH RI WKH NH\ GH
VRFLDOO\ RSWLPDO LV WKH DYDLORHLGRWQRRN BR BRXRI)W HWW
YLILODQWH EHKDYLRU RI WKRVH FXUUHQWO\ XVLQJ OHVV UH
VXSSRUW WKH FRQWLQXHG SURKLELWLRQ RI F\EHU FRXQWHL
VXIILFLHQWO\ DGYDQFHG WR HQDEOH YLFWLPV WR REWDL
FRXQWHUVWULNHY LQ VWULFW DGKHUHQFH WR WKH SULQFLS
I[UDPHZRUN IRU SUHHPSWLYH SROLF\ ZH QH[W WXUQ WR D G
GHIHQVH LV WKH VRFLDOO\ RSWLPDO DSSURDFK WR D F\EHUD

6RFLDOO\ RSWLPDO XVH RI DFWLYH GHIHQVH

,Q DQ HDUOLHU ZRUN .HVDQ DQG ODMXFD XVHG JDPH WK
VHYHUDO PHDVXUHV WHFKQRORJ\ ,'6 DQG WUDFHEDFN OH.
OLWLJDWLRQ DQG WKH HFRQRPLF LQFHQWLREVHWRHBQWKJ
VXIILFLHQWO\ VWURQJ FULPLQDO HQIRUFHPHQW ZRXOG HIIHF
ZRXOG EH QR QHHG IRU F\EHU FRXQWHUVW U BN HYRIWH S DDE/R RH
KRZHYHU WKHUH DUH VLJQLILFDQW LVVXHV ZLWK FULPLQDC
EHFDXVH Rl MXULVGLFWLRQ LVVXHV DQG WKH HDVH ZLWK .
WKHPVHOYHVY DOPRVW LPSRVVLEOH WR ILQG

2QH SRWHQWLDO VROXWLRQ WR WKH SUREOHP RI LQVXI
FRRUGLQDWH DQ LQWHUQDWLRQDO F\EHU FULPH WUHDW\ WR
(XURSHDQ &RQYHQWLRQ RQ &\EHUFULPH (&& FRXOG SRWHQ!
HQIRUFHPHQW EXW WKH UHODWLYHO\ ORZ SDUWLFLSDWLRQ
RQ D ZLGH VEFDOH DW WKLV WLPH ,Q DQ HQYLURQPHQW ZKH !
WKH RULJLQ RI F\EHU LQWUXVLRQV DQG D FDSDELOLW\ WR KI
ERUGHUV ZH VXJJHVW WKDW WKHUH ZRXOG EH VXIILFLHQW
QHHGLQJ PLWLJDWLYH FRXQWHUVWULNLQJ DV DQ RSWLRQ
LQWHUQDWLRQDO FRPPXQLW\ WR GHYHORS DQ HIIHFWLYH D¢
WUHDW\ RQ F\EHU FULPH WKRXJK WKH SULPDU\ IRFXV RI WKI
D WUHDW)\ IRU WKI8QGHU WKW XAXJUUHQW UHJLPH FULPLQDC
LQVXIILFLHQW ZKHQ LW FRPHV WR GHWHUULQJ F\EHUDWWDFN

$V GLVFXVVHG DERYH FULPLQDO HQIRUFHPHQW LV MXYV
FULPH 7ZR RWKHU DOWHUQDWLYHV DUH FLYLO OLWLJDWLRQ
DERYH FLYLO OLWLJDWLRQ LV OLNHO\ WR EH DQ LPSUDFYV

ODMXFD .HVDQ VXSUD QRWH DW

See generally id.

Id. DW DQDO\]LQJ D JDPH WKHRU\ PRGHO WR VKRZ WHKiHsse HWHUUHQ
&KULV /R Rppropriate Response: More Questions Than Answers 1RYHPEHU DW
KWW S ZZZ VHFXULW\AIRFXV FRP LQIRFXV DUJXLQJ WKDW QR HYLGHQF
HITHFW

See ORQLND (UUPC4lsVer Global Cybersecurity Measures 7+( + 6(&85,7< 0D\
KWWS ZZZ K RQOLQH FRP VHFXULW\ QHZV LWHP ,78 FDOOV IRU JOREDO F
SURSRVDOV E\ WKH ,QWHUQDWLRQDO 7THOHFRPPXQLFDWLRQ 8QLRQ IRU Wi



@ MITIGATIVE COUNTERSTRIKING

GHIHQVLYH DSSURDFKHY DUH OLNHO\ WR QRW EH FRQVLVWI
DQWLFLSDWHG E\ WKH PRGHO WR EH PRUH DSSHDOLQJ WKDQ
ZRXOG EH LPSYDNWWGFRQ WKH PRGHO ZH DOVR FRQFOXGHG \
PD\ EH DSSURSULDWH ZKHQ SXUHO\ GHIHQVLYH VWUDWHJLHV
ZRXOG QRW HIIHFWLYHO\ PLWLJDWH KDUP

JROORZLQJ RXU PRGHO WKHVH WKUHH SULPDU\ PHWKF
FULPLQDO VDQFWLRQV FLYLO OLWLJDWLRQ DQG SXUHO\ C
XQDYDLODEOH LPSUDFWLFDO RU LQHIIHFWLYH LQ RUGHU IR
WR EH WKH VRFLDOO\ RSWLPDO VROXWLRQ 7KHUHIRUH ZH D
FRXQWHUVWULNLQJ DSSHDUV WR EH D VRFLDOO\ RSWLPDO
PRGHO IXUWKHU HPSKDVL]HV WKH LPSRUWDQFH RI WKH WHF
H[HUWHG WR HPSOR\ JRRG ,'6 WHFKQRORJ\ WR DVVLVW WKH
WUDFHEDFN WHFKQRORJ\ PXVW DOVR EH HPSOR\HG WR HQVX!I
WKH KDFNHY XQGHUVFRUHV WKH LPSRUWDQFH RI FRQWLQXH
IRU GHWHFWLQJ DQG WUDFLQJ LQWUXVLRQV

7KH PRGHO DOVR DQWLFLSDWHV KROGLQJ FRXQWHUVWU
SDUWLHV ZLWK WKH H[SHFWDWLRQ WKDW SRWHQWLDO WRL
XQQHFHVVDU\ IRUFH ZKHQ H[HFXWLG@RWH®YWILDWL WHR UF\R XQMDH
SDUWLHV DOVR SURYLGHV LQFHQWLYH IRU FRXQWHUVWULNI
PRGHO IXUWKHU SRVLWVY WKDW WKLUG SDUW\ GDPDJHV DUH
RSWLPDO VR®XWYRQ VRPH LQMXUHG WKLUG SDUWLHV PD\
UHVRXUFHV WR OLWLJDWH KDUP FDXVHG E\ D FRXQWHUVW
FRXQWHUVWULNLQJ FRXOG EH VXEMHFW WR JRYHUQPHQW U
PRGHO DOVR HPSKDVL]JHV WKDW FRXQWHUVWULNHUV PXVW
SURSRUWLRQDWH IRUFH DQG PXVW UHIUDLQ IURP ZDQWRC
UHWDOLBMEKRQXUJLQJ VXFK FRXQWHUVWULNHUV WR RQO\ HC
SPLWLIJDWLYH FRXQWHUVWULNLQJ ~ 7KH PRGHO GRHV QRW K
HQJDJH LQ DFWLYH GHIHQVH

$W LWV FRUH SURSRUWLRQDWH PLWLJDWLYH FRXQWHU
GHIHQVH VWHPV IURP WKH QDWXUDO LQVWLQFW IRU VHOI SU
UNWNRQDEOH IRUFH IR U 7\KHHOP BBG&IROV HEFMKIMVRHY RQ DSSO\LQJ WKLV
WKH LVVXH RI F\EHU LQWUXVLRQV 7KURXJK DQDO\VLV RI WK|
RSWLPDO VROXWLRQ WR WKH WKUHDW RI F\EHU LQWUXVLRGC
DYDLODEOH WKURXJK FULPLQDO ODZ HQIRUFHPHQW FLYLC
VWUDWHJILHY LV WR SHUPLW EXW QRW UHTXLUH SDUWLHV
FDQ EH XWLOL]JHG 7KH VRFLDO RSWLPDOLW\ RI F\EHU FRXQW
SRWHQWLDO OLDELOLW)\ IRU KDUP FDXVHG WR WKH V\VWHPV

ODMXFED .HVDQ VXSUD QRWH
Id $Q HVVD\ VXPPDUL]JLQJ WKH DIRUHPHQWLRQHG SDSHUAZYV DUJXPI
Rl D VIPSRVLXP LQ -D\ 3 . HVOpdmal HxXkbatk) W R+Q DM X F B( 9

.HVvDQ ODMXFD VXSUD QRWH DW
ODMXFED .HVDQ VXSUD QRWH

ld. .HVDQ ODMXFD VXSUD QRWH DW
.HvDQ ODMXFD VXSUD QRWH DW
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IXUWKHU SURWHFWHG E\ PDNLQJ WKHVH PLWLJDWLYH FRXQW
7KLY OLDELOLW\ UXOH HQVXUHV WKDW ILUPV KDYH VXIILFLH
DQRG WUDFHEDFN WHFKQRORJLHV WR HQVXUH WKDW DQ\ PL
SURVSHFW RI KLWWLQJ WKH DWWDFNHU ,Q VXP WKLV PRGH
RSWLPDO XVH RI VHOI GHIHQVH LQ F\EHUVSDFH

7KH UHVXOwWVY RI WKH PRGHO XVHG WR GHVFULEH W]
FRXQWHUVWULNLQJ DOVR UHVHPEOH WKH 3SMXVW ZDU" GRFV
UHTXLUHV WKDW WKHUH LV D WKUHDW RI JUDYH GDPDJF
FRXQWHUVWULNH KDV D VHULRXV SURVSHFW RI VXFFHVV L
DOWHUQDWLYHV WRKERXQUWHWUYMEXIWILYH FRXQWHUVWULNLQJ
IRU D YDOLG FRXQWHUVWULNH XQGHU WKLV GRFWULQH QDL
SODFHV RXU SURSRVDO LQ FOHDU FRQVLVWHQF\ ZLWK WKH 3
FRQFHUQV DERXW F\EHU FRXQWHUVWULNLQJ DV D JHQHUDC(
PLWLIJDWLYH FRXQWHUVWULNLQJ LV PRUH FRPSHOOLQJ IURF
PRVW UHDGLO\ MXVWLILDEOH DSSURDFK WR FRXQWHUVWULNL

+DYLQJ HVWDEOLVKHG WKDW DSSOLFDEOH WHFKQRORJ\
HYHQ LI LW PD\ QRW EH RSWLPDOO\ DFFXUDWH \HW WKDW
F\EHUDWWDFNV DUH GHILFLHQW LQ PDQ\ UHVSHFWV DQG W
ULJKW FLUFXPVWDQFHV EH WKH VRFLDOO\ RSWLPDO UHVSRC
OHJDO UHJLPHV ZKLFK PXVW EH FRQVLGHUHG EHIRUH LPSOH
YLDEOH RSWLRQ )XUWKHU SROLF\ UHFRPPHQGDWLRQV UHJ
FRXQWHUVWULNLQJ DUH H[SORUHG LQ 6HFWLRQ 9

. $1$/<=,1$773&.6 $1&2817(5675,.01'(5 &55(17 (*$/ 5(*,0(6

KLOH WKH SUHYLRXV GLVFXVVLRQ RI OHJDO RSWLRQV W
ZLWK D EURDG EUXVK WKLV VHFWLRQ ZLOO ILOO LQ WKH JD
DFWLYH GHIHQVH DQG PLWLIJDWLYH FRXQWHUVWULNLQJ XQGH#H
,Q 6HFWLRQ , ZH SURYLGHG DQ RYHUYLHZ RI WKH SUREOHP
ZHDNQHVVHV RI WKH FXUUHQW RSWLRQV IRU DGGUHVVLQJ \
GHWDLOHG ORRN LQWR WKH FXUUHQW OHJDO DQDO\VLV WKD
ODZV PLIJKW DSSO\ GHSHQGLQJ RQ ZKHUH WKH F\EHUDWWDFN
D YDULHW\ RI OHQDWKLVVYXHNWLRQ ZH ZLOO ILUVW H[DPLQH
LQFOXGLQJ VWDWXWHY WKH FRPPRQ ODZ DQG ZKHWKHU ¢
KDUQHVVHG WR DGGUHVV WKUHDWYV ZLWKRXW D VXEVWDQWL
UHOHYDQW DVSHFWV RI LQWHUQDWLRQDO ODZ WKDW SRWHQ\

A. U.S. Law

(YDOXDWLQJ F\EHUDWWDFNV XQGHU 8 6 ODZ UDLVHV D
IRXQGDWLRQDO TXHVWLRQV LQ WKH GRPHVWLF FRQWH[W L)\

Id. DW
ld. DW
15&(325y5upra QRWBW
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UHODWLYH WR D FULPLQDO ODZ SDUDGLJKHUH DD QDR I QD\®
SRVVLELOLW\ RI UHTXLULQJ WKH SULYDWH VHFWRU WR DGC
OLWLJDWLRQ DJDLQVW YDULRXV QRQ DWWDFNHU SDUWLHYV |
UHJDUG WR F\BHUDW®®HFWY Rl ZKHWKHU LWAYV D QDWLRQDO \
D FLYLO LVVXH WKH 8QLWHG 6WDWHV FXUUHQWO\ KDV OLPL\
PDWWHUV 7KHUH KDYH EHHQ D QXPEHU RI ([HFXWLYH 21
DGPLQLVWUDWLYH SRVLWLRQV EXW WKHUH KDV QRW \HW EF
LVVXLQJ ELQGLQJ DUHIXWROMULIRQW FXUUHQWO\ QR HIIHFWLY
F\EHUVHFXULW\ LQIRUPDWLRQ EHWZHHQ GLIIHUHQW DUHDV R

0DQ\ FRPPHQWDWRUV KDYH GLVFXVVHG SRWHQWLDO FF
WRSLFV ZLWK VRPH FDOOLQJ IRU QHZ DFWLRQ ZKLOH RWKH
WKH H[LVWLQJ ODZV DQG DXWKRULWLHVY LQWHBRPW IOGHDS
QRWHG WKDW WKH H[HFXWLYH EUDQFK PD\ DOUHDG\ KDY}
F\EHUVHFXULW\ LVVXHV EXW WKDW PD\EH LW ZRXOG EH D E
F\AEHUVHFXULW\ DFWLRQV UHPDLQ WUDQV$RIUHQNMU DO & HD BB,
PDMRU F\EHUVHFXULW\ FULVHV PHDQV WKDW &RQJUHVV LV
SULRULWL]H F\EHUVHFXULW\ OHJLVODWLRQ DQG WKH WHFK(
PRVW PHPEHUV RI &RQJUHVV GR QRW KDYH D VWURQJ XQGHU
EH FRPIRUWDEOH ILHOGLQJ TXHVWLRRWGILURIPR YEE 03 X BVKLHU R
RSSRVLWLRQ WR WKH LGHD RI 3UHJXODWLQJ" WKH ,QWHUQH!

See <DQJ  +R, bipk&l DGRV H DW VXJIJHVWLQJ WKDW WKH WKUH
DGGUHVVHG E\ HQIRUFLQJ FU LiRts&D&RQMBANVR @LRAW HW K D ) $ILQJ WKDW F\EH
VHFXULW\ LV D QDWLRQDO VHFXULW\ PDWWHU QRW D FULPLQDO PDWWH
VHYHUDO LVVXHV LQFOXGLQJ WKH QHHG WR FODULI\ WKH GLVWLQFWLRGC
KRZ WR B 89€ehm WR F\EHUDWWDFNV DQG KRZ WR EDODQFH QDWLRQDO V
&RQGURNDQRWH DW $FFRUGLQJ WR &RQGURQ KRPHODQG VHFXULW\ F
WKH ERUGHUV RI WKH 8QLWHG 6WDWHV DQG LV KDQGOHG E\ WKH '+6 Z
8QLWHG 6WDWHYV IURP HIWHUQDO WKWHDWY DQG LV KDQGOHG E\ WKH '2'

See <DQJ  + R, 30y DOGRW H DW QRWLQJ WKDW WKH EXUGHQ WR
SODFHG RQ WKH YLFWLPV WR SURWHFW WKHPVHOYHV RU RQ VRIWZDUH D

158(32575upra QRWIBW QRWLQJ WKDW WKH QDWLRQDO SROLF\ FRQFH
IUDJPHQWHG DQG LQFRPSOHWH ZLWKs®E#RKBOMQRMXSBRIBRWEHG BEWVHFUH
LW LV XQOLNHO\ WKDW &RQJUHVV ZLOO FUHDWH D QHZ F\EHUVHFXULW\ D
HQWLWLHV ZLWK OLPLWHG DXWKRULWLHYV PD\ QRW EH DV HIIHFWLYH DV
GLVFXVVLQJ WKH 1DWLRQDO &RRUGLQDWRU SRVLWLRQ DQG WKDW QR
DXWKRULW\ WR GHYHORS DQG UXQ DQ HIIHFWLYH QDWLRQDO F\EHUVHFXU

&ROGHEHOOD :KLWH VXs&WBo CEWGW VOSWD QRWH DW FLV
UHSRUW ZKLFK FRPSDUHG F\EHU H[SHUWV ZLWKLQ WKH IHGHUDO JRYHL
FDUV ~

*UDQW VXSUD QRevdlsb (GODWGYV VXSUD QRWH DW DUJXLQJ I
LQHYLWDEOH NQHH MHUN FDOO IRU QHZ FULPLQDO RIIHQFHV®™ WR DGGUHYV
DwW QRWLQJ WKDW SROLF\PDNHUV DQG ODZ HQIRUFHPHQW PXVW L

UHVWULFWLRQV LQ D PDQQHU WKDW DGGUHVVHV F\EHUVHFXULW\ FRQFH!
DUJXHV WKDW LI FRQJUHVVLRQDO DFWLRQ LV QHHGHGDRQ@AZKKXEHD LOANRAAM \
DW
*UDQW VXSUD GRaMH'\FXIWWVXSUD QRWH DW 3@ RQJUHVV QHHC
DXWKRULW\ DQG VHW ERXQGDULHV ZLWKLQ ZKLFK WKH 3UHVLGHQW PD\ G
*UDQW VXSUD QRWH DW
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VWURQJ F\AEHUVHFXULW\ OHJLVODWLRQ XQWLO WKHUH LV D G

7KLY VHFWLRQ ZLOO WKXV H[DPLQH WKH FXUUHQW DSSO
WR HYDOXDWH ZKHWKHU FKDQJH LV QHFHVVDU\ )LUVW WKH
ZLWK D IRFXV RQ WKH &)$$ 1H[W WKH GLVFXVVLRQ ZLOO W)
FRXOG SRWHQWLDOO\ EH bDSSOLHG WR DGGUHVV DWWDFNV )
PLIJKW EH DYDLODEOH IRU WKH H[HFXWLYH EUDQFK WR XQLOL

6WDWXWHYV

2QH LPSRUWDQW FDWHJRU\ RI VWDWXWHVY LV WKH IHGH
SHUPLWWLQJ FHUWDLQ DFWLYLWLHV E\ ODZ HQIRUFHPHQW
F\EHUDWWDFN DVVHVVPHQW DQG DWWULEXWLRQ VXFK UHVS
GRPHVWLF ODZ HQIRUFHFRHQWVDERQBEXFWLQJ FRPSXWHU PRQ
ZLWK WKH JRXUWK $PHQGPHQW DV ZHOO DV VWDWXWHV LQF(

6HFXULW\ $FW RI WKH &)$$ DQG WKH 3HQ 5HJLVWHUYV D(
7LWOH 8QGHU WKH (OHFWURQLF &RPPXQLFDWLRQV 3ULYDF\
DPHQGHG 7LWOH ,,, RI WKH 2PQLEXV &ULPH &RQWURO DQG 61l

KDV WKH OHJDO DXWKRULW\ WR PRQLWRU HOHFWURQLF FER
FLUFXPVWDQFHVY DQG WKLV SURYLGHV RQH VWDWXWRU\ R
F\EHUDWWBBNVOVR KDV SRWHQWLDO LPSOLEDWLRQV IRU WKI
LW UHTXLUHV ZDUUDQWYV IRU FROOHFWLRQ RI IRUHLJQ LQW!]
JRUHLJQ ,QWHOOLJHQFH 6XUYHLOODQFH &RXUW

$QRWKHU UHOHYDQW FDWHJRU\ RI UHJXODWLRQV LV U
SURWHFWLRQV IRU IRIGHVUDDWYSMMNPGH IRU WKH HVWDEOLYV
UHOHYDQW V,W DOG®OWEMVRQ WR WKHVH WKHUH DUH DOVR D Q

Id. DW G\EHUVHFXULW\ LVVXHY DUH YHU\ LPSRUWDQW EXW ZKHQ
WDLORUHG LQ WKH LQWHUHVW RI SUHVHUYLQJ WKLQJV OLNH SULYDF\ OL
RI WKH QWHUQHW 1RMHLP VXSUD QRWH DW I1RMHLP VXJIJHVWV W
WKH RSHQ GHFHQWUDOL]JHG RDWXUH RI WKH LQWHUQHW DW ULVN

15&(325upra QRWBW

*UHHU VXSUD QRWHMHLPDWXSUD QRWH DW

86 & T 15&5(3257upra QRWBW /DZ HQIRUFHPHQW RIILFLDOV PD
D zDUUDQW WR VHDUFK FRPSXWHUV IRU GRFXPHQWY24ystweH QR@QMWR D F\I

86 & t VHWWLQJ IRUWK SURFHGXUHV IRU REWDLQLC
5(3257supra Q RW HD W 7KHUH LV DW OHDVW RQH GRFXPHQWHG FDVH RI
DXWKRUL]JHG D F\EHU H[SORLWDWLRQ B¢ 0sDMptaQQ RVWRD B/ 0T &$ID E B UDDRRX Q \§
WKDW FDVH ZDV LVVX#G RQ -XQH

7KH JHGHUDO ,QIRUPDWLRQ 6HFXULW\ ODQDJHPHQW $FW ),60$ LV
DQG LQIRUPDWLRQ V\WWHPV DQG LW UHTXLUHV DJHQF\ ZLGH SURJUDPYV

1IRMHLP VXSUD QRWH DW VXJIJHVWLQJ WKDW LW LV DSSL
VHFXULW\ VWDQGDUGV IRU LWV RZQ V\VWHPV EXW WKDW WKH JRYHUQP
VHFWRU +RZHYHU ),60$ KDV EHHQ FULWLFL]HG DV QRW EHLQJ YHU\ HIIH

*UDQW VXSUD QRWH DW QRWLQJ WKDW DQRWKHU UHJXODWR
JHGHUDO (QHUJ\ 5HIJXODWRU\ &RPPLVVLRQ ZKLFK KDV VWDWXWRU\ DXWK|
$FWAV (OHFWULF 5HOLDELOLW)\ 3URYLVLRQ
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WKDW SURKLELW YDULRXV DFWLYLWLHV RU JRYHUH VRADDNVNRXIWN
WKDW LV PRVW DSSOLFDEOH WR WKH F\EHUDWWDFN FRQWH][
SFW &)$$ ZKLFK EURDGO\ FULPLQDOL]JHV D YDULHW\ RI EH
SURYLGLQJ IRU FLYLO UHOLHI LQ WKH HYHQW RI HFRQRPLF

F\EHUDWWBFDNXVH WKH &)$$ LV WKH PRVW FRPPRQO\ FLWHG ¢
QRZ WR D PRUH GHWDLOHG H[DPLQDWLRQ RI WKH &)$$%

D &RPSXWHU )UDXG DQG $EXVH $FW

7KH PDLQ IHGHUDO ODZ DGGUHVVLQJ F\EHUDWWDFNV L)\
LQWHQWLRQDOO\ RU UHFNOHVVO\ FDXVLQJ GDPDJH WR D FR
ILQDQFLDO LQVWLWXWLRQV RU JRYHUQPHQW RHIQWKQW RQY Wk
QDWXUH RI WKH DWWDFN VXFK DFWLRQV FRXOG EH SXQLVK
SURYLVLRQV RI WKH &)$$ 7KH IHORQ\ SURYLVLRQV VHW RX
VHFWLRQ D ZKLFK FDQ UDQJH IURP ILYH \HDUV WR OLI
LQWHQGHG UHVXOWY RU WKH QDW XU H 7KIHWEK B $ DFAXW D FINQAE\D D F

GDPDJH WKUHVKROG IRU PRVW W\SHV WKRXOR QARPHRRDY
VXJHGHDLPLQDWLQJ DQ\ PLQLPXP GDPDJH UHTXLUHPHQW L
GHWHUUHQW HIIHFWKRI&YKH DBQY¥R FUHDWHY D FLYLO EDXVH |
DWWDFN YLFWLP WR VXH WKH DWWDFNHU IRU FRPSHQVDWRU
SXQLVKPHQW WKDW WKH DWWDFNHU ZRXOG EH VXEMHFW WR

8QGHU WKH 8QLWHG 6WDWHV &RGH WKH FRPPLVVLRQ RI ZDU FULI
WKH *HQHYD RU +DJXH FRQYHQWLRQV LV D 5GssUite0 QRIVHEDV R WK HBU6 & 1
SDUWV RI WKH 8 6 &RGH LQFOXGH YDULRXV SURYLVLRQV UHOHYDQW WR .
SURYLVLRQV JRYHUQLQJ DFWLYLWLHV Rl WKH 'HSDUWPHQW RI 'HIHQVH

DFWLYLWLHV RI WKH LQW HQQ43iha FEIRFRPWX QIOWM\ SUR& LVLRQ Rl 7LWOH

ODQJXDJH GLVWLQJXLVKLQJ EHWZHHQ *FRYHUW DFWLRQV ~ *WUDGLWLRQ
DFWLYLWLHV ~ *WUDGLWLRQDO ODZ HQIRUFHPHQW DFWLYLWLHV ~ DQG 3W
5(32575upra QRWHBW 7KH 15& 5HSRUWLBRXOIY \EY WRDOLWMWHOOLJHQFH FROOHFV
D FRYHUW DFWLYLW\ LI D SDUW\ SODQWHG D 7URMDQ KRU5@&3(NEHi ORJIHU |
supra QRWHEW 7KH OLQH EHWZHHQ LQWHOOLJHQFH FRIOB.OHFWLRQ DQG FR®

oo 00 00
o oo
Ro RO Ro

+
T D
t F /LIH LQ SULVRQ LV SRVVLEOH LI WKH DWWDF
DWWDFNHU DW OHDVW UHFNOHVVO\ FDXVHV D GHDWK 86 & F )
6NLEHOO VXSUD QRWH DW UHIHUULQJ WR WKH DPHQ
GDPDJH WKUHVKROG IURP WR IRU IHORQLHV 7KH WKUHVKRO
DVVHVVPHQWVY ORVW UHYHQXHV DQG RWKHU FRVWY LQFOXGLQJ 3UHVHI
) G WK &LU () &XOWXUDO 7UDYHO Y ([SORULFD ) G
YLRODWLRQ ZKHQ WKH SODLQWLII VXIIHUHG QR DFWXDO GDPDJH EXW VS
GDPDJH DQG LQ UHVHFXULQJ FRVWV B6NLEHOO VXSUD QRWH [
&6, )%, &RPSXWHU &ULPH 6XUYH\ RI VXUYH\ UHVSRQGHQWYV H[SHUL
F\EHUDWWDFNV EXW RQO\ RI UHVSRQGHQWY FRXOG TXDQWLI\ WKHLU
DOVR DOOHJH WKDW WKH )%, LV HQFRXUDJLQJ LQIODWLRQ RI GDPDJH D\
GDPDJHV PXVW H[FHHG WR ZWUUDQW SURVHFXWLRQ
<DQJ  +R|30pha DQRW H DW +RZHYHU VRPH KDYH DUJXHG WKDYV
DFWXDOO\ HIDFHUEDWH FRPSXWHU FULPH 6NLEHOO VXSUD QRWH DW
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WKURXJK D FAEHUDWWDEN

7KHUH LV VRPH HYLGHQFH WKDW ZKHQ WKH &)$$ ZDV R
SDUWLDOO\ LQ UHVSRQVH WR WKH VLWXDWLR®W Q@ H®YLEZWWG
SDVVHG WKH &)$$ ZDV FULWLFL]JHG DV EHLQJ WRR YDJXH DQ
LQ PRUH GHWDLO EHIRUH UHYLVLQJ WKH &)$$ LQ % HW Z
DPHQGHG HLIJKWKMLP)I$Y GLVWLQIXLVKHV EHWZHHQ 3FRPS)
FRPSXWHUV °~ ZKHUH D 3FRPSXWHU LV FRQYHUWHG LQWR
SDUWLFLSDWLQJ LQ LQWHUVWDWH 7KRRP RHBH VR W KTRP PW® E
FULPLQDOL]JHV WKH DFW RI LQWHQWLRQDOO\ RU UHFNOHVYV
FRQQHFWHG WR 8\XGHUQWKH@E)®S LW LV LOOHJDO ERWK WR
KDFN LQWR D FRPSXWHU DQG WKHUHE\ REWDLQ LQIRUPDWLR(

7KH &)$$AV ODQJIJXDJH LV YHU\ EURDG DQG FDQ EH UH
ERWQHWWH &)$$ GRHV QRW DSSHDU WR SURKLELW JRYHUQ
DXWKRUL]JHG VR LW PD\ EH SHUPLVVLEOH XQGHU WKH OD:
JRYHUQPHQW ERWQHW |URR SAKRYONGH EAFR PRXWHBUVKRZHYHU W
QRW LQFOXGH DQ H[HPSWLRQ IRU FRQGXFW E\ PLOLWDU\ DJH

7KH &)$$ KDV EHHQ DPHQGHG DQG EURDGHQHG PDQ\ WLF
&RXUWV KDYH FRQVLVWHQWO\ LQWHUSUHWHG WKH &)$$£EV
YDULHW\ Rl DFWV LQ SDUW EHFDXVH &RQJUHVV KDV FRQVLV!
DPHQGHG RYHU WKH ODVW WZHHVW KIDMA WHKOHURYHU O\ EURDG

86 & 7t J
6NLEHOO VXSUD QRWH DW DUJXLQJ WKDW B3:KLVWRULFDOO\
SROLF\ DQG UHDOLW\ LQ WKLY DUHD RI WKH ODZ"
Id. DW
86 & ft H 7KH WHUP 3SURWHFWHG FRPSXWHU ™ ZDV QR
WKH &)$% KRZHYHU DQG ZDV LQVWHDG DGGHG LQ 3XE / t

GHILQLWLRQV VHFWLRQ IURP 3)HGHUDO LQWBdsH:VWs FIR PsS ¥WsidWd” WR 3SURW
35,9%&+4%: &20%$7,1&<%(57+5($7B

15&(325upra QRWBW

'RZQLQJ VXSUD QRWH DW

158&5(3257supra QRWHDW; see 3ARVWLQJ E\ (G )HOWHQ %RWQHW %ULHILQ
KWW S IWMH@RIPMU FRP EORJ IHOWHQ ERWQHW EULHILQJ $SU [
LQ D EULHILQJ DERXW WKH WKUHDW RI ERWQHWYV

158 (3257upra QRWHBW 6XFK DQ DFWLROQEPEQGBPHWW 7DNLQJV LVVXHV C
MXVW FRPSHQVDWLRQ WR EH SURYLGHG

Id. DW
E.g. 3XE [/ 6WDW 3XE [/ 6WDW DPHC
SDUW RI WKH &\EHU 6HFXULW)\ ($Kdx® FHNRIEQW®OSFWX RUD QRWH DW

DPHQGPHQWY FRQWDLQHG LQ WKH 86% SDWULRW $FW WR PDNH LW HDVLH
WKH PRQHWDU\ WKUHVKROG ZKHQ DWWDFNHG FRPSXWHUV 3ZHUH XVHG |
QRWHYVY WKDW WKH ILUVW PDMRU UHZRUNLQJ RI WKH &)$$ ZDV LQ ZL
FRPSURPLVH WKRXJK ODWHU DPHQGPHQWY VXFK DV WKH DPHQGPHC
VXSUD QRWH DW

6NLEHOO VXSUD QRWH DwW 6NLEHOO FULWLFL]HV WKH &)
F\EHUFULPLQDO DUFKHW\SH" DQG SURKLELWLQJ EHKDYLRUV WKDW IDOO
VXFK DV WKH FDVHV RI KDFNHUV EUHDNLQJ LQWR D V\VWHPIOD@WPDNLQJ

7KH SURVHFXWLRQ RI .HYLQ OLWQLFN IRU H[DPSOH OHG WR 0OLWQ
RI WKH VRIWZDUH ZKLFK 6XQ DVVHUWHG WR EH ZRUWK PLOOLRQ WKI
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&)$$ WKDW KDYH EHHQ DFFHSWHG E\ FRXUWV RYHU WKH OD
VFKHPH IRU DGGUHVVLQJ F\EHUDWWDEN LVVXHV ,Q &RQ
WHUP 3)HGHUDO LQWHUHVW FRPSXWIBWILALVOK V8K R WHFWPH &S
FRPSXWHU VR EURDGO\ WKDW LW ZRXOG FRYHU YLUWXDOO\
WKH FRPSXWHU RSHUDWRU HQJDJHG LQ DQ\ IRUP RI LQWHU\
,QWHUQHW LQ ZDV QRW VXIILEFLHQWO\ PDLQVWUHDP IRU
DSSUHFLEWWOGONKH GHILQLWLRQ RI 3SSURWHFWHG FRPSXWHU"
FRPSXWHUV W K Dowaffzcking . QWHG VWQDWH RU IRUHLJQ FRPPHUFH
DQG E\ &RQJUHVV ZRXOG FHUWDLQO\ KDYH DSSUHFLDWHG

7KH &)$$ ZDV UHDG PRUH QDUURZO\ KBrdd¥Btetes v.LQ WKH
Drew ZKHUH D MXGJH HQWHUHG D GLUHFWHG YHUGLFW WR QF
/RUL '"UHZ YLRODWHG WKH &)$$A£V PLVGHPHDQRU SURYLVLRQ
0\6SDFH ZHEVKMeW FDVH SURYLGHV HYLGHQFH WKDW WKHUH
&)$$ ,QDWKHDVH WKH SXEOLF RXWFU\ DIJDLQVW D SDUHQW A&
JLUO ZKR WKHQ FRPPLWWHG VXLFLGH OHG WR WKH 8 6 DWYV
LQGLFWLQJ DQG SURVHFXWLQJ WKH SDUHQW XQGHU WKH &)
7KH WKHRU\ Rl WKH FDVH ZDV WKDW LQ YLRODWLQJ WKH Wt
H[FHHGHG DXWKRUL]JHG DFFHVV Rl WKH 0\6SDFH VHUYHUV D
0\6SDFH WHUPV Rl VHUYLFH DPRXQWHG WR D YLRODWLRQ
&)$$ S$IWHU WKH MXU\ FRQYLFWHG /RUL 'UHZ XQGHU WKH
KRZHYHU WKH MXGJH RYHUWKBM@HED WKHZRKRQMLBWLRMEO\ D
H[DPSOH LV DQ LPSRUWDQW RQH DV LW UHSUHVHQWY WKH C
WKH &)$$

:H DOVR XUJH WKDW WKH &)$$%$ VKRXOG EH UHYLVHG WR I
WKH WHUPV 3FRPSXWHU’  DQG 3SURWHFWHG FRPSXWHU ~ 7K

VWROHQ VRXUFH FRIGHD®SXEOLF DYDLODEOH
3XE / t $ L 7KH VWDWXWH FXUUHQWO\ GHILQH
FRPSXWHU
$ H[FOXVLYHO\ IRU WKH XVH RI D ILQDQFLDO LQVWLWXWLRQ RU
WKH FDVH RI D FRPSXWHU QRW H[FOXVLYHO\ IRU VXFK XVH XVHG
8QLWHG 6WDWHV *RYHUQPHQW DQG WKH FRQGXFW FRQVWLWXWLQ
WKH ILQDQFLDO LQVWLWXWLRQ RU WKH *RYHUQPHQW RU
% ZKLFK LV XVHG LQ RU DIITHFWLQJ LQWHUVWDWH RU IRUHLJQ FI
D FRPSXWHU ORFDWHG RXWVLGH WKH 8QLWHG 6WDWHYVY WKDW LV
IRUHLJQ FRPPHUFH RU FRPPXQLFDWLRQ RI WKH 8QLWHG 6WDWHV
8 6 & T H
See 6 WHY HViédRakCOnvergence 1 < ,8(6 -XQH DW $ UHIHUULQJ WR GDW
LQGLFDWHG WKDW RI WKH 8 6 SRSXODWLRQ ZDV RQ WKH ,QWHUQHW
3XE / t LWDOLFL]HG SDUW LQGLFDWHYV ODQJXDJH DGGH
Rl WKH 3XEOLF /DZ ZzDV WLWOHG 38VH RI )XOO ,QWHUVWDWH DQG )RUHL
8QLWHG 6WDWHV Y 'UHZ ) 5 &' &DO 7KH 'UHZ FDVH
FRXUW SXOOLQJ EDFN IURP D EURDG LQWHUSUHWDWLRQ RI WKH &)%$$%
% REELH -JRdgeQOwdrt@ns Guilty Verdict in MySpace Suicide Case 7+( *8$5',$1 -XO\
KWWS ZZ2Z JXDUGLDQ FR XN WHFKQRORJ\ EORJ MXO ORUL GUHZ
-HQQLIHU 6Wgrkhh EbKnD &uity in Web Fraud Tied to Suicide 1 < ,8(6 1RY DW

Drew ) 5" DW
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VHFWLRQV WKDW DSSO\ WR D EURDG LGHD RI 3FRPSXWHUV"~
FRPSXWHAWKH SURYLVLRQV DW LVVXH KHUH WKH RQHV SURKL
WKH SKUDVH 3SURWHFWHG FRPSXWHU ~ ZKHUHDV SURYLVLRC
DFWLYLWLHV OLNH KDFNLQJ LQWR V\VWHPV WR REWDLQ LQI
IDFH WKH &)$$AV SURYLVLRQV FULPLQDOL]H LQWHQWLRQDO
WKH RYHU PLOOLRQ FRPSXWHUV RQ WKH(Y®W HU QWRAL \L Q W
ULJKW VROXWLRQ ZH DUJXH WKDW LW VKRXOG EH UHDFKHG
WKH 8QLWHG 6WDWHVY FXUUHQWO\ KDYH D 3SURWHFWHG FRF
,QW MU QH

7KH RQO\ SUDFWLFDO GLIIHUHQFH EHWZHHQ D 3FRPSXWH
WKH H[LVWHQFH RI ,QWHUQHW DFFHVV 7KLV LV UHGXQGDQ\
SURWHFWLRQV IRU FRQWDLQLQJ LQIRUPDWLRQ UHOHYDQW W
EH FRQQHFWHG WR WKH ,QWHUQHW (YHQ WKRXJK LW LV C
SFRPSXWHU" LV DUJXDEO\ DOVR D 3SURWHFWHG FRPSXWHU" L
FRPSDQ\ WKDW KDV PXOWL VWDWH SUHVHQFH :H DUJXH WKD
DV 3DIIHFWLQJ" LQWHUVWDWH FRPPHUFH $ EURDG LQWHUSU
ZRXOG WKXV EH LQFRQVLVWHQW ZLWK WKH FDQRQV RI VWDV
WKH SKUDVH 3SURWHFWHG FRPSXWHU LV UHGXQGDQW RI WK
ODEHO :*FRPSXWBI®YRFDWH D UH XQGHUVWDQGLQJ RI WKH W
SUHVHUYH WKH YLWDOLW\ RI WKH &)$$ E\ FORVLQJ SRWHQ\
GHIHQGDQWY ZKLOH SUHYHQWLQJ WKH VWDWXWH IURP DSSO
VRRLHWLY FRXOG EH GRQH E\ UHO\LQJ RQ FRXUWV WR DGRS
VHFRQG KDOI RI WKH GHILQLWLRQ RI 3SURWHFWHG FRPSXWH
WHUPV 3SURWHFWHG FRPSXWHUV" DQG 3FRPSXWHUV  DUH XV}

$ SURYLVLRQ RI WKH &)$$ WKDW LV SRWHQWLDOO\ XVH
FUHDWLRQ RI D FLYLO FDXVH RI DFWLRQ XQGHU VXEVHFWL
FULPLQDO SXQLVKPHQW LV UHWULEXWLRQ ZLWK VLJQLILFD
SURSRUWLRQDWH WR WKH RIIHQVH VRPH KDYH VXJJHVWHG V
HFRQRPLF KDUPV PLJKW EH EHWWHU DGGUHVVHG YLD WKH F
WRUW OBHE FLYLO DFWLRQ SURYLVLRQ Rl WKH &)$$ KRZHYHU
PD\ EULQJ D FLYLO DFWLRQ DJDLQVW *WKH YLRODWRU  IRU |
7KLV ZLOO EH YHU\ GLIILFXOW LQ WKH QRUPDO F\EHUDWWDF
YHU\ GLIILFXOW WR LGHQWLI\ VR WKLV SURYLVLRQ LV DUJ}
FRQVLGHULQJ WKH FXUUHQW VWDWH RI WKH WHFKQRORJ\
DGGUHVVLQJ F\EHUFULPHV XQGHU FLYLO FRPPRQ ODZ

E.g. 861 D s3«LQWHQWLRQDOO\ DEFFHVVHV D FRPSXWHU
8 6 &t D 3«NQRZLQJO\ DQG ZLWK LQWHQW WR GHIUDXG DFFH
DXWKRUL]DWLRQ«"

See 8QLWHG 6WDWHV ,QWHUQHW 8VDJH %URDGEDQG DQG 7HOH
KWWS ZZZ LQWHUQHWZRUOGVWDWY FRP DP XV KWP ODVW YLVLWHG $Sl
SHRSOH RYHU SHUFHQW Rl WKH 8 6 SRSXODWLRQ ZHUH ,QWHUQHW XV

8 6 & H 3 >T@KH WHUP FRPSXWHU PHDQV DQ HOHF
HOHFWURFKHPLFDO RU RWKHU KLJK VSHHG GDWD SURFHVVLQJ GHYLFH Sl
6NLEHOO VXSUD QRWH DW

86 & *¥ J
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&RPPRQ ODZ

$QRWKHU RSWLRQ XQGHU GRPHVWLF ODZ LV WR KROG
FRQWUDFW WKHUHE\ OHDYLQJ LW WR WKH % ®WNAW FK RS D G &
SDUWLHV" $QG XQGHU ZKDW FDXVH Rl DEWLRQ" 7KHUH DUH
DYDLODEOH IRU FLYLO OLWLJDQWY ZKHQ DOOHJLQJ WRUWLR>
OLDELOLW\ 6WULFW OLDELOLW\ JHQHUDOO\ DSSOLHV LQ WKt
SDUW\ LQ FRQWURO RI DEQRUPDOO\ GDQJHMRX VW B RW LY\ WYL
SDUWLFXODUO\ OLNHO\ WR EH D YLDEOH FDXVH RI DFWLRQ |
WKDW DQ DFWLRQ DJDLQVW DQ DWWDFNHU ZRXOG EH XQGHU
DJDLQVW D SDUW\ RWKHU WKDQ WKH DWWDENHU LV XQOLNHC
QRDWWDFNHU SDUW\ LV OLNHWD\7WRVODH N YW K HD B WTRIQM W HD L C
SDUWLHV ZLWK WKHRULHV EDVHG RQ QHJOLJHQFH RU FRQW
OLNHO\ RQO\ EH DYDLODEOH ZKHQ WKHUH ZDV D VSHFLDO L
SDUW\ DQG DUH OLNHO\ WR EH OHVV DWWUDFWLYH WKDQ
OLPLWDWLRQV

$VVXPLQJ WKDW DQ DWWDFNHU FDQ EH LQGLYLGXDOO\ L
WKH FRPPRQ ODZ ZRXOG EH WR SXUVXH WKH DWWDFNHU IRU
WRUW" 7KH SULPDU\ FDXVH Rl DFWLRQ XWLOL]JHG DJDLQVW
WUHVSDVV WR FKDWWHO ZKLFK KDV JDLQHG QHZ OLIH LQ W
GLVPLVVHG DV PRVWO\ 3D OLWWBHHEDRWKIEY LR L GRQXNUR DRF
GHFLGHG RQ D WUHVSDVAU KMS FXD WWRH DK VW MRID\Y UHTXLUHV
SHUVRQDO SIRIFKUWRXUWY KDYH FRQVLVWHQWO\ LQWHUSUH
VHUYLFHWKHU FRPPHQWDWRUV KDYH SURSRVHG XVLQJ D QXL)\
DQG 'R6 DWWDFNYV

See (GZDUGV VXSUD QRWH DW

See $$521' 7:(56., -30(6% +(1'(5621-5 72576&$6(6 $10%$7(5,$/6

BURYLQJ LQWHQW UHTXLUHV WKDW WKH GHIHQGDQW HLWKHU GH
EHOLHYHG WKDW WKH FRQVHTXHQFHY ZRXOG EH VXEVWDQWLDOO\ FHUWD

GHILQLQJ LQWHQW’ DV Xs¢eH® U QDWKAH Y5 H\DWO MAH P H BW G ‘DVK
WKDW WKH GHIHQGDQW NQRZ ZLWK VXEVWDQWLDO FHUWDLQW\ WKDW WKF
'H *X]PDQ VXSUD QRWH DW FLWLQJ 3URVVHU RQ 7RUWV IR
Eg. H%D\ ,QF Y %LGGHUAV (GJH ,QF ) 6XSS G 1' &b
WUHVSDVV ZKHUH ERWV H[FHHGHG WKH VFRSH RI H%D\EV FRQVHQW WR
LQIRUPDWLRQ &RPSXVHUYH ,QF Y &\EHU3URPRWLRQV ,QF ) 6XSS

FKDWWHO FDXVH RI DFWLRQ WR VSDP 7TKULIWN 7THO ,QF Y %H]HQHN
ILIXULQJ RXW D FRGH WR JHW IUHH ORQJ GLVWDQFH VHUYLFH ZDV DQ XQ
ZLWK WKH QHWZRUN VXIILFLHQW WR VXSS Riutéée D 'WHG LSFRAU R QYW W B RSB V

&DO KROGLQJ WKDW WUHVSDVV WR FKDWWHOV GRHVQAW LQFOX
WDUJHW FRPSXWHU RU DW Gebldsy WH L*IX$PDRQ LWWXS UDQ 6 WWRIQ L QIhiity- GLVF
Tel FDVH

SHVWDWHPHQW G RI 7RUWV 1t

'H *X]PDQ VXSUD QRWH DW

Eg 'DQ / %XUN 7KH 7URXEOHOZLW K 0T8FHV SBV V - 6
DUJXLQJ WKDW QXLVDQFH LV EHWWHU WKDQ WUHVSDVV WR FKDWWHOV |
2\ :KDW D 1XLVDQFH 7(&+ %- DUJXLQJ WHEMIW YK HF®R X\ S\D PL Q V

FDXVLQJ D QX L3¢daleF HH QWXIQ VXSUD QRWH DW H[DPLQLQJ FRPPHQ



MITIGATIVE COUNTERSTRIKING > $SU

+RZHYHU WKH ODUJHVW GLIILFXOW\ ZLWK XVLQJ D WUHV
DQ DWWDFNHU OLDEOH LV WKH VDPH SUREOHP WKDW KDV
GLIILFXOW\ RI LGHQWLI\LQJ WKH LQGLYLGXDO DWWDFNHU I
FDQQRW EH VXHG ORGHOLQJ DIWHU WKH -RKQ 'RH FRS\ULJK
GLVWULEXWRUV KRZHYHU WKHUH PD\ EH D SRVVLELOLW\ R
DWWDFNHU LI DQ ,3 DGGUHVV FDQ EH IRXQG VR WKDW WKH ,
RZQHU Rl WKH FRPSXWHU ZLWK WKDW ,3 DGGUHVV ©6XFK DQ |
DQ DWWDFNHU LV ORFDWHG RXWVLGH RI WKH FRXQWU\ DQG
VSRRILQJ 6XFK DQ DSSURDFK LV DOVR OLNHO\ WR EH FRYV
YLFWAIPNK IHZHU DVVHWYVY DQG WKXV QRW D SUDFWLFDO VR
DWWDFNHU GLUHFWO\

$QRWKHU SRWHQWLDO DSSURDFK LV WR SXUVXH QHJOLJI
WKDQ WKH DWWDFNHU 6KRZLQJ QHJOLJHQFH UHTXLUHV IRX
GHIHQGDQW RZHG D GXW\ WR WKH SODLQWLII WKH GHIHQ
ZDV ERWK WKH SUR[LPDWHQBBXVRIDQGWWHKHWBIXN.EHEOH KDUP
SODLQWHWKHU WKHUH LV D EUHDFK RI WKH GXW\ RI FDUH LV
UHDVRQDEOH SHUVRQ ZLWK IRUHVHHDELOLW\ DOVR EHLQJ D
WR WKH HDVH RI DYRLGLQJ WKH ULVN DQG WKH OLNHOLKRRG
ULVN ZDV IRUHVHHDEOH EXW WKH DFWRU GLG QRW NQRZ
UHDVRQDEOH SHUVRQ KDYH GRQH PRUH UHZ@BHD IRHKWKHNRRW)
IDPRXV WHVWV IRU GHWHFWLQJ D EUHDFK RI D GXW\ RI FDUH
EUHDFK H[LVWV LI % 3/ + WKDW LV LI WKH %XUGHQ RI SUF
SURHDD LW\ RI KDUP 3 WLPHV WKH PDJQLWXGH RI /RVV LI LQNM

+RZHYHU ZH VWLOO KDYH WKH SUREOHP RI ZKLFK LQWHF
=RPELH FRPSXWHU RARHAVRIWEZIDWH PDQXIDFWXUHUYV DUH DO(
RSWLWR KDW WKH YLFWLP RI WKH DWWDFN FRXOG EH KHOG U
HIDPSOH FXVWRPHUV RI D XWLOLW\ FRPSDQ\ ZKR H[SHULHQ
DWWDFN DJDLQVW WKH XWLOLW\ FRPSDQ\ RQ D WKHRU\ W
VVWHP6LQFH ,63V GR QRW LQLWLDWH RU SURILW IURP ""R6 D

QXLVDQFH ODZ LQ WKH F\EHU FRQWH[W

7(56., +(1'(5621supra QRWH DW

:DVKLQIJWRQ Y /RXLVLDQD 3RZHU /ILIJKW &R 6 R G /D
OLNHOLKRRG RI DQ DFFLGHQWDO(350,HFF\WUR EX1irRkR Q Z\WHM D/MR UHPRWH 7

8QLWHG 6WDWHV Y &DUUROO 7RZLQJ &R ) G G &LU

DUJXHV KRZHYHU WKDW ZH VKRXOGQAW MXVW IRFXV RQ KDUP WR WKH
WKDW DUH WRR VWURQJ FRXOG XQGHUPLQH FROOHFWLYH EHQHILWYV E\ LF
DW

6RPH KDYH VXJJHVWHG WKDW ,63V FRXOG EHFEBH PRIHSLYXBODH (
QRWH DW VXJIJHVWLQJ WKDW ,63V UHTXLUH XVHUV WR FOHDQ XS W
SHUPLWYV WKH PDFKLQH WR EH XVHG DV SDUW RI D ERWQHW

-HQQLIHU $ Seelfiy @ Gybdrbphce: Combatting Distributed Denial of Service Attacks 8
277%:% / T(&+ - (GZDUGV VXSUD QRWH DW 'H *X]PDQ
QHJOLJHQFH VWDQGDUG WR KROG JRPELH FRPSXWHU RZQHUV OLDEOH K
SUHFDXWLRQV RQWR WKH FRPSXWHU BWQHU 2WKHXJRD BRYNSHD QRR/SERVH |}
FRPSXWHU RZQHUYV OLDEOH EHFDXVH LPSRVLQJ OLDELOLW\ RQ WKH RZ(
LIJIQRUDQFH DQG WHFKQRSKRELD ~ (GZDUGV VXSUD QRWH DW 6RPH
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IRUPDOO\ KROGLQJ ,63V OHJDOO\ UHVSRQVLEOH IRU VXFK DV
FRXOG EH YHU\ KHOSIXO LQ DGGUHVVLQJ PDQ\ RI WKH LVV>
DFWLQJ DV 3,QWHUQHW VHFEXULW\ JXDUGV °

8QGHU FRPPRQ ODZ LW ZRXOG OLNHO\ EH GLIILFXOW WR
KDUP FDXVHG E\ D ""R6 DWWDFN IRU D QXPEHU RI UHDVRQV
DERYH RZHV D GXW\ WR WKH XOWLP D W&lsghat = WohgPIslafdK H TR X Q¢
Railroad VHWYVY RXW WZR FRQIOLFWLQJ YLHZV RI ZKHQ QHJOLJH
FKODDFWHUL]HVY WKH OLDELOLW\ DVSHFW RI QHJQKJIH®F W KOH/
GLVVHQW SRVLWV WKDW OLDELOLW\ IRU QHJOLJHQFH FRXOG
ZKLFK XQUHDVRQDEO\ WKUHDWHRAIQN GHHED WB W\ U RR XRQNGK KU V'V
H[SUHVRaHg&fLIKQY UHOHYDQW WR GHWHUPLQLQJ ZKHWKHU DQ L(
DFWXDO YLFWLP DQG WKH PRGHUQ UXOH LV WUHQGLQJ WRZ
ULVNV WKDW DQ DFWRU FUHDWHYV DW WKH WLPH RI KLV DOOH
LVWXBQG ZKHWKHU LW zZDV UHDVRQDEO\ IRUHVHHDEOH WKD!
KDUP WKDW UHVXOWHG

+RZ GRHV WKLV DSSO\ WR RXU SRWHQWLDO QRQ DWWDEN
KROG J]RPELH FRPSXWHU RZQHUV OLDEOH IRU KDUP WKH SUL
WKH RZQHU RI D FRPSURPLVHG V\VWHP RZHV D GXW\ WR WK
FDVH ODZ VXSSRUWLQJ WKH DUJXPHQW WKDW JRPELH FRPSX\
WR VHFXUH WKHMW]WIRWWRPNZDUH PDQXIDFWXUHUV WKH PR
VKRZLQJ D GXW\ LV OLNHO\ WR EH IRXQG LQ WKH (QG 8VHU /]
OLPLW RU FRPSOHWHO\ DEVROYH WKH FRPSDQ\ RI OLDELOLW
WKH VRIWZDUH +RZHYHU WKHUH PD\ EH D VWURQJHU DUJX
UHODWLRQVKLS BdlV. Micpigen RdduriiyDCduAciR | ZKHUH WKH FRXUW VDLG
XQLRQ ZLWK LQDGHTXDWH FRPSXWHU VHFXULW\ FRXOG EH |
ZKRVH SHUVRQDO LQIRUPDWLRID) ZBN VERRRASWBRXNIKHGY PRUH O
WR EH DSSOLFDEOH LQ WKH FRQWH[W RI LGHQWLW\ WKHIW |

ZULWHUNgO&BPBEQEOHU VXSUDD@BWHGZDUBW VXSUD QRWH DwW DUJXL
OLDELOLW\ RQ VRIWZDUH ZULWHUV PD\ EH 3DQ LQHTXLWDEOH DQG LPSUD
WKDW VRIWZDUH SULFHV PLJKW VNV\URFNHW LI VRIWZDUH ZULWHUV ZHUH
VXSUD QRWH DwW 6RIWZDUH ZULWHUYV FRXOG SRWHQWLDOO\ EH VX
EXW LI WKH\ FRXOG VKRZ VXIILFLHQW GXH GLOLJHQFH WKH\ ZRXOG OLNH
DUH ODUJHO\ SURWHFWHG IURP FRQWUDFWIODDMWELOLW\ E\ WKH WHUPV RI |

(GZDUGV VXSUD QRWH DW ,63V. KRZHYHU PLJKW QHHG VR
RI VXSHUYLVRU\ UROH DV VRPH FRPPHQWDWRUV KDYH VXJIJHVWHG WKDW
WKH\ DUH OHIWIWBWHOI UHJXODWH

3DOVJUDI Y /RQJ ,VODQG 55 &R $IYRQW WRISHUVRQDBOLW\ L
NH\QRWH RI WKH ZURQJ >Rl QHJOLJHQFH®@

Palsgraf 1 OW $QGUHZV - GLVVHQWLQJ 'H *X]PDQ VXSUD OQF
QRWLQJ WKDW WKH GLVWLQFWLRQ E H Walgra Q WWKIHOD M R D MW HUQ B | GALHV/E/HI

'H *X]PDQ VXSUD QRWH DW

(GZDUGV VXSUD QRWH DW (GZDUGV LV ZULWLQJ SULPDUL
.LQJGRP EXW QR RQ SRLQW FDVH ODZ H[LVWV LQ WKH 8QLWHG 6WDWHV
GUDZQ

%HOO Y OLFK &RXQFLO RI WKH $)6&0( 3 DW OLFK $

WKDW WKH RUJDQL]DWLRQ WKURXJK LWV UHODWLRQVKLS WR LWV PHPEH
LQIRUPOFWIDRI@GY VXSUD QRWH DW
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ILQG WKDW D QRQ DWWDFNHU SDUW\ RZHG D GXW\ WR WKH LC

7KH RWKHU PDMRU SUREOHP ZLWK KROGLQJ QRQ DWWD
UHODWHG WR SUR[LPDWH FDXVH 7UDGLWLRQDOO\ WKH Z
F\EHUDWWDFNHU ZRXOG VHUYH DV D VXSHUVHGLQJ EDXVH W
QRW EH YLHZHG DV IRUHVHHDEOH WKDW D PDOLFLRKV WKI
WUDGLWLRQDO UXOH IRU VXS HNAtsoh \G Ke@tickF & Mdiana/Bridie@ EH IR X G
Railroad ZKHUH WKH TXHVWLRQ LV ZKHWKHU WKH UDLOURDG LV
VWDUWHG ZKHQ D OLW PDWFK IHOO RQWR D SXGGOH RI JD
UDLOUR@aBon WKH DQVZHU WXUQHG RQ ZKHWKHU WKH OLW PI
WKH SXGGOH RI JDVROLQH LQ ZKLFK FDVH WKH UDLOURDG F
WKH OLW PDWFK ZDV LQWHQWLRQDOO\ WKURZQ RQWR WKH S
FDXVH DQ H[SORVLRQ LQ ZKLFK FDVH WKH UDLOURDG FRXC
SUHVHQFH RI D VXSHUVHGLQJ FDXVH

,Q WKH F\EHU FRQWH[W DQ XQVHFXUHG V\VWHP RU QHW
FRXOG EH DQDORJL]HG WR D QHJOLJHQWO\ VSLOOHG SXGGO|
WKHVH YXOQHUDELOLWLHY EHLQJ DQDORJL]JHG WR D PDOLFLI
JDVROLQH WR VWDUW D ILUH DQG GHVWUR\ WKH SURSHUW\ R
LV XQOLNHO\ WKDW D QRQ DWWDFNHU FRXOG EH KHOG OLDE
PDVWHUAY LQWHQWLRQDO DFWLRQV ZRXOG EH YLHZHG DV
FKDLYKH PRGHUQ UXOH DV IROORZHG LQ PDQ\ $PHULFDQ M:
FDXVDO OLQN WR EH SUHVHUYHG HYHQ ZKHQ DQ LQWHUFHGL
SURYLGHG WKH FLUFXPVWDQF#%WFDXN HV WIK®O F RUMYAW IDE® H

+RZHYHU LI LW LV KHOG WKDW FRPSXWHU RZQHUV KDYH D GXW\ W
SULYLOHJH WR GLVUXSW ERWQHWY ZLWK UHDVRQDEOH FRXQWHUVWULNH
PDQ\ LOQOWHUQDWLRQDO ODZ LPSOLFDWLRQV WR SHUPLWWLQJ FRXQWHU)
UHFRPPHQGDWLRQV OLNH WKLY DUH DGRSWHG

:DWVRQ Y .HQWXFN\ ,QGLDQD %ULGJH 55 6 : A S
ILUH LI WKH VSLOOHG JDVROLQH ZDV QHJOLJHQWO\ VHW RQ ILUH EXW ZR
VHW RQ ILUH

Watson 6 : DW
Watson 6 : DW
'H *X]PDQ VXSUD QRWH DW UHIHUULQJ WR QHJOLJHQFH RI

VXJIJHVWY UHFKDUDFWHUL]LQJ GXWLHV RI FDUH WR KRIOGWRPELH FRPSX
:KHWKHU D ]JRPELH FRPSXWHU RZQHU FDQ EH KHOG OLDEOH KDV EHHQ FRI
ObDzZ ZKHUH WKH SODLQWLII LV D SDUW\ ZKR ZzDV LQMXUHG E\ EHLQJ VWU.
WKH VWROHQ FDU ZKR KDG OHIW WKH NH\V LQ WKH LIJQLWLRQ 'H *X]PDQ
DV EHLQJ WKDW WKH GHIHQGDQW FDU RZQHU LV QRW OLDEOH 'H *X]PDQ
IURP XQVHFXUHG FRPSXWHUV EHFDXVH J]RPELH FRPSXWHUY DWH QHYHU F

. HQWXFN\ IRU HI[DPSOH QR ORQJHU IR O OWatsth WoKH L WXNORHQ LYV V: FRRZ\@ H

6 : G A KROGLQJ WKDW WKH VRXUFH RI D VSDUN WKDW
SLOH Rl WUDVK ZDV QRW D VXSHUVHGLQJ FDXVH VXIIsedralstl QWUWR HM FYXXV H
&LW\ RI 1HZ <RUN 1 ( G 1< KROGLQJ WKDW VHOOLQJ JD"

ZKR ODWHU FRPPLWWHG DUVRQ GLG QRW SHUPLW SODLQWLIIV WR UHFRY
WKDW D WHFKQLFDO YLRODWLRQ FRQFHUQLQJ JDVROD® $tc (RRQWDGYHUV Z
VXSUD QRWH DW DUJXLQJ WKDW LW ZRXOG QRW EH UHDVRQDEO\
VHFXUH WKHLU V\VWHP ZRXOG FDXVH KDUP WR DQRWKHU SDUW\
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VHFXULW\ PHDVXUHVY DQG F\EHUDWWDFNV LV VHOI HYLGHQW
WR QHJDWLYH FRQVHTXHQHRH¥RXRBRW FREOHDIRZW QD MWMNOVH PRGHUQ
ILQG WKDW WKH FDXVDO UHODWLRQVKLS LV SUHVHUYHG $ F
DFWV LV WKXV OLNHO\ WR FRQFOXGH WKDW SUR[LPDWH FDX\
WRUWLRXYV DFW RI D WKLUG SDUW\

‘H DUJXH WKDW FLYLO OLDELOLW\ RI QRQ DWWDFNHUV Z
UHFRXUVH EHFDXVH RI WKH GLIILFXOW\ RI HVWDEOLVKLQJ D
PRGHUQ UXOH IRU FDXVDWLRQ ZRXOG KD Fatsgnaf RF R Q F IRUIRIOIR
GXW\ IRU D QHJOLJHQFH FODLP DJDLQVW D QRQ DWWDFNHU
FRXUW ZRXOG ILQG ERWK D GXW\ DQG DQ XQEURNHQ FDXVDC(
H[LVW LW LV DOVR LPSRUWDQW WR QRWH SRWHQWLDO GHIF
HYDOXDWH WKH RYHUDOO OLNHOLKRRG RI VXFFHVV RI D JLYFE

D SBRWHQWLDO GHIHQVHVY WR FODLPV RI QHJOLJHQFH

'KHQ UHVSRQGLQJ WR DOOHJDWLRQV RI QHJOLJHQFH D (
QHIJDWLQJ DQ HOHPHQW RI WKH SULPD IDFLH FDVH IRU QHJ
QHJOLJHQFH FRQWULEXWHG WR KLV LQMXU\ DQG DUJXLQ.
$VVXPSWLRQ RI WKH ULVN LV QRW OLNHO\ WR EH DFFHSWHG
RSWLRQ $VVXPLQJ WKH ULVN E\ GRLQJ ZKDW" %\ EHLQJ RQ
XQSURWHFWHG FRPSXWHUV WKDW PLJKW EH FRPSURPLVHG"
DVVXPHG WKH ULVN RI EHLQJ VWUXFN E\ D FDUHOHVV GUL)\
FURVVZDON 2U PLJKW WKH YLFWLP KDYH DVVXPHG WKH U!
FRPSXWHU EHFDXVH RI WKH NQRZOHGJH RI KRZ PDQ\ EXJV D
DQ\ RIIl WKH VKHOI VRIWZDUH" 7KLV RSWLRQ LV DOVR XQOl
DOWHUQDWLYHV" 5HTXLULQJ HYHU\RQH WR SURJUDP WKHLL
VRIWZDUH" :KDW LI WKH VXLW IRU QHJOLJHQFH LV DJDLQVW L
VHFXUH WKHLU V\VWHPVY OHG WR DQ DWWDFN WKDW LQWHU
ZHHNVY DW D WLPH OHDGLQJ WR VDQLWDWLRQ LVVXHV IRRG
RI DLU FRQGLWLRQLQJ GXULQJ D SDUWLFXODUO\ KRW VXPPI
FRPSDQ\ DVVXPH WKH ULVN RI D SURORQJHG LQWHUUXSWLR
VWURNH LQ UHWDLQLQJ WKH VHUYLFHV RI WKDW HOHFWULF F
WKH ULVN ZRXOG DOPRVW VXUHO\ EH XQFRQVFLRQDEOH

$ QRQ DWWDFNHU GHIHQGDQW KRZHYHU PLJKW EH DEO
SDUW\AV RZQ QHJOLJHQFH FRQWULEXWHG WR KLV LQMXU\ |
ZHUH LQ SDUW GXH WR WKHLU RZQ QHJOLJHQFH WKH HIIHFV
MXULVGLFWLRQ ,Q D FRQWULEXWRU\ QHJOLJHQFH MXULVGLF
DV D FRPSOHWH EDU WR UHFRYHU\ ,Q D FRPSDUDWLYH QHJO
LV QRW D FRPSOHWH EDU WKRXJK LWV HIIHFW RQ WKH SOL
SDUW\ WKH FRXUW IRXQG PRUH DW IDXOW

(VSHFLDOO\ FRQVLGHULQJ WKH GDWD DERXW WKH 3VXUYLYDO WLF
VXSUD QRWH DwW FLWLQJ D IRXU PLQXWH VXUYLYDO WLPH IRU XQSU

7(56., +(1'(5621supra QRWH DW

Seeid. DW
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7KH WKLUG ZD\ WR EXLOG D GHIHQVH DJDLQVW D QHJO
HOHPHQWY RI QHJOLJHQFH 7KLV RSWLRQ LV ODUJHO\ GLVFX
LVVXHV ZLWK SURYLQJ D FDVH IRU QHJOLJHQFH LQ WKH F\E*F
GXW\ DQG ZKHWKHU SUR[LPDWH FEDXVH H[LVWV $ QRQ DW
VRIWZDUH RU SURYLGHV D VHUYLFH FRXOG DOVR DVVHUW W
SRLQWLQJ WR FRQWUDFW ODQJXDJH 6RPH FULWLFDO VHUYL
LQFOXGH FRQWUDFW ODQJXDJH LPSRVLQJ QR OLDELOLW\ IR
SURYLGHUZAY DELOLW\ WR DYRLG WKURXJK UHDVRQDEOH GLO
DFWV Rl *RG RKHZWHBUPV Rl VRIWZDUH OLFHQVHV DOVR RIW
OLDELOLW\ DQG DQ\ DOOHJDWLRQ WKDW D VRIWZDUH FRPS
RYHUFRPH WKH VRIWZDUH XVHUAV RZQ DFFHSWDQFH RI WKF
8QGHU WKH FXUUHQW UHJLPH LW LV OLNHO\ WKDW VRIWZDU
FODLPV DOOHJLQJ FROODWHUDO GDPDJH VWHPPLQJ IURP QH.
SRLQWLQJ WR WKH WHUPV RI FRQWUDFWY DEFHSWHG E\ WKH

SUHVLGHQWLDO DXWKRULW\

$QRWKHU RSWLRQ WR DGGUHVV F\EHUDWWDFN LV WR LQ\
WKH SRZHU WR RUGHU DFWLRQ HLWKHU H[HFXWLQJ F\EHUDW\

$UWLFOH ,, RI WKH 8QLWHG 6WDWHV &RQVWLWXWLRQ Yt
ZKR LV DOVR GHVLJQDMWRKLWIKR | &RIRP DQDGMLLR G/AR Q \DW P\W & W RRJ
ODZ VFKRODUV RIWHQ GLVFXVV WKH LGHD Rl SUHVLGHQWLDC
E\ YDULRXV FODXVHV DQG WKH SRVVLELOLW\ WKDW WKH
SUHVLGHQWLBOLSRZIWWRP WKH FODXVH LQ $UWLFOH ,, PDNLQJ
LE&KLHI RI WKH DUPHG IRUFHV DQRWKHU SRWHQWLDO VR
&RQVWLWXWLRQ LV WKH ILUVW VHQWHQFH Rl $UWLFOH ,, ZKl|
LV *YHVWHG LQ D3BRERQER®W RI WKH 9HVWLQJ &ODXVH WK
9HVWLQJ &ODXVH FUHDWHY D FDWHJRU\ RI DFWLRQV WKDW D
FOHDU ZKDW WKH VFRSH RI WKLV *H[HFXWLYH 3RZHU " LV

7KHUH DUH DOVR LQVWDQFHV ZKHUH &RQJUHVV H[SOLFL
RYHU FHUWDLQ VHFWRUV GXULQJ WLPHV RI FULVLV VXFK D\

See 6DQ 'LHJR *DV (OHFWULF &RPSDQ\ 5XOH KWWS 727ZZ VG.
58/(6B(58/( SGI ODVW YLVLWHG $sU

Eg. 'DYLG 5 &HRitk@rapQClickwrap, and Other Software License Agreements: Litigating a
Digital Pig in a Poke in West Virginia 9% / 5(9 TXRWLQJ ODQJXDJH IURP WI

6RIWZDUH /LFHQVH $JUHHPHQW DV DEVROYLQJ $SSOH IURP OIHDELOLW\
GDPDJHYVY DUH FDXVHG E\ D NQRZQ GHIHFW
8 &2167$57,, T FO * D What Durky Be@ath: NSA Surveillance and Executive
Power % /85(9
/IDZVRQ IRU H[DPSOH LV D SURSRQHQW RI WKH 9HVWL/Qd &ODXVH
HIHFXWLYH 3RZHU VKDOO EH YHVWHG LQ D 3 $¢¢ yehdaHyQ M R RWQK H/ 8 U b/ iR &
butsee *UDQW VXSUD QRWH DW DUJXLQJ WKDW DVVHUWLRQV RI |
SRZHUV FODXVH RI WKH &RQVWLWXWLRQ DUH 3SROLWLFDOO\ XQSDODWHD
See 6WHYHQ * &DODEUHVL The Btitt@al+Con&ikufoG: KNitary Executive, Plural
Judiciary $59 / 5(9 VHWWLQJ IRUWK DQ DUJXPHQW IRU LQWHUS
LQGHSHQGHQW JUDQW RI SUHVLGHQWLDO DXWKRULW\
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BHFWLRQ D SURYLGHV IRU 3UHVLGHQWLDO DXWKRULW\ W
DV HVVHQWLDO WR QDWLROWDEOWERHQVIE DSAGCRVHG MV LU 3UH\
WR VXVSHQG UXOHV DSSOLFDEOH WR ZLUH FRPPXQLFDWLRQ\
LQ FRQWURO RI FRPPXQLFDWLRQV IDFLOLWLHY DQG HTXLSPF
WR WKH IDFLOLW\ RZQHUV ZKHQ WKHBEWLRQN VWDMX}5 RU VRK |
RI WKH 8 6 &RGH DOVR VHW IRUWK SUHVLGHQWLDO DXWK
WUDQVDFWLRQV ZLWK IRUHLJQ FRXQWULHV ZKHQ D QDWLRQI
3XQXVXDO DQG H[WUDRUGLQDU\ WKUHDW' WKDW LQ VXEVW
6WDWRAKNHUH KDYH EHHQ GLVFXVVLRQV DERXW SRWHQWLDOO\
GRZQ QHWZRUNV LQ WKH FDVH RI DQ HPHUJHQF\ EXW VRPH
ZRXOG QRW QHFHVVDULO\ DGGUHVV D GHPRQVWUDEOH QHHG
'KHQ PLJKW WKH ([HFXWLYH EUDQFK VWHS LQ DQG GLFW
RQH HQG WKH ([HFXWLYH EUDQFK SRVVHVVHV VXEVWDQW
DGPLQLVWUDWLYH DJHQF\ UHJXODWLRQV 7KH DXWKRULWLH
WKHP E\ &RQJUHVV DQG WKH UHTXLUHG SURFHGXUHV DUH V|
$3$ 2Q WKH RWKHU HQG RI WKH VSHFWUXP H[LVWV WKH D}
WKH &RPROEXAHIU Rl WKH QDWLRQAYV PLOLWDU\ IRUFHV ZKLF
ZDV LQFOXGHG LQ WKH &RQVWLWXWLRQ WR VHW IRUWK WKH
GHJUHH RI FLYLOLDQ FRQW URKH RBYUHLY PG B QW EEWA DREZAHQY DW \ W K
&KLHI LQFOXGHVY WKH FRQFHSW RI PDUWLDO ODZ ZKLFK Pl
EUHDNGRZQ RI FLYLO ODZ DQG WKH JRYHUQP H QA HWDH/ DAURH V\
KRZHYHU VXEVWDQWLDO TXHVWLRQV DERXW ZKHWKHU WKH
GHFODUH PDUWLDO ODZ RU ZKHWKHU &RQJUHVV PXVW DSSUTF
8QGHU FHUWDLQ FLUFXPVWDQFHV WKH 3UHVLGHQW F|
&RPPDQGEHKLHI RI WKH QDWLRQAZV PLOLWDU\ IRUFHV WR RU

86 & t

86 & T seealso %UHQQHU &ODUNH VXSUD QRWH DW |
LV XQFOHDU ZKHWKHU VHEWLRQ AV ¥X¥H QW XWKHF RRXQE® EZDH[WHQW KB MW
F\EHUZDUIDUH LYFWMRMWXDUO%HFDXVH Rl WKH FXOWXUDO LPSRUWDQFH R
VWURQJO\ DUJXHV DJDLQVW JLYLQJ WKH 3UHVLGHQW EURDG DXWKRULW\
2SGHUEHFN VXSUD QRWH DW %UHQQHU DQG &ODUNH HYDOXDWHG \
QHWZRUNV WR DGGUHVV SRWHQWLDO F\EHUZDU LVVXHV %UHQQHU &OD
GHILQHYVY QDWLRQDOL]DWLRQ DV WKH 3DFW RI EULQJLQJ DR LQE&XVWU\ XQ

' ,&7,2185< 74 (' %UHQQHU &ODUNH VXSUD QRWH DW 'KHQ W
DQ LQGXVWU\ WKH LQGXVWU\ VWLOO H[HFXWHV DOO RI LWV WUDGLWLRQ
%UHQQHU &ODUNH VXSUD QRWH DW

8 6 & Tt

IRMHLP VXSUD QRWHRMHLIPWMLY DOVR FULWLFDO RI WKH LGHD RI PLC
VHFXULQJ FLYLOLDQ V\VWHPV VLQFH WKH 16%$ LV QRW D YHU\ WUXVWHG |
Id. DW

See 86 & ¥ 6 XEFKDSWHUYV WKURXJK Rl &KDSWHU R
UHTXLUHPHQWY IRU WKH W\SH RI IRUPDO DJHQF\ DFWLRQ WKDW LV OLNHC
IDZVRQ VXSUD QRWH DW

$$0 -85 ' Military and Civil Defense
See,e.g, -DVRQ &R O Q\RépwblickLEGddgencies: Martial Law in American Jurisprudence
& 11/ 5(9
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FRQJUHVVLRQDO DSSURYDO XQGHU WKH :BKRUGBWZHUYVIRHPFK
DGPLQLVWUDWLYH DFWLRQ PDUWLDO ODZ RU PLOLWDU\ DF\
DXWKRULW\ WR RUGHU SULYDWH SDUWLHV WR WDNH VSHFLI
ZRXOG OLNHO\ EH OLPLWHG WR WKH QDWLRQDO VHFXULW\ F
VWDQGDUGV RQ VRIWZDUH PDQXIDFWXUHUV RU LQGLYLGXD
+RZHYHU WKHUH FRXOG SRWHQWLDOO\ EH VRPH DXWKRULW\
WKHLU WHFKQRORJ\

7TKHUH KDYH EHHQ DUJXPHQWY RYHU WKH \HDUV WKDW
DXWKRULW\ WR WDNH DFW QRCQ\H ITovh@éwhHhe:tRP FubeQ0G. H.U
Sawyer WKH 6XSUHPH &RXUW HYDOXDWHG ZKHWKHU 3UHVLGH
SUHYHQW LQWHUUXSWLRQ RI PDQXIDFWXULQJ E\ D VWULNH
GHFODUDWLR®L®IHZDWDMRULW\ RI MXVWLFHVY DJUHHG WKDW
VFRSH RI WKH H[HFXWLYH SRZHU XQGHU WKH &RQVWLWXWLR
ZRXOG DSSO\ 7KH VHL]XUH ZDV YLHZHG DV EHLQJ DQDORJR?
&RQIJUHVVAEAYV HQXPHUDWHG SRZHUV QRW WKH 3UHVLGHQW A\
WKH &RQVWLWXWLRQ DV DOORZLQJ IRU DQ\ LQKHUHQW SUH
RWKHU KDQG VXJJHVWHG WKDW WKH 3UHVLGHQW PD\ KDY
-DFNVRQAYV FRQFXUULQJ RSLQLRQ SURYLGHG D PRUH KHOSIX
DXWKRULWSQ\GHDFWVWLFH -DFNVRQAZV WHVW WKHUH DUH WK
RI' D 3UHVLGHQWAY SRZHUV 7KH 3UHVLGHQW KDV WKH PRV
SUHVLGHQWAY DFWLRQ WKH OHDVW DXWKRULW\ ZKHQ KLV
&RQJIJUHVYVY DQG DQ LQWHUPHGLDWH DPRXQW RI DXWKRULW\
UHPDLQV LQGLIITHUHQW DERXW WKH VXEMHFW ZKHQ &RQJU
SUHVLGHQWAY DFWLRQV

7R ZKDW H[WHQW GRHV WKH 3UHVLGHQW KDYH WKH DX\
UHTXLUH WKH SULYDWH HQWLWLHV LQ FRQWURO RI FULWLF
VIVWHPV" 8QGHU 6HFWLRQ G RI WKH &RPPXQLFDWLRQV $F
WR WDNH FRQWURO RI FRPPXQLFDWLRQV SURYLGHUYV DQG UH
ZzDU" D WHUP WKDW LV QRW GHILQHG EXW WKHUH GRHV QfF
RYHU RWKHU FULWLFDO LQIUDVWUXFWXUH VXFK DV SRZHU C

G KRZHYHU LV SRWHQWLDOO\ EURDG HQRXJK WR SHUPI
FULWLFDO LQIUDVWUXFWXUH DFFHVV WR WKH ,QWHUQHW V
FRPPXQLFDWLRQV IDFLOLWLHY DQG HTXLSPHQW ZKHQ WKHUF
IXOO\ FOHDU ZKHWKHU &RQJUHVVAV XVH RI WKH WHUP 3ZDU
FRQIOLFWYVY RU RQO\ NLQHWLF ZDU

7TKHUH PD\ KRZHYHU EH DQ DUJXPHQW WKDW LQ HQDFW
IRU WKH 3UHVLGHQW WR KDYH FRQWURO RYHU FULWLFDO FF
DQRG WKDW WKLV LQWHQW ZRXOG DOVR H[WHQG WR DQ LQV
HOHPHQWY RI WKDW FRPPXQLFDWLRQV LQIUDVWUXFWXUH WK
LQIUDVWUXFWXUH ,QVRIDU DV SRZHU FRPSDQLHV XWLOL]H

86 & ft +
8 6
&R Q GUpRQQRWH DW
8 6 -DFNVRQ - FRQFXUULQJ
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VHUYLFHYVY WKHUHIRUH 6HFWLRQ G PLJKW SHUPLW WKH 3
WKH PHWKRGV WKURXJK ZKLFK WKHVH SRZHU FRPSDQLHV D
WHFKQRORJ\ WR WKH RXWVLGH ZRUOG 7KHUH GRHV QRW I
DXWKRUL]DWLRQ IRU B3UHVLGHQWLDO DXWKRULW\ RYHU FUL)
GXULQJ D VWDWH RI ZzDU RU D WKUHDW RI ZzDU 7KHUH PD\ |
IXUWKHU DQDO\VLV RI WKH OHJLVODWLYH KLVWRU\ ZRXOG E}
DXWKRUL]J]DWLRQ H[LVWYV

D $SSO\LQJ -XVWLFH -DdnNoRQ £Y WHVW IURP

| ZH DVVXPH WKDW WKH 3UHVLGH Q\®AE VHDXDAKR D VWA KDH/ KA
WKH ([HEXWLYH EUDQFK LQFOXGHV WKH SRZHU WR GR VRPH
LQ WKH &RQVWLWXWLRQ RU LQ VWDWXWRU\ ODQJXDJH LQ H\
WR UHTXLUH SULYDWH DFWRUV WR LPSOHPHQW VWURQJHU F
-DFNVRQAV WHVW LQ KL YouRgR&@F X M WKL R SLQ LIRHDQZKHUH &
H[SUHVVO\ VXSSRUWHG WKH XVH Rl SUHVLGHQWLDO DXWKRU
SULRU DQDO\VLV RI VWDWXWRU\ DXWKRULW\ +RZHYHU WKE
SWHGHQWLDO FRQWURO RI ZLUHG FRPPXQLFDWLRQV &RQJUF
RYHU WKH PHWKRGV XVHG WR VHFXUH ZLUHG FRPPXQLFD)\
JRYHUQPHQW FRQWURO WR EH H[HUWHG RYHU HTXLSPHQW
DQG VKRXOG EH IODJJHG DV D WRSLF RI IXUWKHU VWXG\

7KH PRUH LPSRUWDQW TXHVWLRQ LQ GHWHUPLQLQJ WKI
H[HUFLVH RI 3UHVLGHQWLDO DXWKRULW\ ZRXOG EH FRXQWH
7KLV LV D WULFN\ TXHVWLRQ DQG UHTXLUHYV DQDORJL]LQJ /I
FDQ EHJLQ WR VKDSH DQ LGHD Rl WKH FRQGLWLRQV ZKHQ &
XVH Rl SUHVLGHQWLDO DXWKRULW\ WR XQLODWHUDOO\ LPSR
LQIUDVWUXFWXUH 8QGHU BHFWLRQ RI 7LWOH LQYROY
SULYDWHO\ KHOG FULWLFDO LQIUDVWUXFWXUH LV OLPLWHG
7KLV IRFXV RQ YROXQWDU\ HOHFWLRQ E\ SULYDWH RZQHU"
&RQJUHVV ZRXOG QRW DSSURYH RI WKH ([HEXWLYH EUDQF
FRQWUROOLQJ FULWLFDO LQIUDVWUXFWXUH DV D PDWWHU R/
&RPPXQLFDWLRQV $FW VXJJHVWV WKDW &RQJUHVV ZRXOG I
DXWKRULW\ ZKHQ WKH FRXQWod\DZI/\K KXHIGW LR ID Z\DW D WGEIGR WZ R |

DQG RI 7LWOH VXJIJHVW WKDW &RQJUHVV ZRXOG DS
DXWKRULW\ RYHU WUDQVDFWLRQV ZLWK IRUHLJQ QDWLRQV :
QDWLRQDO HPHUJHQF\ ,W LV DOVR LPSRUWDQW WR GHWHUP
LQ 6HFWLRQ G LQWHQGHG IRU WKH WHUP WR DOVR FRYH!

$IWHU ORRNLQJ DW RWKHU VWDWXWHY ZH FRQFOXGH |
H[SOLFLW VXSSRUW IRU WKH H[HUFLVH Rl SUHVLGHQWLDO D
QHFHVVDULO\ EH FRXQWHU WR &RQJUHVVLRQDO ZLOO LQ DO
WR LPSRVH F\EHUVHFXULW\ UHTXLUHPHQWY RQ SULYDWH H
FRQIOLFW RU GHFODUHG QDWLRQDO HPHUJHQF\

86 & t DXWKRUL]JLQJ '+6 WR SURYLGH F\EHUVHFXULW\
FULWLFDO LQIUDVWUXFWXUH 3XSRQ UHTXHVW ~
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)XUWKHU DQDO\VLYV ZRXOG EH EHQHILFLDO WR HYDOXDW
3UHVLGHQW DXWKRULW\ RYHU PHDVXUHV WDNHQ WR VHFXU]
FULWLFDO LQIUDVWUXFWXUH DUHDV (YHQ LI WKDW LQWHQW
RSSRVLWLRQ WR &RQJUHVVLRQDO ZLOO IRU WKH 3UHVLGHQ\
GHFODUHG QDWLRQDO HPHUJHQF\ 6R DV ORQJ DV &RQJUHV\
WKHQ WKH 3UHVLGHQW FRXOG H[HUFLVH DXWKRULW\ LQ WKH

E :LUHWDSSLQJ

$QRWKHU DOWHUQDWLYH LQWHUSUHWDWLRQ PRGHO LV
EHIJDQ XQGHU 3UHVLGHQW %XVK ,Q HYDOXDWLQJ WKH DFWL
FRQFOXGHG WKDW WKH ZLUHWDSSLQJ ZDV FRQVLVWHQW ZL
&RQVWLWHIMLRQ FRQFOXGHYV WKDW WKH 3UHVLGHQW KDV WK
DUH FULWLFDO WR QDWLRQDO VHFXULW\

W VKRXOG EH QRWHG WKRXJK WKDW HYHQ LQ WKFE
$GPLQLVWUDWLRQ MXVWLILHG LWV DFWLYLWLHV E\ UHIHUULC
&RQVWLWXWLRQ WR WDNH DFWLRQV WR SURWHFW QDWLRQDC
WR DFW 7HOHFRPPXQLFDWLRQV FRPSDQLHV WKDW FRRSHUD
VR YROXQWDULO\ ,W LV WKHUHIRUH XQFOHDU LI WKH VDPH M
LQ IRUHLJQ VXUYHLOODQFH ZRXOG DSSO\ WR WKH SUHVHQW
3UHVLGHQW FDQ LPSRVH QHWZRUN VHFXULW\ VWDQGDUGV R
WR QDWLRQDO VHFXULW\ VXFK DV RZQHUV DQG RSHUDWRUV

| WKH IRFXV LV RQ ZLUHWDSSLQJ DV D PRGHO WKH HPS
ZRXOG EH RQ YROXQWDU\ SDUWLFLSDWLRQ ,Q WKDW VLWXD
PLJKW HQFRXUDJH YROXQSWHIDVU GOKWWM FRIS RQIHRE)N SRVLWLRC
ZLUHWDSSLQJ YLRODWHG ),6$ WKH SUHVHQFH RI YROXQW
WHOHFRPPXQLFDWLRQV SOD\HUV OLNH $7 7 VXJJARWNW WKD
FRPSDQLHV DOVR DVVHUW WKDW WKH\ DUH REOLJDWHG WR
SXEOLF ZHOMPQHNVKRXJK WKDW WKH ZLUHWDSSLQJ FRQWURY

86 'HS W RI -XVWLFH /HJDO $XWKRULWLHV 6XSSRUWLQJ WKH $I
'"HVFULEHG E\ WKH 3UHVLGHQW -DQ 37KH 3UHVLGHQW KDV WKH
SURWHFW $PHULFD IURP DWWDFN DQG WKH &RQVWLWXWLRQ JLYHV WKH
UHVSRQVhEILAdAMWKWWS 2Z2Z2Z MXVWLFH JRY RSD ZKLWHSDSHURQQVDOHJIDO

Id, DW

7KLY DUWLFOH GRHV QRW KRZHYHU WDNH D SRVLWLRQ RQ WKH
ZLUHWDSSLQJ FRQWURYHUV\ RQO\ DV DQ LOOXVWUDWLRQ RI DQ DGPLQLYV
SULYDWH VHFWRU LQ WKH LQWHUHVW RI WDNLQJ DFWLRQV YLHZHG E\ WKI

$IWHU WKH ZLUHWDSSLQJ FRQWURYHUV\ EHFDPH ELJ QHZV $7 7 U
$7 7EAV LQWHQW WR XVH FRQILGHQWLDO XVHU LQIRUPDWLRQ WR SURWHF
UHVSRQG WR OHJDO SURTRH Rawrites RNek: GourDdaUSKY Yours 6 ) &+521 -XQH

DW &

l[d. 3LQJORELOH 7HUPV RI 8VH KWWS ZZZ SLQJPRELOH FRP WHUP\
OLGFHQWXU\ 7THOHFRP 3ULYDF\ 6WDWHPHQW KWWS Z7ZZZ PLGFHQWXU\ FRI

IDQJXDJH XVHG LQ WKLV FRQWH[W PD\ EH VRPH YDULDWLRQ RQ Wt
ODZ HQIRUFHPHQW DQG RWKHU JRYHUQPHQW DJHQFLHV UHVSRQVLEOH |
LQGLYLGXDO RU WKH VHFXULW\ LQWHUHVWYV RI WKH HQWLUH QDWLRQ °
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IRUPDO PRGHO IRU YROXQWDU\ SDUWLFLSDWLRQ DW WKH Yl
LQGXVWU\ FRRSHUDWLRQ UHODWLQJ WR D FRQWURYHUVLDO \

,Q WKH FDVH RI ZLUHWDSSLQJ WKLV VHQVH RI SDWULR
SRVLWLRQ WKDW WKH WHOHFRPPXQLFDWLRQV FRPSDQLHV ZI
EHKHVW RI JRYHUQPHQW RUJDQL]DWLRQV WKH\ EHFDPH V)
YLRODWLRQV RI WKH )RXUWK $PHQGPHQW WKDW PLJKW HQVX
4ZHVW ZDV SUDLVHG IRU WKHLU UHIXVDO WR FRRSHUDWH =
FRPSDQLHY GHQLHG WKDW WKH\ KDG SDUWLFLSDWHG HYHQ W
+RZHYHU SULYDWH FRPSDQLHV KDYH IHZHU UHDVRQV WR Q
WKDQ ZLWK ZLUHWDSSLQJ UHTXHVWYVY EHFDXVH WKHLU FXVW
WKH IRUPHU W LV OLNH WKH GLIITHUHQFH EHWZHHQ D VWRU
JXDUG IROORZLQJ FXVWRPHUV DQG UHFRUGLQJ WKHLU FRQYF

&RPSDQLHV RIWHQ LQFOXGH ODQJXDJH LQ WKHLU SULYDI
FRQILGHQWLDO LQIRUPDWLRQ WR JRYHUQPHQW ZKHQ WKH JI
ZLWK WKH ODZzZ 7KLV VXJJHVWV WKDW PDQ\ FRPSDQLHV ZR
JRYHUQPHQW UHTXHVWV WR HQKDQFH F\EHUVHFXULW\ PHD
VHFEXULW\ HYHQ LI WKH\ ZRXOG QRW KDYH FRRSHUDWHG ZL\
FRQWUDU\ WR ),6$ $V ORQJ DV RQO\ SDVVLYH GHIHQVH VWI
WKHUH ZRXOG EH RSSRVLWLRQ WR FRRSHUDWLRQ UHTXHVW\
LQIUDVWUXFWXUH SURYLGHUV WR LPSOHPHQW DFWLYH GHIH
PLWLIJDWLYH FRXQWHUVWULNHY DJDLQVW F\EHUDWWDFNHUYV
UHTXLUH PRUH FDUHIXO RYHUVLJKW 7KLV LV EHFDXVH RI
PLWLIJDWLYH FRXQWHUVWULNH KDUPV DQ LQQRFHQW SDUW\
GXH WR WKH SRVVLELOLW\ WKDW D PLWLJDWLYH FRXQWHL
FRXQWULHYV

‘H WKXV FRQFOXGH WKDW WKHUH PD\ EH DGHTXDWH HI[F
FRPSOLDQFH ZLWK SDVVLYH F\EHUVHFXULW\ VWDQGDUGV +F
PDQV WKDW WKLV W\SH RI YROXQWDU\ FRPSOLDQFH ZRXOG |
PLWLJDWLYH FRXQWHUVWULNLQJ 3ULYDWH RZQHUV RI &1, D!
FDSDELOLWLHYVY WR DFWLYHO\ PLWLJDWH KDUP LQ WKH DEVHC(
$ FULWLFDO LQIUDVWUXFWXUH SURYLGHU WKDW DFFHSWYV D
PLWLIJDWLYH FRXQWHUVWULNHY ZRXOG DOVR UXQ WKH UL
FRPEDWDQWY DQG WKXV OHJLWLPDWH WDUJHWYV TKH PLOL!
LPSRUWDQFH RI KDYLQJ D UHOLDEOH OHJDO IUDPHZRUN WR
&1, LV RQH RI WKH PRVW LPSRUWDQW UHDVRQV WKDW ZH Dl
UHJLPH WR UHJXODWH DFWLYH GHIHQVH

$V GLVFXVVHG DERYH WKH FXUUHQW OHJDO UHJLPH WR

-LP =D UPHdReO Companies Distance Themselves from NSA 135 0D\
KWWS ZZZ QSU RUJ WHPSODWHYV VWRU\ VWRU\ SKS"VWRU\,G
See *UDKDP VXSUD QRWH DW QRWLQJ WKH TXHVWLRQ RI ZKH
PHDVXUHVY PXVW EH YLHZHG DV 20DZIXO FRPEDWDQWY" DFFRUGLQJ WR WK



MITIGATIVE COUNTERSTRIKING > $SU

PDQ\ GHILFLHQFLHV 7KH SULPDU\ ODZ SURKLELWLQJ F\EHU
FRQWDLQV PDQ\ GHILFLHQFLHV LQ LWV ODQJXDJH DQG SUHYI
F\EHUDWWDFNV WKURXJK FLYLO ODZ DUH DOVR GHILFLHQW
DWWDFNHU GLUHFWO\ EXW DOVR EHFDXVH QHJOLJHQFH FDX\
EH VXFFHVVIXO 7KHUH LV DOVR SRWHQWLDO DUJXPHQW IRU
LWV UHODWLQJ WR QDWLRQDO F\EHUVHFXULW\ FRQFHUQYV
KRF SUHVLGHQWLDO SRZHU LQ WKH HYHQW RI D PDMRU F\EH
SUHSDULQJ D V\VWHP LQ DGYDQFH WR DGGUHVV WKHVH SURE
,Q DGGLWLRQ WR GRPHVWLF OHJDO LVVXHV WKHUH D
LPSOLFDWKRQM& UHSRUW QRWHV WKDW OLQHV EHWZHHQ W\S
FXUUHQW OHJDO UHJLPH ZKLFK GUDZV D GLVWLQFWLRQ EH
DQG QDWLRQDO FUWIQFFIH) B\E MWDZWWDFNV LPSOLFDWH LQWHUQTL
ZH QRZ WXUQ WR VRPH SRWHQWLDO DSSURDFKHV WR F\EHUD

B. International Law

7KH DERYH VHFWLRQ VHWY RXW ZD\V RI DGGUHVVLQJ F\E
WKH DSSURDFK WR VXFK LVVXHV YDULHWRVZLIRQUHIFDRWOWE
DGGUHVV WKHLU GRPHVWLF F\EHUVHFXULW\ LVVXHV KRZHY
DUWLFOH WKH FXUUHQW GLIILFXOWLHV RI DGGUHVVLQJ F\EI
SURYLGH EDFNJURXQG RQ WKH FRPSOLFDWHG LVVXHV WKD
LOWHUQDWLRQDO ODZ LQ RUGHU WR XQGHUVFRUH WKH LPS
&EXUUHQWO\ WKHUH LV WRR PXFK XQFHUWDLQW\ LQ KRZ WR
SRWHQWLDO DWWDFNHUV DUH WKXV XQOLNHO\ WR EH GHWHU
RU zDU FULPHYV FKDUJHV 7KLV VXSSRUWY RXU DUJXPHQW WK
FRXQWHUVWULNLQJ LV QHFHVVDU\

,Q WKH SUHYLRXV VHFWLRQ ZH H[DPLQHG GRPHVWLF O
LVVXH RI ZKHWKHU 8QLWHG 6WDWHYVY ODZ KDV EHHQ YLROD\)
DWWDFNHU LV ORFDWHG LQ D IRUHLIJQ QDWLRQ RXWVLGH WK
DQ DWWDFNHU FDQ EH VSHFLILFDOO\ LGHQWLILHG RQH RSWL
8QLWHG 6WDWHV WR EH WULHG IRU WKHLU FULPHV $QRWKH!I
WKDWQWWISXUVXH FULPLQDO VDQFWLRQV DIJDLQVW WKH DW\

)L Uvw KRZHYHU WKH DWWDFN PXVW EH DWWULEXWH
F\EHUDWWDFNV LV LPSRUWDQW LQ WKH LQWHUQDWLRQDO O

See 158&85(3257supra QRWHDW DUJXLQJ WKDW WKH 'HSDUWPHQW RI 6WDW
IRUPLQJ F\EHUDWWDFN SROLF\ EHFDXVH RI WKH LQWHUQDWLRQDO LPSOLF

Id. DW

8QGHU (XURSHDQ ODZ LW LV UHFRJQL]J]HG WKDW GDWD RROGHUYV |
WKH ZKROH OLDELOLW\ IRU KDUP GRHV QRW HQWLUHO\ UHVLGH ZLWK WKH
6LPRQ / *DCoBputerKkime in the Global Village: Strategies for Control and Regulation - in Defence of

the Hacker 1,7/ - 628 | ,Q -DSDQ XQDXWKRUL]JHG DFFHVV LVQ/
LQWUXGHU FLUFXPYHQWHG D VHFXULW\ PHDVXUH WR JDLQ DFFHVV 'RZQl
WKH &RPSXWHU OLVXVH $FW RI ZKLFK VRPH KDYH DUJXHG FRXOG EH

(GZDUGV VXSUD QRWH DW
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JRYHUQ UHVSRQVHV GHSHQGLQJ RQ ZKHWKHU W®&HVBW \FDFMN \Z
RI DWWDFNV RQ (VWRQLD *HRUJLD DQG WKH 3HQWDJRQ WK
KDG VSRQVRUHG WKH DWWDFNV EXW QR UHVSRQVLELOLW\ F
SUREOHP WKH DWWDFN LV DWWULEXWHG WR D QRQ VWDWH T
FULPLQDO VDQFWLRQV VRPH QDWLRQV PD\ SXQLVK WKH DWW
WKH YLF®RMPH DUHDV RI LQWHUQDWLRQDO ODZ DOVR DGGL
HQIRUFHPHQW VXFK DV WKH 6FKHQJHQ $JUHHPHQW RI WKF
HQIRUFHPHQW RIILFLDOV WR SXUVXH VXVSHFWV LQWR DQRW
WKH RWKHU VWDWH UHTXHVWYV

.| D FFEHUDWWDFN LV DWWULEXWHG WR D VWDWH DFWRL
WR F\EHUZDUIDUH 6RPH KDYH QRWHG WKDW F\EHUZDUIDUH F
GDPDJH EXW ZDUQ WKDW KRVWLOLWLHV XVLQJ F\EHUZDUIDL
NLQHWLF DUPH® RARQQBMFWRPSOHWHO\ FOHDU ZKDW LQWHUQI
WKH FRQFHSW RI F\EHUZDUIDUH EXW WKHUH DUH PDQ\ SRWF
FRQWHIB®R VRXUFHV RI LQWHUQDWLRQDO REOLJDWLRQV DUH
+DJXH DQG *HQHYD FRQYHQWLRQV DQG FX$G\GRADLR QID@MWDHN U
,QWHUQDWLRQDO 7HOHFRPPXQLFDWLRQV &RQYHQWLRQ SURK
WHOHFRPP X Q IDFDGN WKGIV$IJUHHPHQW RQ WKH 3UHYHQWLRQ RI
SURKLELWV KDUPIXO LQWHUIHUHQFH ZLWK WKH FRPPDQG DQ
0DQ\ FRPPHQWDWRUV XUJH WKDW F\EHUDWWDFNV VKRXOG E
&RQIOLFW 2/2%$& DQG WRKHUH BWKIBUWHRUFHQWUDO HWKLFDC
JLUVW LI D VWDWH XVHV IRUFH DJDLQVW DQRWKHU VWDWH
FRQIOLFW HUXSWV SDUWLHV VKRXOG PLQLPL]H XQQHFHVVDU

&R Q GUWRQQRWH DW

6 N O,Kupid YQ R W H DW
'RZQLQJ VXSUD QRWH DW

7RGG VXSUD QRWH DW

6 FKDspBt QRWH DW 6FKDDSAV ZRUGLQJ UHIHUV WR WKH GD

HVFDODWLQJ 3LQWR D IXO0O EORZQ DUPHG FRQIOLFW ~ +RZHYHU WKH W
LQWHUQDWLRQDO ODZ DQG ZH GLVDJUHH ZLWK 6FKDDSAV LPSOLFDWLRAQ
Rl 3SDUPHG FRQIOLFW”™ EHFD XV HSed\skpkh\ EHRAWQR® NLGHWLF DWWDFNYV

+RLVLQIJWRQ VXSUD QRWH DW 3'HVSLWH WKH SRWHQWLDO O
H[LVWYVY LQ D OHJDO QHWKHUZRUOG ~

15&5(3257supra QRWHWW 7KH 8 1 &KDUWHU OLPLWYV WKH DELOLW\ RI
-HQVHQ VXSUD QRWH DW

+RLVLQIJWRQ VXSUD QRWudra Q FDWWH DBWKDDS6FKDDS QRWHYV WKELC
RSHUDWLRQV WKDW LEEWQYH WAHD@QWPILWRDAWQRRQGNLIQDOV ZRXOG EH XQC
,QWHUQDWLRQDO 7THOHFRPPXQURD®RWRH &RIDNFHQWLRQ 6FKDDS

+RLVLQIJWRQ VXSUD QRWH DW

158(32575upra QRWBW &RQGURQ QRWH DW /ILQ V6D QRWH
15&5(3257supra QRWHOW FLWLQJ 'XQFDQ % +ROOLV 1HZ 7RROV 1HZ 5XOH
,QIRUPDWLRQ 235KdOWISRQV¥,1)L801&( $1'3(5&(37,21 M2'(51 : $5)$5¢(
%WUHQQHU &ODUNH VXSUD QRWH DW DUJXLQJ WKDW WKH 8 1 FK
7KH 15& 5HSRUW QRWHYV WKDW XVLQJ WKH /2%$& DQG WKH 8 1 &KDUWHU
FRQVLGHU QRQ VWDWH DFWRUV RU WKH WHFKREBUPraWQAJRWBEW RI VRPH W\S

Id. DW $UWLFOH H RI +DJXH &RQYHQWLRQ ,9 VSHFLILFDOO\
SURMHFWLOHY RU PDWHULDO FDOFXODWshp@&a WRWBXVBWQQHFHVVDU\ VXII
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(YHQ LI WKH QDWLRQDO JRYHUQPHQW LV QRW FDOOLQJ V
PD\ EH KHOG UHVSRQVLEOH IRU WKH DFW \Q RBOKEHONAKEU G S D U W
FDVH WKH ,QWHUQDWLRQDO &RXUW Rl -XVWLFH ,&- VDLG W
OHW LWV WHUULWRU\ EH XVHG IRU DFWV DJDLQVW WKH ULJK
LQ Vélitdd FDVH/ KH VWDQGDUG IRU KRZ PXFK FRQWURO D VWDW
FXUUHQWO\ *LQGLUHFW FRQWURO ~ ZKHUH D VWDWH FDQ EH
OLNH D WHUURULVW RUJDQL]DWLRQ LI WKH VWDWH VKHOWH
DVNHG WR FHDVH VKHOMWHUHVQRZWMEHEYWDRROWLRQ XQGHU &,/ |
VWULQJHQW ODZV FULPLQDOL]LQJ FRQGXFW YLJRURXVO\ LQ
DQG FRRSHUDWLQJ ZLWK WKH YLFW L7/ NWHD \l' H HG B O V@ J L\ WHH W ¢
FDVHV VXSSRUWLQJ WKH H[LVWHQFH RI DQ DIILUPDWLYH GX\
RWKHU VWMMHKWHWU WKHVH FDVHV ZRXOG DSSO\ WR F\EHUDW
KRZHYHU LV DQ RSHQ TXHVWLRQ

7KH /DZ RI :DU DQG WKH 8QLWHG 1DWLRQV &KDUWHU

&RPPHQWDU\ RIWHQ UHIHUV WR WKH 3/DZ Rljusd) =~ RI ZK
bellum ZKLFK LV WKH ODZ RI FRQusnbEW EZBQBKHPHQYWH IDPZ RI
FRQIOWF & bellum LV WKH ERG\ RI ODZ WKDW DSSOLHV SULRU W
RI WKH 8 1 &KDUWHU ZKLFK SAKRjKSLHHDEIW \J XKYWHHWYWQR/I ERUBM LR U (
D FRQIOLFW SULPDULO\ JRYHUQHG E\ WKH +DIXHb&IQG *HQH'
LOQFOXGHV UHVWULFWLRQV RQ WDUJHWYV UHTXLULQJ WDUJH\
WR WKH HQHP\AEV ZDU HIIRUW DQG WKDW ZRXOG SURGXFH I

158&85(3257supra QRWHDW seealso 7TRGG VXSUD QRWH DW STKH XQL-
F\EHUVSDFH VXFK DV LWV VSHHG DQG ODFN RI SK\VLFDO ERUGHUV DUH
DFWLRQV ZLWKLQ WKHLU WHUULWRU\ ZKHQ WKH\ GR QRW WDNH UHDVRQ
VWDWH ~

7KH &RUIX &KDQQHO &DVH OHULWYV , & - B5HS $SU
UHVSRQVLEOH EHFDXVH WKH JRYHUQPHQW PXVW KDYH KDG NQRZOHGJH |
'LSORPDWLF DQG &RQVXODU 6WDII LQ 7THKUDQ , & - BHS 0
QHFHVVDU\ VWHSV WR SURWHBEBWaWxXRHNVEH 6 (BPBRDVV\ 6NOHURY

6 N O,Hugi® YQ R W H DW

Id. DW

Eg 7KH &RUIX &KDQQHO &DVH OHULWYV , & - BHS $SU
WR QRW NQRZLQJO\ DOORZ WKHLU WHUULWRU\ 3WR EH XV,du@gral RR\WAWY FR

DW
6 HD Q . DsQvatéigd Discourse on Cyber Conflict Under International Law (" 1 5(9
6 F KspEaSQ R W H DW QRWLQJ WKH JHQHUDO SuptaQBR®/®HHY RI1 WK

DW 6RPH FRPPHQWDWRUV KRZHYHU XVH WKH WHUP 3/DZ Rl $UPHG &R
'DU ~ Zus\Akoellum D @&Gnbello EHLQJ DVSHFWV Rl WKH 3/BZ RI&SUP+HBpr&é RQIOLFW
QRWHHDW 6RPH DOVR DUJXH WKDW WKH IRUPDO GHFODUDWLRQ RI ZDU |
RQ DUPHG FRQIOLFW LQVWHDG RI RQ WKH GHFODUDWLRQ RI ZDU VR Ut
&RQIOLFW  PD\ EH PRU Hupre X@RUDMW H DR QGURQ
158(3257supra QRWBW  %UHQQHU &ODUNH VXSUD QRWHRWHDW
DW
158&(32575upra QRWBW 6NO HUWpRYQRWH  seelid %UHQQHU &ODUNH VXSU
DW Q Rj\W in@elloW R/DYW U\ FRQFHUQHG ZLWK SURWHFWLQJ FLYLOLDQ SF
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GDPDJHG RU GVWeURDHO®ORZY IRU GLUHFW DWWDFNV RQ FRPE
FLYLOLDQV FDQQRW EH WDUJHWHG XQOHVV WHuslinEelH GLUHF)
DOVR UHTXLUHV WKDW WKH DWWDFNV EH SURSREHBWILLRIQWDW B F\
RI SHUILWBATXLUHY DGKHUHQFH WR WKH SDQGFUBODKLRH Y LIDALW
PDNH UHDVRQDEOH HIIRUWV WRZDUGV GLVWLQJXLVKLQJ EI
SHUVRQQHO LQ H[HFXWLQJ DWWDFNV

6RPH FRPPHQWDWRUV KDYH jifSUMMHGRARQBRWQ SWR D\
DGHTXDWH VDIHIJXDUGVY WR DGGUHVV F\EHUDWWDFNV LQ SD
YHU\ GLIILFXOW WR DWW UKESWH &KDA WKLUDF WMHUL{HQWO\ Fl
RI LQOWHUQDWLRQDO ODZ DQG F\EHUDWWDFNV 7KH SURYLVL
UHOHYDQW WR WKLV GLVFXVVLREUDURGHWLFOWHR/KLELWYV BW &
RI IRUFH DJDLQVW VWDWHV LQ D *PDQQHU LQFRQVLVWHQW
7KHUH DUH RQO\ WZR H[FHSWLRQV WR WKLV DEVROXWH SURK
BHFXULW\ &RXQFLO DQG DFWV X&USMILAOBIN H QJ LLYOH V HVOK HG 181
&RXQFLO WKH DXWKRULW\ WR GHWHUPLQH ZKHQ WKHUH H

SBURWRFRO $GGLWLRQDO WR WKH *HQHYD &RQYHQWLRQV RI $XJ
I9EWLPV RI ,QWHUQDWLRQDO $UPHG &RQIOLFWV 3URWRIFBRG(3257DUW
supra QRWBW 6FKDspga QRWH DW 7KH 15& SHSRUW QRWHV WKDW XQGHL
XQLYHUVDOO\ SURWHFWHG IDFLOLWLHV WKDW/(REFFBMPBRGCINWERW STKHD OV D QC
QRWLRQ RI ZzDU EHLQJ JRYHUQHG E\ ODZ JRHV EDFN KXQGUHGV RI \HDUYV
ZKR vVDLG WKDW VROGLHUV VKRXOG UHVSHFW WKH SHUVRQ DQG SURSHUYV
DW

%UHQQHU &ODUNH VXSOFKXRPRWNEGRWHDWDW &RPEDWDQWY DUH
$UWLFOH Rl WKH *HQHYD &RQYHQWLRQ DV *PHPEHUV RI WKH DUPHG
ULJKW WR SDUWLFLSDWH GLUHFWO\ LQ KRVWLOLWLHY ~ BURWRFRO $GGL!'
5HODWLQJ WR WKH 3URWHFWLRQ RI 9LFWLPV RI  QWHUQDWLRQDO $UPHG

8176 %UHQQHU &ODUNH VXSUD QRWH DW 7KH 8QLWHG 6WD\
WKUHH FDWHJRULHV Rl SHRSOH LQ D ZDU ODZIXO FRPEDWDQWY XQODZI}
QRWH DW

158(32575upra QRWBW  6FKDslp&8 QRWH DVWBURSRUWLRQDOLW\ GRHV «
WKDW D FRXQWHUVWULNH EH SURSRUWLRQDO WR WKH GDPDJH UHFHLYH
SURSRUWLRQDO WR WKH PLOLWDU\ D 6&3QWdpa QRIMBWMG W K URORIZKH WHKW DV
ORW Rl LQWHOOLJHQFH ZRXOG EH QHHGHG WR SUHGLFW SRVVLEOH FRC
GLIILFXOW WR UHIXWH IDOVH FODLPV RI FROODWHUDO GDPDJH IURP
GLVSURSRUWLRQDWH DIQGDWKXV YLRODWHG /2$&

158&5(3257supra QRW HD W GHILQLQJ SHUILG\ DV LQFOXGLQJ VRPH
GHFHSWLRQ LQ ZBupré/IQRWWHB6FKDWS 7R VLPSOLI\ WKH UXOH DJDLQVW S
FDQQRW XVH KLV HQHP\EV DGKHUHQUpH WRW2$& DWLQVW KLP 6FKDDS

Id. DW

158 (32575upra QRWBW 6FKDsip& QRWH  DW 3DUWLHYV DUH HQFRXUTL
WKDW GLVFULPLQDWH EHWZHHQ PLOLWDU\ DQG FLYLOLDQ DVVHWV WKRX
5(3257supra Q RW HD W W LV XQFOHDU KRZ WKH SULQFLSOH RI GLVWLQFW
F\EHUDWWDFNV DJDLQVW QDWLRQDQdLBMUDVWUXFWXUH WKDW LV FLYLOLE

&R Q,GUpF® Q RW H DW VXJIJHVWLQJ WKDW WKHUH VKRXOG EH D
JRRG IDLWK WR DQ DWWDFN LQ F\EHU VHOI GHIHQVH ZLWKRXW VXIILFLHQ\

*UDKDP VXSUD QRWH DW /LQ VXSUD QRWH DW

8 1 &KDUWHU DR GUBOQYRWH DW

%UHQQHU &ODUNH VXSUD QRWH DW *4uPeK Q R WAHX S U D VQ R W
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DFW RI DJJUHVVLRQ DQG WR PDNH UHFRPPHQGDWLRQV
VHEXUIBWGHU $UWLFOH WKHUH LV D ULJKW WR XVH VHOI G
DIQVW D 81 PHPEHU WKRXJK WKH SDUW\ XWLOL]JLQJ VH
&RXQFISWWLFOH SHUPLWV WKH 6HFXULW\ &RXQFLO WR XVH
ZKHQ WKH FRQGLWLRQV DUH PO U@ sty LROHRFXVHG RQ NLC
ZHDSRQV EXW FXUUHQWO\ WKHUH LV QRW DQ DFFHSWHG G
ODZVR LW LV XQFOHDU ZKHUH F\EHU ZHDSRQV ZRXOG IDOO L
0DQ\ FRPPHQWDWRUV DVVXPH WKDW PLOLWDU\ GRFWUL:
SULQFLi&®HMoRI 7KH 8 6 PLOLWDU\ LWVHOI DS Sjaslitb8loW KH VW I
WR WKH XVH RI F\AEHUDWWDFNV WDNLQJ WKHjuSIRMUWLRQ Wk
UHTXLUHPHQWY RI PLOLWDU\ QHFHVVLV$QRVURIBR ULWSERQNOIQW
WjRs in bello LV WKH SUHVHUYDWLRQ RI QHXWUDOLW\ ZKLFK L
F\YEHUDWWDFNV GXH WR WKH ODFN R+ RYHW HRIQ DG SR\ G 8 UDWQ D
WKH FXUUHQW LQWHUQDWLRQDO ODZ UHJLPH WR F\EHUDWW
81 &KDUWHU KDV WUDGLWLRQDOO\ EHHQ DSSOLHG WR NLQH
RI 3XVHV RI IRUFH’ XQGHU $UWLFOH DQG 3DUPHG DWW
FRPPHQWDWRUV TXHVWLRQLQJ ZKHWKHU D F\EHUDWWDFN
FRQVHQVXV KDV \HWEHHY UMNDFERHEGKLY LVVXH WKDW RXU DQI

D :KDW LV D XVH RI IRUFH" :KDW LV DQ DUPHG DWWDFN"

JLUVW ZH QRWH WKH 8 1 &KDUWHU FRQWDLQV WZR GLII
IRUFH” XQGHU $UWLFOH DQG :*DUPGRP IDVVRPENQWDRWRU V.

&KDUWHMUDKWDW VXSUD QRWH DW
&KDUWHUDKWDW VXSUD QRWHVLQJIJMWRQ VXSUD QRWH DW
&KDUWHU DUW ILQGLQJ WKDW WKHUH LV D WKUHDW WR WKI|
&KDUWHU DUW OLVWLQJ QRQ PLOLWDU\ PHDVXUHV WR UHV\
&KDUWHU DUW FUHDWLQJ DQ REOLJD WskeREN QVHRUIBSW W HP SW F
QRWH DW OLVWLQJ $UWLFOH DV RQH RI WZR H[FHSWLRQV WR WHK
7TRGG VXSUD QRWH DW (DFK EUDQFK RI WKH 8 6 PLOLWD
VRPH RI ZKLFK H[FOXGH HOHFWURQLF ZDUIDUH VRPH RI ZKLFK H[FOXGH
Rl ZKLFK LQFOXGH GHYLFHY DMKDW 7TRIG/D SOR SRMIBHWWKWDW SF\EHUVSDFH ZH
DV sDQ\ FDSDELOLWLHVY GHYLFH RU FRPELQDWLRQ RI FDSDELOLWLHYV DQ
OLNHO\ WR LPSDLU WKH LQWHJULW\ RU DYDLODELOLW\ RI GDWD D SURJU
SURFHVVLQMN D\WWHP7RGG IXUWKHU UHFRPPHQGY D GHILQLWLRQ RI 3F\EF
RFFXUV 3ZKHQ D VWDWH NQRZLQJO\ XVHV RU NQRZLQJO\ DFTXLHVFHV W
WHUULWRU\ XVLQJ D F\EHUVSDFH ZHDSRQ DJDLWQDW WKH SHRSOH RU SURSE
Eg. 15&5(3257supra QRWHDW VXJIHVWLQJ WKDW WKH SULQFLSOHV RI
F\EHUDWWDFN HYHQ LQ VLWXDWLRQV WKDWRXR JQ RAMX ULY ) RMRHW KH W Y H O
15&(325y5upra QRWBW
6FKDBIpEa QRWH ;séWDV W H,Qléutddlty, supra QRWH DW H[DPLQLQJ WKI
8QLWHG 6WDWHV QHXWUDOLW\ LQ WKH *HRUJLDQ FRQIOLFW GXULQJ ZKL
*HRUJLDQ JRYHUQPHQW

00 00 00 0O
[ N e

Eg. )JUDQ]JHVH VXSUD QRWH DW
. DW 7RGG VXSUD QRWH DW
8 1 &KDUWHU DUW ‘H DUJXH WKDW WKH XVH Rl WKLV ODQJXD

VRPHWKLQJ OHVVY WKDQ DQ :DUPHG DWWDFN ~ VR LW LV SRVVLEOH IRU D
VXIILFLHQW WR ILQG WKDW WKH DWWDFNHU KDV YLRODWHG $UWLFOH
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QRWHG WKDW LW XQFOHDU ZKDW D 3XVH RI |RLRQIY HQWX®G B
ZHDSRQ DWWDFENV GHILQLWHO\ IDOO ZLWKLQ WKH FDWHJRU\
KDYH DUJXHG WKDW F\EHUDWWDFNV WKDW DUH LQWHQGHG W
FDWHJRULHV DV XAKHV LRIWIRUGBWLRQDO FRPPXQLW\ LV ODUJ
ZKHWKHU F\EHUDWWDFNV FDQ EH FRQVLGHUHG ZHDSRQV XVt

7KRXJK WKH DUWLFOHV RI WKH 8 1 &KDUWHU GR QRW F
VRPH DGGLWLRQDO GRFXPHQWV WKDW PD\ SURYLGH JXLGD
XQGHUVWRRG $FFRUGLQJ WR WKH RIILFLDO FRPPHQWDU\ D
*HQHYD &RQYHQWLRQV 3GH IDFWR KRVWLOLWLHV' DUH VXII
PDNHV FOHDU WKDW WKH &RQYHQWLRQ LQWHQGHG IRU Wt
WKUHVKRIOHG 8 1 *HQHUDO $VVHPEO\EV *'HILQLWLRQ RI $JJL
H[DPSOHV RI VWDWH DFWLRQV WKDW KD\ OLHV RU XDVALVRY IO
DJJUHVVLRQ DV WKH 3XVH RI DUPHG IRUFH E\ D 6WDWH DJDL
SROLWLFDO LQGHSHQGHQFH RI DQRWKHU 6WDWH RU LQ DQ\
WKH 8QLWHG 6RWHRRRPPHQWDWRUV KDYH SRLQWHG WR WKF
SURYLGLQJ JXLGDQFH IRU GHILQLQJ DQ 3DUPHG DWWDFN’ XQ
RI $JJUHVVLRQ SULPDULO\ UHIHUV WR 3:DUPHG IRUFHV  DQ
'"HILQLWLRQ RI $JJUHVVLRQ UHVR O XaW btReQusesldfiforte VFR QW D BWV |
WR WKH &KDUWHU RI WHKH GIOADWHGE JQ PMDRQ W RW DOO XVHYV
DJJUHVVLRQ EXW DOO DFWV RI DJJUHVVLRQ DUH XVHV RI IR
IRUFH” XQGHU WKH 8 1 &KDUWHU LV DNLQ WR 3DUPHG FRQIC
WKDW WKH WHUP 3DUPHG DWWDFN’ XQGHU $UWLFOH RI WK
SDFW RI DJJUHVVLRQ DFFRUGLQJ WR WKH 'HILQLWLRQ RI $J.
EHLQJ YLHZHG DV DJJUDYDWHG 3XVHV RI IRUFH ~

'KHQ HYDOXDWLQJ ZKHWKHU DQ DWWDFN WKDW LV D 3XV|
DWWDFN ~ RQH PHWKRG LV WR XVH 3LEWHWAVY WHVW ZKHUH
FR@GHWUHGKHQ DSSO\LQJ 3LFWHWAVY WHVW WKHUH DUH WKU

SDUPHG DWWDFN" WR ZKLFK WKH YLFWLP FDQ UHVSRQG LQ VHOI GHIHQVH
+RLVLQJWRQ VXSUD QRWH DW /LQ VXSUD QRWH DW
HVSLRQDJH HFRQRPLF VDQFWLRQV DQG SROLWLFDO FRHUFLRQ DUH QR
LVQAW D XVH RI IRUFH WKDW F\EHU H[SORLWDWLRQV DUH VRPHWLPHV F
PD\ QRQHWKHOHVV VRPHWLPHV EH YLHZHG DV VXIILFLHQWO\ KRVWLOH W

VXSUD QRWH DW /ILQ DOVR QRWHV WKH SRWHQWLDOO\ FRPSOLF
FRQVLGHUHG XVHV Rl IRUFH BEXWWFRQRPLF EORFNDJHV DUH
+RLVLQIJWRQ VXSUD QRWH DW
6 FKDBipd QRWH DW "KHWKHU F\EHUZHDSRQV DUH FRQVLGHUHC

KRZHYHU PD\ EH ODUJHO\ LUUHOHYDQW VLQFH WKH ,&- KDV UXOHG WKDYV
XVHV RI IRUFH UHJDUGOHVV RIupMKGIRZHD SROW XVHG &RQGURQ
7RGG VXSUD Q®Ml., *HRDWYD &RQYHQWLRQ IRU WKH $PHOLRUDWLR

'RXQGHG DQG 6LFN LQ $UPHG )RUFHV LQ WKH )LHOG $XJ 86 7
RFFXUUHQFH RI GH IDFWR KRVWLOLWLHV LV VXIILFLHQW ~

'"HILQLWLRQ RI $JJUHVVLRQ * $ 5HV 0,0 $QQHFUDHKDPRF $
VXSUD QRWH DW 7RGG VXSUD QRWH DW

'"HILQLWLRQ RI $JJUHV \WsURaQQ RV$HBRIG/G VXSUD QRWH DW

'"HILQLWLRQ RI $JIJUHVWIRQQRWHS5HY HPSKDVLY DGGHG
*UDKDP VXSUD QRWHsupra QRWH 6 NODMURY



MITIGATIVE COUNTERSTRIKING > $SU

PRGHOV ORRN DW ZKHWKHU WKH GDPDJH FDXVHG ZDV Rl WKH
NLQHWLF DWWDFN VXFK DV VRXWWH @ B8 RY@VR S RIEAHHFW \J URLOBV |
WKH IREFXV LV RQ WKH RYHUDOO HIIHFW RQ WKH YLFWLP VWI
LQVWLWXWLRQV WKDW FDXVHV VLIJQLILFDQW GDPDBRPWR WKFE
KDYH DOVR VXJJHVWHG D VWULFW OLDELOLW\ VWDQGDUG V)
DQ\ F\AEHUDWWDFN GLRQHFWHG® KHVPRV,W ZHOO UHFEHLYHG HII}
DSSURDFKLQJ WKLV LVVXH LV 6FKPLWWAY ZKR SURSRVHG D
WDNIL@WR DFFRXQW VL[ HOHPHQWY WR GHWHUPLQH ZKHWK!
LQWHUQDWLRQDO ODZ VHYHULW\ LPPHGLDF\ GLUHFWQHVV
OHJLWLPSDFRWKHU RSWLRQ IRU GHWHUPLQLQJ ZKHWKHU DQ I
SDUPHG DWWDFN’ LV D GHILQLWLRQDO DSSURDFK WKDW ZRX
ZHDSRQ ZDV XVHG 3DJDLQVW WKH SURSHUW\ RU SHUVRQV R
NQRZLQJO\ DOORZHG WKH F\EHU ZHDSRQ WR EH XVHG DJDLQ
FRQWURO RI WKH VWDWH

2QH RI WKH ILUVW FRQFHUQV UDLVHG DERXW WKH WHUP\
SHUKDSV F\EHUDWWDFNV ZLOO QRW PHHW WKH UHTXLUHPHQ\
RU QHWZRUN LQVWHDG RARIP M KD &HWLARQD DU RHGHWKDW HYH
EH DQ 3DUPHG DWWDFN" XQGHU VRPH FLUFXPVWDQFHV LW P
XQGHUWDNHQ LQ DQWLFLSDWLRQ RI DQKRW KIHU HRAS H B/ IDDAOVOD F/X
DFDGHPLE VXJJHVWLRQ RI DQ HIIHFWV EDVHG PRGHO IRU F\E
WR UHTXLUH DQ DWWDFN WR EH FRQGXFWHG VR WKDW WKH H
F\EHUDWWDFN YLRODWHY WKH 8 1 &KDUWHU 7KLV SRWHQW
KDUP KDV DOUHDG\ RFFXUUHG LV RQH Rl WKH DUHDV WKDW
DSSURDFKHV WR F\EHUDWWDENV XQGHU LQWHUQDWLRQDO OL

$QRWKHU GLIILFXOW\ RI WU\LQJ WR UHJXODWH F\EHUDW
ZLGHO\ DYDLODEOH DQG QRQ VWDWH DFWRUV VXFK DV WHUL
EXW QR LOQOWHQWLRQ WR DGKHUH WR DQ\ DJUHHPHQWY EHWZ

*UDKDP VXSUD QRWHsupra DWWH 6NONMURY
*UDKDP VXSUD QRWH supra DWWH 6N ®HNWU BM2574upr@ QRWBW
WKH TXHVWLRQ LV 32ithiaggedified difedt \ERIQDWMWD¥XWHV D AXVH RI IRUFH £’
*UDKDP VXSUD QRWH,supra QWWH 6 NHWU R Y 6WULFW OLDELOLW\ KI
JRRG DSSURDFK GXH WR WKH GipQJGIRWH HVPWWODWLRQ 6NOHURY
OLFKDHO 1 Cénphidr Natwdrk Attack and the Use of Force in International Law: Thoughts on
a Normative Framework &2/80 - 75816134/ seealso 15&(3257supra QRWH
DW +RLVLQIJWRQ VXSUD QRlWgid QR VW DWFKDshpga6Q@RWHRY DW QRWLQJ
6FKPLWWAY PRGHO LV WKH PRVW XVHIXO HIIHFWV EDVHG DSSURDFK
7TRGG VXSUD QRWH DW
158&(325755upra QRWBW 7KH 15& 5HSRUW DVVXPHV WKDW F\EHUDWWDFI
VKRUW RI EHLQJ 3DUPHG DWW D Fjds\ad bEIum 3 R Qi bétld IIRIIFG\ "WIRQ S\ éVHRUMMW W D F N
'DYLV %YURZQ KDV SURSRVHG H[WHQGLQJ /2%& WR H[SOLFLWO\ WDNH
'DYLV % A Rrgp@sal for an International Convention to Regulate the Use of Information Systems in Armed
Conflict $59 , 174/ - 37KH HPHUJHQFH RI F\EHUVSDFH DV D WKHD
UHDFKLQJ UHSHUFXVVLRQV IRU WKH ODZ Rrbpbsél BH%&F 820 yodrd WWRWHKHUHLQ
DW
-HQVHQ VXSUD QRWHUpRYQR/WH DW
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ZLOOLQJQHVV RI VWDWHY WR DGBKDPM WX MKMWS LP SXWNUQH L
IRU F\AEHUWHUURULVW DWWDFNV WR WKHLU KRVW VWDWH ZK
DWWDRMRZHYHU WKLV LV QRW D JXDUDQWHHG VROXWLRQ HLV
WKH RQO\ IRUPDO FULPLQDO PRGHO WR DGGUHVV LQWHUQD\
RQ &\EHUFULPH 3WKH (&&"

(XURSHDQ &RQYHQWLRQ RQ &\EHUFULPH

7KH (&& LV FXUUHQWO\ WKH RQO\ LQWHUQDWLRQDO WU}
DQG LW VWUHVVHV WKH QHHG WR DGGUHVV F\EHUDWWDENV V
W GLUHFWV DGRSWHUV Rl WKH &RQYHQWLRQ WR DGRSW FL
LOQWHUIHUHQFH ZLWK GDWD DTX3H RRERSOWNRB ¥FRQWHPMV ¢
URPPHQGLQJ SURFHGXUHV DQG VDIHJXDUGYV IRU VLIQDWRUI
VHYHUDO DUWLFOHV PDQGDWLQJ LQWHUQDWLRQDO FRRSHUD

7KH (&& LV DLPHG DW FUHDWLQJ FRQVLVWHQF\ LQ FULPL
,QWHUGMKW LW GRHV QRW H[SOLFLWO\ GHILQH F\EHUVSDEH 32
DFWLYLWLHV WKDW VKRXGG(&H FUPPDODOWRH®& KH * 6XEJUR
&ULPH FUHDWHV D IUDPHZRUN IRU FRRSHUDWLRQ EHWZHH{(
XQGHUWDKHQ&& HVWDEOLVKHV PLQLPXP VWDQGDUGYV WKDW
DV F\AEHUFULPH VWDWXWHY FDOOLQJ RQ VLIQDWRULHV WR
QROXEOLF WUDQVPLVVLRQV GDWD LQWHUIHUHQFH 7KMVWHP
(&& VHSDUDWHO\ DGGUHVVHV WZR W\SHV RI GDPDJH GDPL
IXQFWLRQWQUHTXLUHY FULPLQDOL]DWLRQ RI FRPSXWHU RIIH
MXULVGLEWLRQ DQG UHTXLUHV VLJQDWRU\ QDWLRQV WR KD
RITHQGHU LI WKH\ UHIXVE G/GR WI[WQ DGR WHLPLQDODRILQRVF\EHU
WKDW VWDWHY KDYH D GXW\ WR SUHYHQW QRQ VWDWH DFW
F\EHUDWWDFNV DJDLQVW RWKHU VWDWHV

7KH (&& QHJRWLDWLRQV WRRN DSSUR[LPDWHO\ IRXU \HD

-DVRQ % DidridtibnRVarfare and Internaitonal Law on the Use of Force 1 < 8,174&/
327/ 15&2575upra QRWBW
*UDKDP VXSUD QRWH DW QRWLQJ WKDW WHUURULVWY KDY

DIJDLQVW VWDWHYV VR LW IROORZV WKDW DQ DFW FDQ EH E\' D QRQ VWDV
8 1 &KDUWHU

&RXQFLO RI (XURSH &RQYHQWLRQ RQ &\EHUFULPH RSHQHG IRU \
available at KWW S FRQYHQWLRQV FRH LQW 7UHDW\ HQsé&WlsbD Wh B(¥25W P O KW

supra QRWHDW 6D H WM QRWH DW 6NOHURY VXJIJHVWYV WKDW WKH S
WUHDWLHV WKDW FULPLQDOL]H WHUURULVP SURYLGHV LQWhaURRWHYXSSR
DW
(&& VXSUD QRWH &KDSWHU ,, 6HFWLRQ , 7LWOH ,

6 FK.BUpr8 QRWH DwW
7TRGG VXSUD Q®ReNeH., (GEMWUGY VXSDW QRWRWLQJ WKDW WKH (&& F
SWKH VHULRXV KLQGHULQJ ZLWKRXW ULJKW RI WKH IXQFWLRQLQJ RI D FR|

+XQNHU VXSUD QRWH DW
15&(325y5upra QRWBW

'RZQLQJ VXSUD QRWH DW
Id. DW

*UDKDP VXSUD QRWH DW
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%\ '"HFHPEHU WKHUH ZHUH IRUW\ WKUHH QDWLRH
WZHQW\ RQH WKDW KDG UDWLILHG tRZHQFOXWKQUHMWRH H QD |
JURXQGYV RQ ZKLFK VLIQDWRULHV PD\ GHFOLQH WR FRRSHU
HITHFWLYH HQIRUFHPIERWHPKIDFKD QRWHG WKDW WKH (&& LV K
FULPLQDO PDWWHUV EXW WKHUH VWLOO H[LVWV D JUD\ DU}
NLQGV RI F\EHH IDWWDOH W KDW WKH (&& FRXOG SRWHQWLDOO\
LOQOWHUQDWLRQDO F\EHUFULPH LVVXHV EXW WKDW WKH UHC
GLIILFXOW\ RI HQIRUFLQJ WKH (&&4AV SURYLVLRQV UHQGHU L
WKDW ZH DUJXH QHFHVVLWDWH WKH IRUPDO DFFHSWDQFH RI

.9 g: 5(/(9$17 72 786( 2)6(/) '()(16(

7KH VHFWLRQ DERYH VHWV RXW FXUUHQW RSWLRQV IRU
DQG LOQOWHUQDWLRQDO ODZ :H DUJXH KRZHYHU WKDW QHLW
ZD\ WR DGGUHVV F\EHUDWWDFNV DQG WKHUHIRUH WKH FXI
GLVLQFHQWLYHV WR SRWHQWLDO DWWDFNHUV QRU DUH YL
GLVFXVVHG DERYHMoLQ SGHFRLMRWYLQJ FRXQWHUVWULNLQJ PD\
VROXWLRQ IRU DGGUHVVLQJ F\EHUDWWDFNV ZKHQ WKH OHJEL
RQ SXUHO\ SDVVLYH GHIHQVH RSWLRQV ZRXOG QRW SURWHF
VXIILFLHQWO\ DFFXUDWH WR HQVXUH D KLJK OLNHOLKRRG W
E\D FRXQWHUVWULNH

‘H IXUWKHU SURSRVH D FKDUDFWHUL]DWLRQ RI FRXQYV
SPLWLIJDWLYH =~ ZLWK PLWLIJDWLYH FRXQWHUVWULNLQJ EHLQ
GHIHQVH %HFDXVH RXU WKHVLV DUJXHV LQ IDYRU RI WKH YL
WR HQVXUH WKDW VHOI GHIHQVH EHFRPHVY UHFRJQL]J]HG LQ W
WKLV VHFWLRQ ZLOO H[DPLQH DVSHFWV RI WKH FXUUHQW
LPSOHPHQWDWLRQ RI PLWLIJDWLYH FRXQWHUVWULNLQJ FDSI
HILVWLQJ ODZ WKDW DSSHDU WR RSSRVH DQ\ IRUP RI FRXQW
LPSRUWDQFH RI VHOIl GHIHQVH LQ YLUWXDOO\ DOO RWKHU I
FXUUHQW ODZV DV SHUPLWWLQJ DFWLRQV LQ VHOI GHIHQVH
RI PLWLIJDWLRQ

7KHUH DUH VRPH ERGLHV RI ODZ WKDW FRXOG FRQFHLY
+RZHYHU D PDMRU EDUULHU WR LPSOHPHQWLQJ HYHQ DQ R
ERGLHV RI ODZ GR QRW GLIITHUHQWLDWH EHWZHHQ D PDOLFL
VXFK DV &1, DQG DQ RSWLPDO XVH RI D PLWLIJDWLYH FRXQW
VHFWLRQ ZLOO H[DPLQH UHOHYDQW ODZV DV ZHOO DV EDUI

'RZQLQJ VXSUD QRWH DW

158&(3257upra QRWBW 7KH 8QLWHG 6WDWHYV UDWL | bupr& QWRWAH( & & DLV

+RZHYHU WKH 8 6 LV WKH RQO\ QDWLRQ RXWVLGH WKH &RXQFLO F
+XQNHU VXSUD QRWH DW 7ZR QRWDEOH QRQ VLJQDWRULHV DUH &
WKH 8QLWHG 1DWLRQV LV WKDW WKHUH VKRXOG EH D SUREBBELWLRQ RQ
supra QRW HD W &KLQD RQ WKH RWKHU KDQG VHHV WKH SRWHQWLD
FDSDELODDWLHYV

Id. DW

Id. DW
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FRQWH[W DQG SURYLGH VRPH VXJJHVWLRQV DERXW KRZ WR
DQG PLWLIDWLYH FRXQWHUVWULNLQJ ZLWKRXW UXQQLQJ FR?>

A . US. Law

2QH RI WKH ILUVW TXHVWLRQV ZKHQ UHFRPPHQGLQJ DQ I
SHUPLWWHG WR HQJDJH LQ PLWLIJDWLYH FRXQWHUVWULNLQ
WDUJHW WR FRXQWHUVWULNH DIJDLQVW WKH DWWDFNHU RU
VROHO\ E\ WKH JRYHUQPHQW ,I| WKH ODWWHU RSWLRQ LV DG
PHFKDQLVP WR UHTXHVW JRYHUQPHQW LQWHUYHQWLRQ ZKH
F\EHUDWWDFN

, LQGLYLGXDOV DUH SHUPLWWHG WR HQJDJH LQ DFWLYH
OHJDO OLDELOLW\ LVVXHVY 6RPH KDYH QRWHG WKDW WKH V
WKURXJK WUDFHEDFN PD\ YLRODWH WKH &)$$% DQG WKH (OH
(&3% DQG WKDW XVLQJ PLWLIJDWLYH FRXQWHUVWULNHV W
ZRXOG PRVW OLNHO\ YLI+RZBWHUWKKKE)BRPPRQ ODZ KDV ORQ
LQGLYLGXDOV PD\ EH SULYLOHJHG WR GHIHQG WKHPVHOYHYV
I[URP EHLQJ FRBPRLXIHOKGDYVY WR XVH VHOI| K6HOGHWR W H DWH. OL {
OHWKDO DFWLRQV JHQHUDOO\ PXVW QRW EH XVHG H[FHSW D
FRXQWHUVWULNHY ZRXOGC EQDHWRRAUVDGBEWGECRTYPOHWEDHOILIGHII
SURSHUW\ ZRXOG OLNHO\ QRW KDYH WKH VDPH UHTXLUHPHQV

8QGHU WKH FRPPRQ ODZ LI DQ LQGLYLGXDO ZLVKHV WR
PXVW ILUVW JHQHUDOO\ DVN WKH FULPLQDO WR VWRS X
FRXQWHUSURGXFWLYH WKHUH PXVW EH D UHDVRQDEOH EHC
IRUFH XVHG PXVW EWAWOBRRYDEOH WKHUHIRUH WKDW D SD
EHFDXVH RI WDNLQJ DFWLRQV SXUVXDQW WR D PLWLJDWLY
GHIHQGLQJ WKHPVHOYHYVY DQG WKHLU SURSHUW\ EXW HYLGH
EHHQ LQYRINBEWLRQV LQ GHIHQVH RI SURSHUW\ DUH PLVGL
LQQRFHQW WKLUG SDUwW\ WKHUH PD\ VWLOO EH D SODXVLE
FRXQWHUVWULNHU KDG PDGH 3UHDVRQDEOH HIIRUWV™ WR W
HITRUWYV UHVXOWHG LQ HUWRRHROW LOQVRURDWILWQRIJDWLYH FI
SRWHQWLDOO\ OHDG WR FLYLO OLDELOLW\ WKRXJK WKH OLI
IRU HI[DPSOH WKH RZQHU RI D JRPELH FRPSXWHU ZKR QHJO
FRPSURPLVHG

+RZHYHU ZH DUJXH LQ 6HFWLRQ 9 WKDW SHUPLWWLQ.

Id. DW

Id. DW W VKRXOG EH QRWHG WKRXJK WKDW VHOI GHIHQVH XQ¢
VHOI GHIHQVH XQGHU LQWHUQDWLRQDO ODZ DQG WKDW ZKLOH SHUVRQ
HQWLWOHG WR UHWDOLDWEBWQ UHVSRQVH WR WKH FULPH

.DW\DO VXSUD QRWH DW
15&(325y5upra QRWBW
.DW\DO VXSUD QRWH DW

15&(325yupra QRWBW
Id. DW
Id.
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PLWLJDWLYH FRXQWHUVWULNLQJ GLUHFWO\ ZRXOG EH XQGH
LQGLYLGXDOV BN RDRVBINGHFRLVHRQV DERXW FRXQWHUVWULNLQ.
DUH QRW FRQVLVWHQW IURP RQH LQGLYLGXDO WRWWKH QH
SHUPLWWLQJ LQGLYLGXDOV WR HQJDJH LQ PLWLJDWLYH FI
LQWHUQDWLRQDO ODZ LPSOLFDWLRQV VR FRQVLVWHQW VW]
VXJIJHVWVY WKDW WKH JRYHUQPHQW VKRXOG EH SODFHG LQ F
LQGLYLGXDOV ZHUH SHUPLWWHG WR HQJDJH LQ PLWLJDW
F\EHUDWWDFNV DJDLQVW JRYHUQPHQW FRPSXWHUV IRU Z
DSSURSULDWH UHVSRQVH 7KLV UDLVHV DQRWKHU LVVXH UH
DFWLRQ LQ GHIHQVH RI WKH FRXQWU\

7KH QH[W PDWWHU RI FRQFHUQ LV ZKLFK SDUW RI WKH 8
XVLQJ PLWLIJDWLYH FRXQWHUVWULNLQJ &RQJUHVV KDV F
&RQVWLWZHRNLIORQWKH 3UHVLGHQW LV JLYHQWIKHI DXQV8 KRV WR
OLPLWHG DELOLW\ WR RUGHU WKH PLOLWDU\ WR WDNH I
DXWKRUL]HPFALIRGY LQ VHOI GHIHQVH LV RIWHQ UHJDUGHG DV
SWHGHQW RUGHULQJ WKH DUPHG I|RUF 1Y WL RdD YQRIEWM U WEDNWL K
FRXQWHUVWULNHY WKXV FRXOG OLNHO\ EH ODXQFKHG E\ Wt
DXWKRUL]DWLRQ RI &RQJUHVV XQGHWKHVERVRWERQ RI WKH 3
*HQHUDO &RXQVHO RI WKH '2' UHJDUGLQJ DFWLYH GHIHQVH
PXVW EH D SURYRFDWLRQ WKDWAYV DWWULEXWDEOH WR DQ C
WKH RULJLQDWLQJ VWDWH PXVW EH D VDQFWXDU\ QDWLRQ W
EHLQJ QRWLILHG Rl WKH DEWLYLWLHY DQG JLYHQ D FKDQFH \

6RPH SURYLVLRQV Rl 86 ODZ KRZHYHU PD\ UHVWULFYV
LPSOHPHQW D V\WWHP SHUPLWWLQJ FRXQWHUVWULNLQJ LQ
SURKLELWY WKH DUPHG IRUFHV IURP WDNLQJ DFWLRQV WF
DXWKRUZKH® VXJIJHVWV WKDW WKH '2' ZRXOG EH SURKLELWH
WR VXSSRUW GRPHVWLF KHWH HIURUWBRHRRQVWLWXWLRQDO |
&RPLWDWXV $FW KRZHYHU :KHQ WKHUH LV DQ HPHUJHQF
FDQQRW FRQWURO WKH VLWXDWLRQ DQG 7R SURWHFW |
DXWKRULWLHY FDQQRW RU ZLOO QRRQ GURY L\GXH] THO/HK DWKHD \8
F\AEHUDWWDFNV RQ &1, ZRXOG IDOO ZLWKLQ RQH RI WKHVH
&RPLWDWXV $FW GRHV QRW DFW DV D FRPSOHWH EDU RQ '2"' ¢

$QRWKHU RSWLRQ ZRXOG EH WR HQWUXVW DFWLYH GHI

8 6&2167 DUW \Y SDUD

8 6 2&67 DUW \Y, SDUD 86 & T VHWWLQJ IRUWK WK
3RZHUV 5HVROXWLRQ FRGLILHG LQ &KDSWHU RlI 7LWOH

15&(325y5upra QRWBW

Id DW 8QGHU WKH &RQVWLWXWLRQ WKH '2' FDQQRW XVH IRUFH

DXWKRUL]JHG E\ WKH 3UHVLGHQW 6KDUS VXSUD QRWH DW QRWLQJ
DXWKRULW)\ 3WR SHUIRUP GXWLHV XQGHU WKH ODZV Rl WKH VWDWHV RU
-HQVHQ VXSUD QRWH DW

15&(325upra QRWHBW &RQGURNDQRWH DwW
15&(325yupra QRWBW

&R Q GUpRQQRWH DW

Id.
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VHSDUDWH DJHQF\ VXFK DV '+6 RU D QHZ VXE DJHQF\ WKDW
LVVXHV 3URWHFWLQJ &1, KDV EHHQ DQ LQFUHDVLQJO\ LPSR
VWDWXWH FUHDWLQJ '+6 DVVLJQHG WR WKH DJHQF\ D QXPE
RYHUVHH LVVXHV UHJDUGLQJ LQIRUPDWLRQ VHFXULWWV DWW %W
LQFOXGHV D SURYLVLRQ LQGLFDWLQJ WKDW SULYDWH RZQHI
IRU DVVLVWDQFH ZLWKBG6ISRIROWDHFWBURY L&L,RQV RI WKH 8 6
JRYHUQPHQW WR LQWHUYHQLQJ LQ SULYDWH FLWL]HQVZAE F\E|
RI WKH FLWL]JHQV HYHQ RSHUDWRUV RI &1, SXWWLQJ WKH
RZQ KDQGV 7KHVH SURYLGHUV PD\ KHVLWDWH WR UHTXHVV
FRQFHUQV DERXW VKDULQJ WKHLU FXVWRPHUV/ZE FRQILGHQWI
$FW DQG WKH (&3$% WKHUH DUH EURDG VHOI GHIHQVH SURYL
VKDUH FRPPXQLFDWLRQV LQIRUPDWLRQ ZLWK WKH JRYHUQF
DWWDFN

7KH JRYHUQPHQW LW VHHPV LV LQ D JRRG SRVLWLRQ
SDUWLHVY WR PLWLJDWH KDUP WR V\VWHPV DV D UHVXOW RI F
D QXPEHU Rl SRWHQWLDO UHVWULFWLRQV RQ WKH IHGHU]
LPSOHPHQWDWLRQ RI D IXOO DFWLYH GHIHQVH UHJLPH ORQ
LVVXHV FRXOG SRWHQWLDOO\ FDXVH WKH JRYHUQPHQW WR L
&RPSXWHU 6HFXULW\ $FW RI WKH JHGHUDO :L)RHWW & LHF W
UHDVRQ ZH VXJJHVW WKDW WKH LQLWLDO VWDJH RI DFWLYH
WKH SULYDWH SDUWLHV ZKRVH V\VWHPV DUH HOLJLEOH I
FRXQWHUVWULNHV

0 WKH JRYHUQPHQW UHVSRQGV XVLQJ D PLWLJDWLYH FR
GHIHQVH VRPH FULWLFV H[SUHVV FRQFHUQ WKDW WKHUH P
WDUJHW GRHV QRW WREHYWH DZHDDW MWHLWRDW PLWLIDWLYH F
SURSRUWLRQDWH UHVSRQVH DLPHG DW PLWLJDWLQJ KDUP \
PLWLIJDWLYH FRXQWHUVWULNHY DUH QRW SXQLVKPHQW WK
FRXQWHUVWULNH GRHV QRW PHHW WKH UHTXLUHPHQWV WR
SRVW GHSULYDWLRQ KHDULQJV PD\ EH VXIILFLHQW WR VDWL\

$QRWKHU SRWHQWLD O O\"(DHPCHHOYEPQMD VW OLD/X WHK H. G DNK I J V

*UDQW VXSUD BRKWHS VXWUD GKWH$2 BKWZHYHU KDV EHHQ FULWL
SHUIRUPDQFH LQ WKLYV DUHD set ugaVv WH{ SUDF®@ R W3D Qsee@sd QRW K T
GHILQLQJ WHUPVY UHOHYDQW WR WKH &ULWLFDO ,QIUDVWUXFWXUH ,QlI
8 6 & 1R SXEOLF UHFRUG FXUUHQWO\ H[LVWV VXJJHVWLQ
XWLOL]H DFWLYH GHIHQVH RQ EHKDOI RI bQ\ PHPEHU RI WKH B3 YDWH VH
5(3257upra QRWEBW

IRMHLP VXSUD QRWH DW
*UHHU VXSUD QRWHRMHDRVY VXSUD QRWH DW
.DW\DO VXSUD QRWH DW QRWLQJ WKH DUJXPHQW EXW FRXQ\

RI VHOl GHIHQVH 7KH )LIWK $PHQGPHQW JXDUDQWHHV DGHTXDWH SURF
OLIH OLEHUW\ RM1&URBHQW\ 98 8QRWKHU SRWHQW L' DN QGRHND QW R
7DNLQJV &ODXVH ZKLFK SURKLELWY WKH JRYHUQPHQW IURP WDNLQJ SUI
GDPDJH WR VRPHRQHZEV FRPSXWHU GXH WR F\EHU FRXQWHUVWWULNLQJ

DPHQGPHQW ,W LV XQFOHDU KRZHYHU KRZ 6XSUHPH &RXUW 7DNLQJV N
%H\RQG WKH WKUHVKROG TXHVWLRQ Rl ZKHWKHU D WDNLQJ RFFXUUHG D
WKDW WKH LQWHUIHUHQFH ZLWK FRPSXWHU SURSHUW\ ZDV UHODWHG WR
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SURKLELWYV WKH JRYHUQPHQW IURP WDNLQJ SULYDWH S|
FRPSHQVDWRRH)NYHU WKH &RQVWLWXWLRQ UHTXLUHV WKH WL
XQGHU 6XSUHPH &RXUW 7DNLQJV MXULVSUXGHQFH WKHU
LOQWHUIHUWQPRAH WKXV XQOLNHO\ WKDW JRYHUQPHQW F\EHUVE
UHTXLULQJ MXVW FRPSHQVDWLRQ H[FHSW LQ WKH FDVH RI W

B. International Law

7TKHUH DUH D QXPEHU RI LQWHUQDWLRQDO ODZ SURYLVLI
WKDW DUH UHOHYDQW WR WKH FXUUHQW WRSLF 6HOI GHIHC
VHOIl GHIHQVH XQGHU &,/ DQG UHSULVDOV DUH DOO SRVVLI
PLWLIDWLYH FRXQWHUVWULNLQJ FDQ EH DQDO\]JHG 2SSHQKH
D XVH RI bDUPHG IRUFH FDQ EH VHOI GHIHQVH ZKHQ LW LV LQ
RI DQWLFLSDWRU\ VHOI GHIHQVH ZKHQ DQ DUPHG DWWDF
QHFHVVLW\ H[LVWV IRU GHIHQVLYH DFWLRQ WKHUH LV Q
GHIHQVH DQG WKH DFWLRQ WDNHQ LQ VHOI GHIKHVH L\
SUHVHQFH RI D ULJKW RI VHOI GHIHQVH KDV EHHQ DUJXH
LOWHUQDWLRKQIF& UVRESRUWY RXU DUIXPHQW WKDW SHUPLW!
OLNHO\ WR LPSURYH WKH GHWHUUHQW HIIHFW RI D OHJDO UH

$V GLVFXVVHG DERYH LQ 6HFWLRQ ,,, % ZKHWKHU D VWLCL
JRYHUQHG E\ $SUWLFOH RI WKH 8 1 &KDUWHU 7KLV WXUQV
DQ :DUPHG DMH¥DKNH RI WKH FRPSOLFDWHG QDWXUH RI JHW\
D XVH RI IRUFH VRPH DUJXH WKDW LW LV PRUH OLNHO\ WKD\
WR F\EHUDWWDFNV LQ OLHX RI VHHRKI® O 6KREXDUW \R& RPXUWALFD
WR SWKH LQKHUHQW ULJKW RI LQGLYLGXDO RU FROOHFWLYH
RFFXUV DJDLQVW D 7KLV OMPIBHVWY WKDW LQGLYLGXDO DFWL
81 &KDUWHU MXVW OLNH VWDWH DFWLRQV 6LQFH WKH OCLC
F\EHU ZDUIDUH PD\ HYHQ UHTXLUH LW ZH DUJXH WKDW FRQ'
&KDUWHU VKRXOG EH LQWHUSUHWHG DV SRWHQWLDOO\ DS
F\EHUVSDFH ZKHUH QDWLRQDO ERXQGDULHYVY DUH DW EHVW D
D F\EHUDWWDFN LV VHYHUH HQRXJK WR MXVWLI\ VHOI GHIHQ
DGPLQLVWUDWRUY ZLOO QHHG WR EH HQWUXVWHG ZLWK F
PLWLIJDWLYH FRXQWHUVWKILW LLUIPIL VWD BSURBEHDWH FRQFHUQ\

8 6 2&67 DPHQG 9

Eg /RUHWWR Y 7HOHSURPSWHU ODQKDWWDQ &%$79 &RUS 8 6
ZKHUH WKH JRYHUQPHQW UHTXLUHG SURSHUW\ RZQHUV WR LQVWDOO FDE
158(32575upra QRWIBW FLWLQ3(1+2®,17(51$7,219/$: WK HG

6RPH KDYH QRWHG WKDW HVSLRQDJH LV DOVR UHO,Buprdd ® RWRHD VBWD W H A\
QRWLQJ FRPPHQWDU\ DERXW WKH ULJKW Rl QDWLRQV WR HQJDJH LQ HVS

7RGG VXSUD QRWH DW

158 (3257supra QRWBWsee -HQVHQ VXSUD QRWH DW TXHVWLRQLQ
WULJJHUV WKH ULJKW WR VHOI GHIHQVH RU ZKHWKHU D QDWLRQ FDQQR
PLOLWDU\ DWWDFN

*UDKDP VXSUD QRWH DW

8 1 &KDUWHU DUW

6 N O Kugid YQ R W H DW /LQ VXJIJHVWV WKDW VHQLRU SROLF\PDN
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WKDW D PLWLIJDWLYH FRXQWHUVWULNLQJ UHJLPH VKRXOG L
KLIJK OHYHO JRYHUQPHQW OHDGHUV DUH LQYROYHG ZLWK W
PLWLIJDWLYH FRXQWHUVWULNLQJ LV DSSURSULDWH

SUWLFOH SUHVHUYHV DQ LQKHUHQW ULJKW REXWOI GF
WKH XVH RI VHOIl GHIHQVH LV OLPLWHG E\ UHT X UH®XDQWNM UR
ZKHWKHU WKH QHFHVVLW\ UHTXLUHPHQW LV PHW LQYROYF
UHVROXWLRQ ZRXOG EH SRVVLEOH HYDOXDWLQJ WKH QDWXL
DQG HVWLPDWLQJ WKH OLNHOLKRRG WXWDR\ES RQWHRQYBQMWNLRQH:
UHVSRQVH WR EH OLPLWHG WR WKH DPRXQW RI IRUFH WKDW
DWWDFN RU WR GHWEEKW I&RXVYHH BWWDBHXYUH WKH UHVSRQVH
RU W\SH RI IRUFH LQLWLDOQ\ X&GE IGWE\RW KYARDMHWFHVNVH W\ DQG
GHIHQV HusX@Qelkhi DOVR UHTXLUHV LPPHGLDF\ EXW WKH SULQ
EURDG XQGHU LQWHUQDWLRQDO ODZ DQG ZRXOG SHUPLW D
LQLWLDO S\WMD FRXQWHUVWULNHY ZRXOG EH OLPLWHG E\ WI
DPRXQW WR UHWDOLDWR WYV RRMBX QUL WLYTHWHWQRRYVYLRQDO OL
HVVHQWLDO WKDW H[HFXWLRQ RI PLWLIJDWLYH FRXQWHUVWU
DQG QRW WDNH RQ WKH JRDOV RI UHWULEXWLYH FRXQWHL
WUDGLWLRQDO UHTXLUHPHQWY IRU YDOLG FRXQWHUVWULNE
DERYH LQ 6HFWLRQ ,, % VR ZH DUJXH WKDW RSWLPDO XVH
FRQVLVWHQW ZLWK WKH SULQFLSOHV RI QHFHVVLW\ DQG SUR

$FFHSWLQJ WKDW LQ VRPH VLWXDWLRQVY D F\EHUDWWDI
WKDW D VWDWH VWLOO FDQQRW OHJLWLPDWHO\ UHVSRQG |
DQRWKHU VWDWH LV UHVSRQVDREWKRU WWB WMEHRDQ Q/RWD FENH K
/IDZ RI :DU PLIJKW QRW EH HIIHFWLYH DW DGGUHVVLQJ D VL
DQRWKHU VWDWH HYHQ LI WKH\ ZHUH%WBD3MW LRI J WAKKIH DRA/WA
SUREOHP VWDWHV WKDW DUH WKH YLFWLP RI DQ LQWHUQD
FULVLV" HYHQ LI WKH\ FRXOG DWWULEXWH WKH DWWDFN WR
LQ WKH GRPHVWLF DIIDLUV RI WKH RWKHU VWDWH VR WKH\

GLVWLQJXLVKLQJ EHWZHHQ F\EHU H[SORLWDWLRQVY DQG F\EHUDWWDFNYV
IURP WKH RSHUDWLRQDO GHWDLOV RI D PLVVLRQ VXFK FKDUDFWHUL]DW
QRW EH DV VHQVLWLYH WR WKH LPSRUWDQW GLSORPDWLF GLIITHUHQFH E|

QRWH DW

6 N O,HipR YQ R W H DW DVVHUWLQJ WKDW WKH ULJKW RI VHOI
IURP WKH IXQGDPHQWDO ULJKW Rl VWDWHY WR VXUYLYH ~

*UDKDP VXSUD QRWH DW -HQVH Q, suprd SUWHR W HDMR ®GV (
VXSUD QRWH DW

*UDKDP VXSUD QRWH DW 7RGG VXSUD QRWH DW

*UDKDP VXSUD QRWH DW 7RGG VXSUD QRWH DW

6FKBPE QRWH DW +RZHYHU WKH XVH RI NLQHWLF ZHDSRQV \

GLVSURSRUWLRQDWH DQG OHVV HIIHFWLYH WKDQ UHVSRQGLQJ LQ NLQG
&RQ GUWHRQORWH DW

Id. DW

*UDKDP VXSUD QRWH DW

-HQVHQ VXSUD QRWH DW QRWLQJ WKH GLIILFXOW\ RI UHVSR
6 N O HsupraY QRWH DW 6NOHURY QRWHYV KRZHYHU WKDW PRVW OHJDO \

DSSOLHG WR DGGUHVV DWWD Fshpva DARQ\WRD VWODWH DFWRUV 6NOHURY
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DGGUHVV LW WKURXJK WKHLU G RRIPWWHLAEP P IR QY R UVDY X\ U\
ULJKW RI VHOI GHIHQVH FRXOG EH SUHVHUYHG E\ SHUPLWWL
WKH HYHQW RI DQ DWWDFN E\ D WKLUG SDUWXWRFPWOI\G
LQWHUQDWLRQDO ODZ SHUPLWY D VWDWH WR EH KHOG UHVS
WKH DFWLRQV Rl WKLUG SDUWLHV ZLWKLQ WKHLU ERUGHUYV
WR SUHYHQW SHUVRQV ZLWKLQ LWV ERUGHUV IYRE HYHIS HW
WKH YLFWLP VWDWHZAY WDUJHWV PXVW EH OLPLWHG WR WKH
ERUGHU RSHUDWLRQV DUH RSSRVHG ZLWK IRUFH E\ WKH KRV
(YHQ ZKHQ WKH DWWDFNAEV VRXUFH FDQ EH LGHQWLILHC
WKH YLFWLP VWDWHAY VIVWHP PXVW DOVR PDS WKH DWWDFI
VIVWHPZEV IXQFWLRQV DQG ZKDW FRQVHTXHQFHV DUH OLNHO
7KLV ZRXOG KHOS HQVXUH WKDW WKH XVH RI PLWLJDWLYH FI
GLVWLQFWLRQ DQG YSHFRBRUHVRR FXOUWQW WHFKQLFDO OLPL)
LPSRVVLEOH WR PDNH D 3VXUJLFDO VWULNH" DJDLQVW D VSF
FRXOG SRWHQWLDOO\ EH YLHZHG DV YLRODWLRQV RI WKH |
SURSRUWLRRKRB GIDMIHU Rl UXQQLQJ DIRXO RI LQWHUQDWLRQLE
WKH PRVW DFFXUDWH WHFKQRORJ\ LQ GHWHFWLQJ WUDFI
LPSRUWDQFH :H WKXV DUJXH WKDW DFWLYH GHIHQVH VKRX
WHFKQRORJ\ LV VXIILFLHQWO\ DGYDQFHG WR SURWHFW DJDL
$QRWKHU GHEDWHG LVVXH LV ZKHWKHU PLWLJDWLYH FR
SHUVRQV ZKR ZRXOG EH FRQVLGHUHG 320DZIXO,IFR PEWDMYDGWH
SDUW\ FRQGXFWV D PLWLJDWLYH FRXQWHUVWULNH DJDLQVYV
FLWL]HQV RI WKDW VWDWH WKH SULYDWH SDUW\ FRXOG !
QRQFRPEDWDQW 7KLV GLVWLQFWLRQ EHWZHHQ ODZIXO FRI
DUJXPHQW WKDW WKH JRYHUQPHQW VKRXOG EH UHVSRQVL
HVSHFLDOO\ PLWLJDWLYH FRXQWHUVWULNLQJ B6XFK D UH.
FRQVLVWHQF\ LW ZRXOG DOVR SURWHFW SULYDWH SDUWLHYV
WDUJHWV IRU PLOLWDU\ VWULNHY XQGHU WKH /DZ RI :DU
8QGHU LQWHUQDWLRQDO ODZ VWDWHV KDYH D GXW\ WR
QRQWDWH DFWRUV WR FRPP LW GFHIRR/Y B/RU G HWWIVWW/ODF\W VE H F L
VWDWHVY DOVR KDYH D OHJDO DXWKRULW\ WR XVH F\EHU FI

Id. DW +RZHYHU LQ H[WUHPH VLWXDWLRQV LW PD\ EH UHFRJQLI]H
VWDWH DFWRUV LQ VHOI GHIHQVH VXFK DV LQ WKH FDVH RI DO 4DHGD D
IDWLRQV 6HFXULW\ &RXQFLO UHDIILUPHG WKDW WKH 8QLWHG 6WDWHV KI
6 N O HuUpRYQRWH DW

*UDKDP VXSUD QRWHsupra QRWH 6 NODMURY

*UDKDP VXSUD Q#&aaldo 6 N MHWpR YQRWH DW QRWLQJ VFKROL
SRVLWHG WKDW LW LV XQQHFHVVDU\ WR FRQFOXVLYHO\ DWWULEXWH DV
DFWRUVZAZ DWWDFNV ZLWK IRUFH XQGHU LQWHUQDWLRQDO ODZ

6 N O,HUpR YQ R W H DW
Id. DW

Id.

*UDKDP VXSUD QRWH DW
Id. DW

6 NO KR YQRWH DW
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LQVXIILFLHQW FULPLQDO ODZV RU GHFOLQHV7WIR FXQUBEHBDMW
LQWHUQDWLRQDO ODZ SDUDGLJP OLPLWV WKH UHVSRQVH R
UHVSRQG WR DQ DWWDFN ZLWKRXW SR WRDHYLHIUD OARPL-R O D MWK
UHVSRQGLQJ WR D F\AEHUDWWDFN ZLWK D F\EHWDWMWDFN LV
SULQFLSOHV Rl GLVWLQFWLRQ KXPDQLW\ QHFHVVLW\ DQG
DWWDFNV LQ UHVSRQVH WR F\EHUDWWDFNV

,QWHUQDWLRQDO ODZ DOVR LQFOXGHV WKH FRQFHSW
SHUPLWWHG ZKHQ WKH QHHG IRU VHOI GHIHQVH LV LQVWDQ\
UHVSRQG DQG WKHUH LV QRMWLPPHGUDGEHOHENUDMWRIRQW RI O
GHIHQVH LV UHODWLYH WR WKH VWUHQJWK RI WKH VWDWH D
DUPHG DWWDFN DQG WKDW WKH GHIHQGHUAYV DELOLW\ WR (
UHVSRQIGWKHUH LV HYLGHQFH RI DQ RQJRLQJ FDPSDLJQ DJDL
PD\ EH DXWKRUL]JHG EHFDXVH IXWXUH DUPHG DWWDFNV DUH |

7KHUH LV GLVDJUHHPHQW DPRQJ VFKRODUV DERXW KRZ
UHJDUG WR ZKHWKHU LW SHUPLWV DQWLFLSDWRU\ VHOI GH
OLWHG WR UHVSRQGLQJ WRWKHBNUPH GX B WWKDAW $UWLFOH
LQKHUHQW ULJKW Rl VHOI GHIHQVH D QG CardlileVWW W QW G BLUSD W\
VWLOO DYDLODEOH6RRHDKDWUNSRQPMHG KRZHYHU WKDW WK
Caroline VWDQGDUG WKDW WKH QHFHVVLW\ IRU UHVSRQVH EH
FKRLFH Rl PHDQV DQG QR PRPHQW IRU GHOLEHUDWLRQ  PDN
FRXOG DSSO\ LQ D F\AEHUDWWDFN FRQWH[W

.| VHOI GHIHQVH LV VWULFWO\ OLPLWHG WR UHVSRQG
FRPSOLFDWLRQV WKHQ DULVH GXH WR WKH QDWXUH RI F\EH
DUH YHU\ XQOLNHO\pewse HHJYHEZBIWWDFENY ~ $UIXPHQWV DE
F\EHUDWWDFNV DV DUPHG DWWDFNV RIWHQ ORRN WR WKH W
FKDUDFWHUL]H LW DV,W Q@ FXUPHEHHD WMWWD\FELIILFXOW WR DUJX|
YHUJH Rl DQ DUPHG DWWDFN ZKHQ WKH GHILQLWLRQ RI DU
SULPDULO\ EDFNZDUG ORRNLQJ

6FKPLWW DUJXHV WKDW DQWLFLSDWRU\ VHOI GHIHQVH F

Id.. 6NOHURY SRVLWV WKDW LI WKH GXW\ RI SUHYHQWLRQ LV UHLQ\
UHPHG\ WKH GLIILFXOWLHYVY UDDWHG E\ DWWULEXWLRQ LVVXHYV

+RLVLQJWRQ VXSUD QRWH DW
6 N O,Kupid YQ R W H DW
7KLV [CerofK NWDQGDUG RI DQWLFLSDWRU\ VHOI GHIHQVH WKDW DU
15&(3257supra QRWHDW +RLVLQJWRQ VXSUD QRWH DW -HQVHQ V
6N O HsupRYQ R W H DW
6N @Mugra Q RW H DW
Id. DW

&RQGUWRQQRWH DW
158&(32575upra QRWBW &RQGURNQQRWH DW ,suprab@RWHRY DW

*UDKDP VXSUD QRWH DW
See -HQVHQ VXSUD QRWH DW
See -HQVHQ VXSUD QRWH DW FRQFOXGLQJ WKDW WKHUH ZF

FRPSXWHU QHWZRUN DWWDFNV LI VXFK DWWDFNV DUH DOZD\V YLHZHG D
SURYLGHYVY DQ DQDO\WLYV RI WKH FRQWUDVWLQJ YLHZV RI 6FKPLWW DQG
LQWHUQDWLRQDO ODZ LV PRUH DFFXUDWMW 6KDUSAV LV PRUH IRUZDUG O}
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IDFWRUV DUH SUHVHQW )LUVW WKH DWWDFN LV SDUW RI D
DWWDFN 6HFRQG WKH DWWDFN LV LUUHYRFDEOH DV D VWH
7KLUG WKH DQWLFLSDWRU\ UHVSRQVH WR WKH DWWDEN LV X
WKH DWWKIPW FUHDWHYV D KLJK EDU KRZHYHU VR ZH VXJJH
ZRXOG EH ODUJHO\ XQDYDLODEOH DV D MXVWLILFDWLRQ IRU
2XU DQDO\VLV OHDGV XV WR FRQFOXGH WKDW XVLQJ PL!
RQJRLQJ DWWDFN VXFK DV D '"R6 DWWDFN ZRXOG OLNHO\
$GGLWLRQDOO\ WKH OLWHUDWXUH QRWHVY WKDW DQWLFLSDV
VXJIJHVWVY DQ RQJRLQJ FDPSDKHU HIRILH VMWW DLW WSIRW M L E O H
FRXQWHUVWULNLQJ FRXOG EH XVHG DJDLQVW D SDUW\ WKDYV
DJDLQVW WKH VWDWH LI WKHUH LV HYLGHQFH WKDW WKH SU
WKXV IXWXUH F\EHU 3SDUPHG DWWDFENV’~ Rl WKH W\SH MXVW H]|
,Q DGGLWLRQ WR WKH WUDGLWLRQDO FRQFHSW RI VHO
UHSULVDOV RU SURSRUWLRQDWH FRXQWHBBBKHDVRONVW KMHP VI
WKRXJK PD\ QRW LQYROYH D *XVH RI IRUFH ~ DQG WKH\ PXVW
FRQVLGHUHG UHSULVDOV WKH FRXQWHUPHDVXUH PXVW
GHIHQGLQJ VWDWH WROG WKH DJJUHVVRU VWDWH WR VWR
FRPPHQVXUDWH ZLWK W5KiS KIDWIPOV X MMKWHHUG IRUH  ZRXOG OLNFE
VWDWH LV ORRNLQJ WR UHVSRQG WR DQ DWWDFN E\ D QRQ
XQDYDLODEOH DV DQ RSWLRQ LI F\AEHUDWWDFNV DUH FRQVLC
+RZHYHU LI WKH LQWHUQDWLRQDO FRPPXQLW\ GHRIDBUHV W
WKDW\EHUDWWDEN WKXV GRHV QRW YLRODWH $UWLFOH
FRXQWHUVWULNHY LQ D PDQQHU FRQVLVWHQW ZLWK WKH G|
VWDWHY WR SURWHFW WKHLU LQWHUHVWYV LQ WKH HYHQW RI

C. Non-Legislative Steps Relevant to Self-Defense

2YHU WKH ODVW ILIWHHQ \HDUV &1, DQG F\EHUVSDFH k
HIHFXWLYH RUGHUV DQG SUHVLGHQWLDO GLUHFWLYHV ([HF
DGPLQLVWUDWLYH DJHQFLHVY WKDW DUH LVVXHG E\ WKH 3UH
SBUHVLGHQWLDO GLUHFWLYHV FRPPRQO\ FDOOHG QDWLRQDO
RUGHUV UHODWLQJ WR QDWIKRQPIRVVMWHRWQL WN WHH HHEQWW P H C
VXFK GLUHFWLYHVY KDYH WKH VDPH OHKRDOHHHHFAXWLVY BQRH [

Id. DW

6 N O,Kupid YQ R W H DW

"HQVHQ VXSUD QRWH DW

6 N O,Kupid YQ R W H DW

$V QRWHG KRZHYHU UHSULVDOV DUH SRWHQWLDO UHVSRQVHV W
3XVH Rl IRUFH” WKHPVHOYHV ,I F\AEHUDWWDFNV DUH QRW XVHV RI IRUFH

+RZHYHU D F\EHU FRXQWHUVWULNH WR D QRQ F\EHUDWWDFN 3XVH RI IRU
ZRXOG SRWHQWLDOO\ EH D ZD\ IRU D VWDWH WR SURWHFW LWV LQWHUHYV

7KLVQDWLRQ FRP :KDW LKWRZZ HW¥FKMWLQMHWILRGHERP TXHVWLRQ K
$SU

Id.

OHPRUDQGXP IRU WKH &R X QN HIDO W R HF WH. YHJQHHALG RQWD 3UHVLGHQ
&RPSDUHG WR DQ ([HEXWL YadhaiReGHKWWS) ZZZ MXVWLFH JRY ROF SUHGLUFL
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JHQHUDOO\ SXEOLVKHG LQ WKH )HGHUDO 5HJLVWHU RUGHU"
VHEXULW\ LQIRUPDWLRQ PD\ EH NHSW FODVVLILHG
3UHVLGHQW &OLQWRQ LVVXHG VHYHUDO RUGHUV UHOHY]
GXULQJ KLV SUHVLGHQF\ LQFOXGBQH \([ HAQWLYDHO 2 HEH VLR Q
3" DQG D UHSRUW HQFRXUDJLQJ WKH SURWHFWLRQ R
SDUWQHU3KEGNVNFE SULYDWH SDUWQHUVKLSY DUH D UHFXUULQ
GLVEXVVLRQV ZLWK VRPH VXJJHVWLQJ WKDW PDOLFLRXV VR
ZKHUH WKH EXUGHQ LV DOORFDWH G DHP\RLQGIH PBVWQ % & \/ KI AE Y HIDRW
WRSLF LQFOXGH ([HFXWERRARHDWLDEHU 6HFXULW\ 3UHVLGHQWLDC
WKH 1DWLRQDO 6WUDWHJ\ WRH6HBWULIR BDEHUMEDNM UXF
30DQDQG VHYHUDO GLUHFWLYHV WKDW DUH VWLOO FODVVL
'LUHFWLYH 1®3QG 1DWLRQDO 6HFXULW\ 3UHVLGHQWHDO 'L
PRVW UHFHQW SUHVLGHQWLDO DFWLRQ RQ F\EHUVHFXULW\ L
5HYLHZKH &\EHUVSDFH 3ROLF\ 5HYLHZ UHFRJQL]JHV WKH LPS
ZLWKLQ WKH IHGHUDO JRYHUQPHQWDWR DG G B VEHRA ENEN BV X

TKLVQDWLRQ FRP :KDW LV D®QZ@H¥FEKMWLMHWALIR&HER P KIWKWEBW LR Q K

$SuU

([HF 2UGHU 1RULWLFDO ,QIUDVWUXFWXUH 3URWHFWLRQ JHG
DFNQRZOHGJLQJ WKH H[LVWHQFH RI F\EHU WKUHDWY DQG HVWDEOLVKLQ.
SURWHEWHIR@ZDOG VXSUD QRWH DW -HQVHQ VXSUD QRWH DW

3" VXSUD QRWHQZDOG VXSUD QRRMNXH O D V DRWSftREgIBXidnTor
Safety and Security: Final Minutes or Finest Hour? 6(721+%$// 1 5(9 6KDUS VXSUL
QRWH DW FUHDWHG D 1DWLRQDO &RRUGLQDWRU IRU 6HFXULW\ ,C
7THUURULVP HVWDEOLVKHG D 1DWLRQDO ,QIUDVWUXFWXUH 3URWHFWLRC(
6KDULQJ DQG $QDO\WLYV &HQWHUV ,6%&V 3" VXSUD QRWH

'HIHQGLQJ $PHULFD V &\ EHUVSDFH 1DWLRQDO 30DQ IRU ,QIRUPD\
,QYLWDWLRQ WR ,RvdilableaR KX\HW S ZZZ IDV RUJ LUS RIIBEKROANS S@ K S&,B QB WM
DwW

<DQJ + R |digid/ @&RW H DwW

&ULWLFDO ,QIUDVWUXFWXUH 3URWHFWLRQ LQ WKIE GHIUPDWLRQ
2FW -HQVHQ VXSUD QRWH DW

+63' VXSUD QURHMHHQZDOG VXSUD QRWH DW 6KDUS VXSUD QF

:KLWH +RXVH 7KH 1DWLRQDO 6WUDW kvaNabled &t &KNMRAXE H KX E HBKAS DIR M
[OLEUDU\ DVVHWYV 1DWLRQDOB&\EHUYV SshpFeH® RWHBDWBW SGI <DQJ +RITVWI

IDWLRQDO ,QIUDVWUXFWXUH 3URWHFWLRQ 30DQ 3DUWQHULQJ
availableat KWWS ZZZ GKV JRY [OLEUDBKDVYHWXSUBIBRBWBHQ SOW

15&5(3257supra QRWHDW &s$< : ,/621 ,1)250$7,21: $5)$5( $1' &< %(5:%$5
&$3%$%,/,7,(6 $1' 5(/$7( 32/,&< ,668(6 , available at
KWWS GLJLWDO OLEUDU\N XQW HGX DUN PHWDFUV

%URZQ VXSUD QRWH DWwW &KDELQVN\ VXSUD QRWH DW

(O OHQ 1DBNdD Urddr PX¥pands Network Monitoring : $6+ 3267 -DQ DW $ UHIHUUL
D FODVVLILHG GLUHFWLYH DXWKRUL]LQJ IHGHUDO LQWHOOLJHQFH DJHQFI

&G\EHUVSDFH 3ROLF\ 5SHYtUHHEHXBOD QRVSH D QRWH DW 7KH U
HVWDEOLVKLQJ D &\EHUVHFXULW\ &RRUGLQDWRU ZKR ZRXOG FRRUGLQDYV
*UHHQZDOG VXSUD QRWH DW 6KDUS VXSUD QRWH DW 7KH F\I
KDYH WKH DXWKRULW\ WR PDNH SROLF\ 6KDUS VXSUD QRWH DW
SHUIRUPDQFH DQG VHFXULW\ REMHFWLYHV IRU QH[W JHQHUDWLRQ ,QWHU
IHGHUDO HPSOR\HHVY ZLWK WKH QHFHVVDU\ VNLOOV +XQNHU VXSUD QRW

*UDQW VXSUD QRWH DwW
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JOREDO LVVXH UHTXLULQJ LQWHUQDWLRQDO FRRSHUDWLRQ

,Q DGGLWLRQ WR H[HFXWLYH RUGHUV RWKHU UHFHQW R
HVWDEOLVKHG WKH &\EHU 'HIHQFH 0D QPIWR H QWK H$ XBWEK R&I\E:
&RPPDQG ZDV HVWDEOLVKHG LQ -XQH XQGHU WKH 8 6 6W
WKH VRUW RI DGYHUVDU\ FDSDELOLWLHYV LOOXVWUDWHG E\ W

‘H DFNQRZOHGJH WKDW WKHVH RUJDQL]DWLRQDO VWHSYV
JR IDU HQRXJK VLQFH WKHUH LV VR OLWWOH HIIRUW WR LP
'KLOH GLUHFWLQJ WKH JRYHUQPHQW WR SURWHFW IHGHUDO
RSHUDWHG E\ SULYDWH FLWL]HQV ZKR UHFHLYH TXHVWLRQD|
ZLWK UHVSHFW WR DFWLRQV WDNHQ RQ IHGHUDO V\VWHP
SDUWQHUVKLSY LQ LPSOHPHQWLQJ VWDQGDUGY DQG SURW
SURWHFWLQJ &1, IURP SRVVLEOH PUSHU YW WHH B MWW ®I N H QK WK
RZQ FKDOOHQJHYV

,Q WKLV YHLQ 3" HQFRXUDJHG WKH HVWDEOLVKPHQW
&HQWHUV ,6%$&V ,6$&V ZHUH VXEVHTXHQWO\ HYWDEOLVKHG
DQG SURWHFWLQJ 3WKH SK\WLFDO DQG F\EHU VHFXULW\ R
$PHULFD7KHUH DUH VHYHUDO GLIIHUHQW ,6%$&V WR FRYHU
LQIUDVWUXFWXUH LQFOXGLQJ WKH &RPPXQLFDWLRQV ,6%&
6$& 7KH ,7 ,6%3& RQO\ OLVWV WZHQW\ FXUUWG®WX PK PVE K KM
PHPEHUVKLS LQFOXGHV OLFURVRIW ,%0 OF$IHH DQG 6\PDQW
EHLQJ KXJHO\ VXFFHVVIXO LQ SDUW GXH WR WKH UHODWLY]|
SDUWLFLSDWLRQ LV SHUKDSV GXH WR WKH LQKHUHQW GLIILF
SXEOLF VHFWRUV DQG SHUKDSV DOVR EHFDXVH RI WKH UHV
PLJKW KDYH WR HQJDJLQJ LQ IXO0O FRRSHUDWLRQ DQG LQIRU
FDVH VWXG\ RI WKH ,6$& UHJLPH LV RXWVLGH WKH VFRSH R
KHOSIXO LQ XQGHUVWDQGLQJ WKH DGYDQWDJHYV DQG SLWID
FRQWH[W

‘H XUJH WKDW SXEOLF SULYDWH SDUWQHUVKLSV FRX
VKRUWFRPLQJV Rl UHJXODWLQJ F\EHU VHFXULW\ DQG GHIHQ\
VHOI GHIHQVH LQ F\EHUVSDFH $V LV HYLGHQW IURP WKH H]
SODUWQHUVKLSY FDQ EH GLIILFXOW WR LPSOHPHQW 7KH SULY
WZR YHU\ GLIIHUHQW FXOWXUHV DQG JHWWLQJ WKH WZR JU|
LQVWDQFH WKHUH PD\ EH D ODFN Rl WUXVW EHWZHHQ WKH
DIJDLQVW VKDULQJ IXO0\ ZLWK WKH RWKHU OHDGLQJ WR LQI
PRUH WKDQ WKH RWKHU ZLWK UHVSHFW WR VRPH PDWWHUV
WKH SXEOLF DQG SULYDWH SDUWLHV QHHG WR EH HQFRXUDJ
VR WKDW WKH\ FDQ ZRUN WRJHWKHU LQ D FRRUGLQDWHG ID)\

+XQNHU VXSUD QRWH DW
15&(325y5upra QRWBW
<RXQJ VXSUD QRWH DW
1IDWLRQDO &RXQFLO RI ,63&V $ERXW IDWLRQDO

KWWS Z7Z7Z7Z LVDFFRXQFLO RUJ LQGH[ SKS"RSWLRQ FRPBFRW WH § WWHLGH 2 DU

Id.
,7,6%& KWWSV 72z7zZ LW LVDF RUJ PHPEHUOLVW SKS ODVW YLVLWH
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WKDW GULYH WKH FROODERUDWLRQ ,I D SXEOLF SULYDWH S
WKH SDUWLHYVY ZLOO EH H{IWUHPHO\ LPSRUWDQW

$ SXEOLF SULYDWH SDUWQHUVKLS LQ WKH FRQWH[W RI I
EULQJLQJ DFWLYH GHIHQVH FDSDELOLWLHV RI WKH JRYHUQF
,68& WKRXJK LW LV RI TXHVWLRQDEOH FXUUHQW HIIHFWLYH
RI WKH SXEOLF ZLWK D IRUP WR VXEPLW VXVSLFLRBX)Y ILOH
DQRDORJRXV DUUDQJHPHQW LQ WKH FRQWH[W RI DFWLYH G
FRQFHUQLQJ ,'6 DQG WUDFHURXWH WUDFHEDFN UHVHDUFK L
WUHQGV DQG DOHUWYV DERXW QHZO\ GLVFRYHUHG YXOQHUDE

1RZ WKDW ZH KDYH H[DPLQHG WKH FXUUHQWO\ DYDL
F\EHUDWWDFNV DQG VHOI GHIHQVH LQ F\EHUVSDFH ZH WXUQ
SDUDGLJP WR JRYHUQ WKH LVVXHV UDLVHG E\ DFWLYH GHIH
VXFK D UHJLPH FDQ EH LPSOHPHQWHG

9 32/,8<&21&(516(/$7,1* 7D ,7,*$7,982817(5675,.,1*

,Q WKH SUHYLRXV VHFWLRQ ZH HVWDEOLVKHG WKDW P|
XQGHU FXUUHQW ODZ JRYHUQLQJ PDWWHUV RI VHOI GHIHQYV
DULVH LQ WKH FRQWH[W RI ERWK GRPHVWLF DQG LQWHUQDW
QHZ SROLF\ LVVXHV WKDW PD\ EH UDLVHG FRLQFLGLQJ ZLWtk
UHJLPH HPSKDVL]LQJ PLWLIJDWLYH FRXQWHUVWULNLQJ :H HY
PLWLIJDWLYH FRXQWHUVWULNLQJ ZRXOG EH DQ RSWLPDO UH
UHVSRQVLELOLW\ IRU PLWLIJDWLYH FRXQWHUVWULNLQJ DQG
‘H DOVR SURYLGH VXJIJHVWLRQV IRU SRVVLEOH SURFHGXUHYV
SURWHFW WKLUG SDUWLHYVY ZKR PLJKW EH KDUPHG DV D UHVX

A. The When and Who of Active Defense and Mitigative Counterstriking

KHQ PDNLQJ VXJJHVWLRQV UHODWLQJ WR DFWLYH GHIH
RI WKH PRVW LPSRUWDQW TXHVWLRQV DUH ZKHQ DQ DFWLY|
E\ ZKRP 7KHVH DUH IXQGDPHQWDO LVVXHV WKDW XQGHUOLF
GHIHQVH UHJLPH LQ D VRFLDOO\ RSWLPDO DQG FRQVLVWHQW

5HOHYDQW W\SHV RI LQWUXVLRQV

7KH ILUVW LPSRUWDQW FRQVLGHUDWLRQ LV WKH W\SH
DGGUHVVHG XVLQJ PLWLIJDWLYH FRXQWHUVWULNLQJ )RU RXI
SURFHVV LV WKH GHWHFWLRQ VWDJH %HFDXVH RI WKH QDW
DFFHVVLQJ WKH WDUJHW PLWLIJDWLYH FRXQWHUVWULNLQJ z
ZKHUH WKH LQWUXVLRQ LV D VLQJOH HYHQW VLQFH WKHUH
7KHUH DUH WZR W\SHV RI LQWUXVLRQ WKDW ZH DQWLFLSDWI
FRXQWHUVWULNLQJ '"‘R6 DWWDFNV DQG VSLGHUV

""R6 DWWDFNV ZRXOG EH FDWHJRUL]J]HG DV F\EHUDWWDEFN

,7,6%& KWWSV Z7Z7ZzZ LW LVDF RUJ ODVW YLVLWHG $SU
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XQGHUWDNHQ LV IRU WKH DWWDFNHU WR FRPSURPLVH D OD!
JRPELH V\VWHPV LQ RUGHU WR IORRG D WDUJHW ZLWK GDW
XQGHUWDNHV D ""R6 DWWDFN RI WKLV W\SH KH PXVW ILUVW
GLVVHPLQDWH PDOLFLRXV FRGH WR WDNH DGYDQWDJH RI Wk
ODUJH QXPEHU RI VIVWHPV SHUKDSV KXQGUHGV Rl WKRXVD
JRPELH KRDUG KH KDV DW KLV GLVSRVDO DQ DUP\ RI FRP
UHSHDWHGO\ XQWLO WKH WDUJHW LV WDNHQ RXW 7KH UHS
VXLWHG IRU WKH GHWHFW WUDFH FRXQWHUVWULNH SDWWHU

7KH XVH Rl VSLGHUV WR PLQH GDWD ZRXOG EH FDWHJRL
F\AEHUDWWDFN EHFDXVH WKH JRDO LV WR R EWDIFQ® X3MHWW K &
LQWUXGHU DFFHVVHV WKH WDUJHW V\VWHP UHSHDWHGO\ W
ILUPEV ,’6 WR GHWHFW D SDWWHUQ PDNLQJ WKEXEH RI VS
LQWHUUXSWHG E\ D PLWLJDWLYH FRXQWHUVWULNH WR UHG)
LOQWUXGHU :KHWKHU P Lhould DEVH I HFQ YRV HHV®RIQ S HWR WK H
KRZHYHU LV D TXHVWLRQ UHODWHG WR WKH VHYHULW)\ RI WK

,Q WHUPV RI VHYHULW\ LW LV LPSRUWDQW WR GHYHO]
LQWUXVLRQ LV VXIILFLHQWO\ VHYHUH WR MXVWLI\ D PLWLJI
GRQH E\ DSSO\LQJ WHVWV WKDW KDYH EHHQ XVHG E\ RW
LQWHUQDWLRQDO ODZ ZRXOG DSSO\ WR SURKLELW HLWKHU F
RSWLRQV DUH H[DPLQHG LQ IXUWKHU GHWDLO LQ 6HFWLRQ
PLWLIJDWLYH FRXQWHUVWULNHY PLJKW EH DQ DSSURSULDWHF
FRQVLGHUHG DQ *DUPHG DWWDFN ~ :H SURSRVH XVLQJ DQ
ZKHWWHKH HIIHFWV RI D F\EHUDWWDFN DUH WKH W\SH RI HIIHI
D FRXQWHUVWULNH XQGHU $UWLFOH RI WKH 8 1 &KDUWHU
HOQVXUH DGKHUHQFH WR SULQFLSOHV RI PLWLJDWLRQ KRZH:
OLWLIJDWLYH FRXQWHUVWULNLQJ PLIKW WKXV DOVR EH SHUP
sXVH Rl IRUFH ~ %HFDXVH VSLGHUV DUH H[SORLWDWLRQV DQ
ZRXOG EH MXVWLILDEOH WR XVH PLWLJDWLYH FRXQWHUVWUL

+DYLQJ HVWDEOLVKHG WKDW PLWLJDWLYH FRXQWHUVWU
LQ WKH HYHQW RI DQ RQJRLQJ ""R6 DWWDFN ZH QRZ WXUQ W
PLWLIJDWLYH FRXQWHUVWULNHY 7KH WKUHH SULPDU\ RSWLR
VRPH K\EULG Rl WKH WZR

SULYDWH VHFWRU SDUWLFLSDWLRQ

,Q WKH VRFLDOO\ RSWLPDO VLWXDWLRQ ZKHUH DFFXUDW
UHFRXUVH ZRXOG EH SUDFWLFDEOH WKHUH DUH SRWHQWLD ¢
FRXQWHUVWULNH GLUHFWO\ $GYDQWDJHV PD\ LQFOXGH WK|
FRXOG EH XQGHUWDNHQ +RZHYHU WKHUH DUH PDQ\ FRQ
THFKQRORJ\ RIWHQ RXWSDFHV OHJDO GHYHORSPHQWYV VR S
WHFKQRORJ\ WKDW SRWHQWLDOO\ KDV VLIJQLILFDQW QHJDW|

See IDKOH "ROIH :KDW DUH SRERWYV 6SLGHUYV "HE$C
KWWS ZRPHQLQEXVLQHVV DERXW FRP RG LQWHUQHWPDUNHWLQJDQGVHR
GHILQLQJ URERWYV VSLGHUV DQG ZHE FUDZOHUV DV SURJUDPV WKDW DU
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HILVWV RXWVLGH WKH ODZ 7KLV FRXOG OHDG WR KXQGUHC
WUDFHEDFN DQG FRXQWHUVWULNH WHFKQRORJLHV WR WKR
NLQG RI RYHUVLIJKW WR HQVXUH TXDOLW\ DQG SURWHFW WKL
FRXOG DOVR UDLVH LVVXHV I WKHUH LV D VLJQLILFDQW D
VRIWZDUH SURYLGHUV GHYHORSHUV PD\ KDYH LQFHQWLYH \
VRPH VRIWZDUH EHLQJ FKHDSHU EXW ORZHU TXDOLW\ WKDQ |

%H\RQG WKH LVVXHV RI FRQVLVWHQF\ RI LPSOHPHQWDW |
VLIQLILFDQW GRZQVLGH RI HQWUXVWLQJ PLWLIJDWLYH FRXQ
WKHUH DUH WKUHVKROG SRLQWYVY ZKHUH SHUPLWWLQJ FRXQW
+RZHYHU LW GRHV QRW GHILQH WKHVH WKUHVKROGV DQG
VRUW RI VWDQGDUGL]DWLRQ ,W ZRXOG EH XQZLVH WR DO
GHFLVLRQV RQ D FDVH E\ FDVH EDVLVY 6RPH FRPSDQLHV ZRX
EH PRUH LQFOLQHG WR EHKDYH OLNH F\EHU YLJLODQWHYV
IUDPHZRUN WR HQVXUH DGKHUHQFH WR SULQFLSOHV RI PLW|
VLIQLILFDQW GLVFUHWLRQ LQ WKH KDQGV RI SULYDWH ILUP\
GLIITHULQJ UHVXOWY ,Q RUGHU WR HQVXUH WKDW RQO\ VR
FRXQWHUVWULNLQJ RFFXUV LPSOHPHQWDWLRQ RI DQ DFWL
FRXQWHUVWULNHY PXVW EH VWDQGDUGL]HG 2QH SRVVLEOH
WR XWLOL]J]H D FHQWUDO JRYHUQPHQW HQWLW\ IRU WKH SXU S
ZRXOG EH DSSURSULDWH :H VXJIJHVW WKDW '+6 PLJKW EH D .
WKHLU DFWLYLWLHYV LQ WKH F\EHUVHFXULW\ DUHQD

, I SULYDWH ILUPV ZHUH SHUPLWWHG WR GLUHFWO\ HQ.
SRVVLEOH UHVWULFWLRQ WKDW WKH JRYHUQPHQW FRXOG
FRXQWHUVWULNLQJ ILUP KDYH D FHUWDLQ SHUFHQWDJH RI
FRXOG SRWHQWLDOO\ KHOS HQVXUH WKDW PLWLJDWLYH FRX
KDG WKH PRVW WR ORVH IURP DQ DWWDFN WKDW FULSSOH®
DGRSWHG LW VKRXOG QRW DSSO\ WR ILUPV WKDW FRQWURO
JULGV +RZHYHU JLYHQ WKH VLIQLILFDQW GRZQVLGHV RI1 S
GLUHFWO\ DQ DOWHUQDWLYH LPSOHPHQWDWLRQ PD\ EH D
PLWLIJDWLYH FRXQWHUVWULNHY WR WKH SULYDWH ILUPV ZKF
JRYHUQPHQW RU D JRYHUQPHQW FRQWUDFWRU PD\ DOVR E
GHHPHG QHFHHKVYLVYDRISWLRQ LV FRQVLGHUHG LQ WKH IROORZLQ.

*RYHUQPHQW LQYROYHPHQW

7TKH QH[W RSWLRQ ZH H[DPLQH LV ZKHWKHU WKH JRYHU(
FRQGXFWLQJ PLWLIJDWLYH FRXQWHUVWULNHY 7KH OHJDO
HIDPLQHG LQ 6HFWLRQ ,9 7KLV SURSRVDO KDV VHYHUDO D
SRWHQWLDO SLWIDOOV WKDW PXVW EH FDUHIXOO\ PRQLWRU
WKDW WKHUH ZRXOG EH IHZHU GRZQVLGHV WR JRYHUQPHQV
SDUWLHV ZHUH SHUPLWWHG WR H[HFXWH PLWLJDWLYH FRXQ'
WKDW LQYROYHV PRQLWRULQJ SULYDWH VA\VWHPV IRU LQWU.:

See 15&(325y7supra QRWBW VXJIHVWLQJ SRWHQWLDOO\ EXLOGLQJ D JF
SULYDWH VHFWRU HQWLWLHYVY LPPHGLDWH UHOLHI ZKHQ WKH\ DUH YLFWLP
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VHFWRU ZKR ZRXOG WKHQ FRPPXQLFDWH ZLWK WKH GHVL.
LOQWUXVLRQ LV GHWHFWHG 7KLV ZRXOG PRUH HIIHFWLYHO\ [
HQFRXQWHU DV D UHVXOW Rl PRQLWRULQJ SULYDWH QHWZI
(&3% WKH &)$$ WKH &RPSXWHU 6HFXULW\ $FW RI WKH )F
$PHQGPHQW

| WKH JRYHUQPHQW ZHUH SODFHG LQ FKDUJH RI DQ\ QF
ZRXOG VLPSOLI\ PDWWHUV E\ HQVXULQJ WHFKQRORJLFDO |
FRXQWHUVWULNLQJ $QRWKHU DGYDQWDJH Rl SODFLQJ WKH |
JRYHUQPHQW HQWLWLHYV LV WKDW WKHUH ZLOO EH XQLIRUP
HQVXUH WKDW DOO HPSOR\HHV UHVSRQVLEOH IRU PLWLJDWL
RI WKH SURFHVVHVY DQG GDQJHUV ,Q DGGLWLRQ WR XQLIRU
PLWLIJDWLYH FRXQWHUVWULNLQJ WR EH XQGHUWDNHQ E\ WKI
SURYLGHG WR SDUWLHY EDVHG RQ QHHG DQG XUJHQF\ UDWK
FRXABUE WR SD\ WR SURWHFW WKHLU V\VWHPYV

,Q WKH LQWHUHVWYV RI XQLIRUPLW\ DQG OLPLWLQJ WKH
UHFRPPHQG WKDW WKH JRYHUQPHQW REWDLQ ,'6 WHFKQROR
ZLOO EH UHVSRQVLEOH IRU PRQLWRULQJ WKHLU RZQ QHWZF
FRQWURO RYHU WKH FKRLFH RI WUDFHEDFN WHFKQRORJ\
WHFKQRORJLFDO DFFXUDF\ +RZHYHU ZKHWKHU H[HFXWLQJ V
SDUWLHV RU WKH JRYHUQPHQW LV QRW \HW IXO0O\ FOHDU ,"
UDSLGO\ DQG KDYLQJ RQH DFWRU UHVSRQVLEOH IRU DFTXLI
WHFKQRORJ\ LV SXW LQWR SODFH IRU WKH EHQHILW RI VRFLF

2XU DQDO\VLVY DOVR OHDGV XV WR FRQFOXGH WKDW D C
RSWLPDOLW\ RI PLWLJDWLYH FRXQWHUVWULNLQJ 7DUJHWHC
UHVSRQVLEOH IRU KDUP D FRXQWHUVWULNH FDXVHV WR LQQ
WKLV OLDELOLW\ UXOH LI JRYHUQPHQW LV UHVSRQVLEOH IRL
DUH VWLOO KHOG UHVSRQVLEOH IRU KDUP FDXVHG WR LQC
JRYHUQPHQW LQ FRXQWHUVWULNLQJ ZDV DFWLQJ DV DQ DJ
ZLOO QRW FDSULFLRXVO\ VXEPLW D UHTXHVW WR WKH UHC
DVVLVWDQFH $ SRWHQWLDO OLDELOLW\ UXOH LV GLVFXVVHG

$QRWKHU DGYDQWDJH RI SODFLQJ PLWLJDWLYH FRXQWH L
VXFK D VIVWHP ZRXOG KHOS WR FRQWURO IRU WKH GDQJHUYV
F\EHU ZDUV ZLOO OLNHO\ EH IRXQG LQ WKH SULYDWH VHFWR
SULYDWH VHFWRU DUH DOUHDG\ UHVRUWLQJ WR VHOI KHOS
FRXOG OHDG WR D GDQJHURXV SDWWHUQ RI DWWDFN FRXQW
UDSLGO\ DQG FDXVH VLJQLILFDQW GDPDJH 30DFLQJ FRQWL
JRYHUQPHQW FRXOG KHOS WR FRQWURO WKLV DQG SUHYHC
F\EHUDWWDFNV E\ VWULFWO\ OLPLWLQJ FRXQWHUVWULNHV W

*UHHU VXSUD QRWHRMHDRV VXSUD QRWH DW

7KLV DUJXPHQW LV VLPLODU WR WKH DUJXPHQW WKDW FRPPXQLW
IRU WKH SRRU ZKR ZRXOG QRW EH DEOH WR DIIRUG WKH VDPH SURWHFWI
RQO\ RSWLRQ WR DGGUHVYV FULPH .DW\DO VXSUD QRWH Dw GHVFU
:KLOH ZH DFNQRZOHGJH WKDW HYHQWXDOO\ EURDG XVH RI PLWLJDWLYH
RI VXFK FRXQWHUVWULNHY VKRXOG EH SULRULWL]HG IRU WKH PRVW VHQV



@ MITIGATIVE COUNTERSTRIKING

2Q WKH RWKHU KDQG WKHUH DUH VRPH SRWHQWLDO GR
FRQWURO DOO DVSHFWV RI DFWLYH GHIHQVH $V ZH KDYH SU
GHWHFWLQJ HOHPHQW RI DFWLYH GHIHQVH WKDW FRXOG UDI
RI SULYDWH QHWZRUNV :H DOVR UHFRPPHQG WKDW WKH JR)
GHIHQVH WHFKQRORJLHYV LQ SODFH LQFOXGLQJ E\ VXSSO\L¢
+RZHYHU ZH UHFRJQL]H WKDW DQ\ DGYDQWDJH WKDW WK
WHFKQRORJ\ LQ SODFH LV DOPRVW H[FOXVLYHO\ DQ DGYDQ
WHFKQRORJ\ LV LQ SODFH WKHUH PD\ EH LQVXIILFLHQW L
FRQVLVWHQWO\ NHSW XS WR GDWH $GGLWLRQDOO\ WKH Q
DFWLRQV DUH XQGHUWDNHQ VORZO\ DQG FDUHIXOO\ :KLOH
KDVW\ UHVSRQVHV Rl RWKHUV LW PD\ FDXVH LVVXHV IRU WK
WR WKH LQFUHDVH LQ UHVSRQVH WLPH EHIRUH D PLWLJDWLY

7KHH DUH DOVR SRWHQWLDOO\ VHYHUH GLSORPDWLF LPS
OHDG WR LQWHUQDW LIRQ DR SHRIOQ WH.G WOD FR/Q FOQ. VDY QHJID WL
QDWLRQAZYV JRYHUQPHQW RU SRSXODWLRQ ,I LQGLYLGXDO
FRXQWHUVWULNHVY DJDLQVW DJJUHVVRUV LQ DQRWKHU FR
LQGLYLGXDOV WKH JRYHUQPHQW ZRXOG OLNHO\ QRW EH |
HQFRXUDJH WKH KDUPIXO DFWV 7KH VDPH JRYHUQPHQW KR?Z
LI JRYHUQPHQW VDQFWLRQHG PLWLJDWLYH FRXQWHUVWULN
FRXQWU\ 7KLV VRUW RI DFFRXQWDELOLW\ FRXOG DOVR EH D
LW ZRXOG OLNHO\ RQO\ EH RSWLPDO LI ZRUOG JRYHUQPHQ
UHJXODWLQJ DFWLYH GHIHQVH DQG PLWLJDWLYH FRXQWHUYV
WKDW WKRUEBAB® DGGUHVVHG FRQVLVWHQWO\ EHWZHHQ DOO

D $Q DOWHUQDWLYH WR SXUH JRYHUQPHQW FRQWURO

(YHQ WKRXJK WKHUH DUH VHYHUDO DGYDQWDJHV WR SH
RYHU FRXQWHUVWULNLQJ LW LV LPSRUWDQW WR DFNQRZOHH!
$V QRWHG DERYH ZKLOH WKHUH LV D EHQHILW WR KDYLQJ >
HQWLW\ KDYLQJ FRQWURO WKDW EHQHILW H[LVWV SULPDU
GHJUDGH RYHU WLPH LI WKH FRQWUDFWRU ZKR VXSSOLHV W
WR LPSURYH LWV SURGXFW $ SXUHO\ SULYDWH UHJLPH RQ V
DQ HQWLUHO\ SULYDWL]J]HG DFWLYH GHIHQVH UHJLPH ZRXOG E

TKHPSRUWDQFH RI WKH SULYDWH VHFWRU WR WKH I XWX
XQGHU HPSKDVL]HG KRZHYHU VLQFH WKH SULYDWH VHFWR
YXOQHUDELOLWLHYVY WKDW LV DW OHDVW HTXDO WR WKDW RI
DFFHVV WR PRUH DGYDQFHG WHFKQRORJLHV DQG PRUH HJ!
JRYHUQPHQW VLQFH FRQVLGHUDEOH GHYHORSPHQW LV XQG
FRUH FRPSHWHQF\ RI WKH SULYDWH VHFWRU WKHQ LV LWV !
DFFHVV WR FXWWLQJ HGJH WHFKQRORJ\ 7KH FRUUHVSRQGL
LQFOXGH DFFHVV WR KLJKO\ UHOHYDQW QRQ SXEOLF LQIR
SURFHGXUHY DQG DFFHVV WR HQIRUFHPHQW PHFKDQLVPV

2QH SRWHQwWLDO zb\ WR DGGUHVV WKHVH GLVSDULWLHYV
SDUWQHUVKLS WR DGGUHWVWERHWIYHY GWH WHWRY XHYG JRY
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FRRUGLQDWHG RQ PDWWHUV RI DFWLYH GHIHQVH WKLV ZRXC
JRYMQPHQW FRRUGLQDWHG DFWLYH GHIHQVH ZKLOH WDNLQJ
WRS WHFKQRORJLHV DQG H[SHUWV +RZHYHU DV QRWHG

SDUWQHUVKLSY FDQ EH GLIILFXOW WR LPSOHPHQW EHFDXVH
SULYDWH LQGXVWU\ DQG JRYHUQPHQW DFWRUV :H XUJH WK
LQGX\DWGE JRYHUQPHQW FRXOG EH YHU\ EHQHILFLDO LQ Wtk
ZHDNQHVVHV RI HLWKHU JRYHUQPHQW RU SULYDWH SDUWLF
HVWDEOLVKLQJ D SXEOLF SULYDWH SDUWQHUVKLS WR GHVLJ
PLWLIJDWLYH FRXQWHUVWULNLQJ ZRXOG EH WKH PRVW EHQHI

B. Potential Process for Mitigative Counterstriking

+DYLQJ HYDOXDWHG WKH SRVVLEOH DGYDQWDJHV DQG !
GHIHQVH DQG PLWLJDWLYH FRXQWHUVWULNLQJ WKH QH[W
VKRXOG EH IROORZHG %HFDXVH Rl WKH QHFHVVLW\ IRU TX
FRXQWHWUNHY WKH ILUVW LPSRUWDQW SRLQW LV WKDW WKH
H[SHGLWHG UHYLHZ

2QH SRVVLEOH DSSURDFK PLJKW EH WR HVWDEOLVK D S|
PDQQHU LQ ZKLFK ZLUHWDSSLQJ DSSURYDOV DUH REWDLQHC
WKH )RUHLJQ ,QWHOOLJHQFH 6XUYHLOODQFH $FW ),6%$ ZK
VXUYHLOODQFH RI D IRUHLJQ SRZHU RU DQ DJHQW RO D IRU|
DQDORJRXV SURFHVV FRXOG EH GHYHORSHG ZKHUHE\ GHEF
FRXQWHUVWULNHY DUH PDGH E\ DQ LQGHSHQGHQW ERG\ VW
OHJDO LVVXHV DQG ZKR DUH DOVR VSHFLDOLVWY LQ PDWWF
DQG F\EHU LQWUXVLRQ LVVXHV 6XFK D ERG\ FRXOG EH UHV:
FRXQWHUVWULNH ZDV DSSURSULDWH DQG FRXOG DOVR VHL
XVHG

7KLV LQGHSHQGHQW ERG\ UHVSRQVLEOH IRU HYDOXDWLGC
EH ORFDWHG ZLWKLQ DQ H[LVWLQJ DGPLQLVWUDWLYH DJHQF
'HSDUWPHQW RI +RPHODQG 6HFEXULW\ '+6 PD\ EH WKH PRVW
WKH DJHQF\ WKDW LV WKH PRVW LQYROYHG7RHWKJI DM LR
UHVSRQVLEOH IRU PLWLIJDWLYH FRXQWHUVWULNLQJ PXVW D
WKUHVKROG UHTXLUHPHQWY QHFHVVDU\ WR MXVWLI\ FRXQWH}
WKH HQWLW\ UHTXLULQJ DVVLVWDQFH VKRXOG EH SHUPLWW
SURYLGLQJ VSHFLILF LQIRUPDWLRQ DERXW WKH LQWUXVLRQ
WR EH LQIOLFWHG LI WKH KDUP LV QRW PLWLJDWHG

7KH DJHQF\ LQ FKDUJH RI PLWLJDWLYH FRXQWHUVWUL]
DSSURSULDWH WR KDYH KLJKHU WKUHVKROG UHTXLUHPHQWYV
SULYDWH HQWLW\ YHUVXV ZKHQ WKH YLFWLP RUJDQL]DWLRQ
ZKR PLJKW EH DXWKRULJHG WR DFW LPPHGLDWHO\ DQG V
FRXQWHUVWULNH IRU H[ SRVW IDFWR DSSURYDO 6XFK GLVS

86 & T
See *UDQW VXSUD QRWH DW QRWLQJ WKH LQYROYHPHQW RI
&1,
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QDWLRQDO VHFXULW\ LPSRUWDQFH RI SURPSW WHUPLQDWLR
VI\VWHPV DQG &1,

C. Addressing the Effect of Mitigative Counterstriking on Third Parties

KHQ VHOHFWLQJ D SROLF\ DSSURDFK WR DGGUHVV F\E
FRQVLGHUDWLRQV VXFK DV WKH SROLF\ZAZV HIIHFWLYHQHVYV
ZKHWKHU WKH SROLF\ LV, ISRION WIDADIOYCH FHRXWWVEDWBWVWULNHYV Z|
RI SROLF\ DWWDFNHUV FRXOG DOVR SRWHQWLDOO\ URXWH
KDUPLQJ WKH LQLWLDO WDUJHW EXW DOVR SURPSWLQJ WKH
WKH LOQOWHUPHGLDULHVY 7KDW ZRXOG FUHDWH D QHZ GDQJHU
LV LQMWHG EHWZHHQ WZR SDUWLHV EHFDX¥R KRH ONK B ODXEMM F
SRWHQWLDO IRU FDWDO\WLF F\EHU FRQIOLFW WKH LQWHU
SURWHFWLRQV XQGHU WKH QHZ OHJDO UHJLPH WR UHGXFH
DIJDLQVW FRXQWHUVWULNHUV 7KH SRWHQWLDO HIIHFW RQ V
:KHUH 6HFWLRQ ,,, $ HYDOXDWHV WKH SRVVLELOLW\ RI KR
KDUWR DWWDFN YLFWLPV WKLV VHFWLRQ FRQVLGHUV WKH
OLDEOH IRU KDUP WR JRPELH FRPSXWHU RZQHUYV

&\EHU FULPLQDOV ZKR HQJDJH LQ F\EHU LQWUXVLRQV Jth
2QH PHWKRG WKDW WKH\ XVH WR HYDGH GHWHFWLRQ LV WR
RQ WKH  QWHUQHW LQ RUGHU WR REVFXUH WKH RULJLQ RI V
FRPSXWHUV WR HYDGH GHWHFWLRQ DQ DWWDFNHU ZKR FRPS
WKRVH FRPSXWHUV DV D ERWQHW WR DWWDFN8 WKRP X\VXKWMWP D
PROQLWRULQJ IRU VXFK DWWDFNV FRXOG WKHQ LQLWLDWH Wtk
EXW ZKDW LI WKH PLWLIJDWLYH FRXQWHUVWULNH FDXVHV KI
ZHUH QRW LQYROYHG ZLWK RU DZDUH RI WKH DWWDFNHUZEV F

2QH YHU\ SHUVXDVLYH DUJXPHQW LV WKDW WKHVH WK
SREOLYLRXV LQWHUPHGLDULHV °~ VKRXOG EHD BUWWHRW.H G
FRXQWHUVWULNH + EXW LI LIQRUDQFH RI WKH ODZ LV QR HIF
ROW OHDVW WKH EDVLF SURWHFWLRQV SURYLGHG E\ HDVLC
$GGLWLRQDOO\ LQ VRPH FLUFXPVWDQFHVY WKH REOLYLRXV
WKH LQWUXVLRQV E\ WKH LQLWLDO DWWDFNHU EXW DOVR |
WKRVH REOLYLRXV LQWHUPHGLDU\ ILUPV DUH XQDZDUH WKL
VIVWHP WUXO\ EHHQ KDUPHG" $QG LI WKH REOLYLRXV LQWH!
WKH DWWDFNHU EHFDXVH RI WKHLU QHJOLJHQFH LQ PDLQWEL
DIIRUGHG H[WUD SURWHFWLRQ" 2QH SRVVLEOH VROXWLRQ W
SbDUWLHY EHFDXVH DGGLWLRQDO SURWHFWLRQ FUHDWHYV D

15&8(325y7supra QRWIBW QRWLQJ TXHVWLRQV LQFOXGLQJ ZKHWKHU DF!
UHVRUW D ILUVW UHVRUW RU VRPHWKLQJ LQ EHWZHHQ OLNHO\ HIIHFW!
SURWHDMHG + R | kY DAERW H DVWKHU LVVXHVY WR EH FRQVLGHUHG LQFOX
VKRXOG EH DXWRPDWHG ZKHWKHU DGRSWLQJ DFWLYH GHIHQVH LV D VI
GDPDJH IURP FRXQWbupry \QBMWNHY BSBNMNOHURY

15&(325yupra QRWBW

+RZ =RPELH &RPSXWHUV :RUN KWWS FRPSXWHU KRZVWXIIZRUNYV
$SuU
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FRQVHTXHQFH RI WKHLU RZQ QHJOLJHQFH 3ROLF\PDNHUV F
PLWLJDWLYH FRXQWHUVWULNHY DV DQRWKHU LQFHQWLYH IR
VIVWHPV YLD VHFEXULW\ XSGDWHV ILUHZDOOV DQWL YLUXV S

$V D SROLF\ PDWWHU KRZHYHU VXFK D KDUVK DSSURDI
ZLWK D WKRXVDQG UHVSRQVLEOH FRPSXWHU XVLQJ FRUSRL
SXQLVKHG YLD WKH GHQLDO RI D UHPHG\ IRU WKH FDUHO
QHWZRUN ,W LV VWDQGDUG SUDFWLFH WR KROG D ILUP UHVSES
LQHOOWUWELRU UHPHG)\ ZRXOG EH W RpRr 3¢ DUXKH WIKDAM G RHXREE
OHQG LWVHOI WR IOH[LELOLW\ ZKHQ FRQVLGHULQJ WKH FLUF
WKDW ILQGV LWVHOI DV DQ REOLYLRXV LQWHUPHGLDU\ VKR)
VXH WKH RULJLQDO WDUJHW RI WKH DWWDFN LI WKH REOLY
UHVXOW RI D QHJOLJHQW RU UHFNOHVV PLWLJDWLYH FRXQWHt

+RZHYHU ZH DUH VWLOO OHIW ZLWK WKH SUREOHP RI
UHZDUGLQJ FRPSXWHU XVHUV ZKR ZLOOLQJO\ UHPDLQ LOO H
WKUHDWY 7KH ILUVW VWHS WKDW VKRXOG EH WDNHQ LV HG
DUPLHVY HGXFDWLRQDO PDWHULDOV VKRXOG EH GLVVHPLQD
VHEXULW\ XSGDWHV DQG XVH RI VRIWZDUH SDFNDJHV WKDW
VIVWHP KDV EHHQ FRPSURPLVHG 8VLQJ HGXFDWLRQ WR UHC
WKDW FDQ EH KDUPHG FRXOG SRWHQWLDOO\ HDVH WKH LPS
UHJLPH GHVLJQHG WR SHUPLW GHIHQVLYH DFWLRQV XQGHU V
ZRXOG EH WR DGRSW WKH -DSDQHVH PRGHO ZKHUH WKH RZQl
DVVLVWDQFH LQ GLVLQIHFWLQJ WKHLU PDFKLQHV

BHFRQG LI ZH GR QRW ZLVK WR PDNH REOLYLRXV LQW
DFWLRQ ZKDW RWKHU RSWLRQV ZRXOG ZH KDYH DW WKH OLW
RIWKH REOLYLRXV LQWHUPHGLDULHV WR GHFUHDVH WKH GELC
FRPSURPLVH WR HQVXUH WKDW DOO ILUPV DUH SURYLGHG
PDQDJLQJ WKHLU ,7 LQIUDVWUXFWXUH %HFDXVH RI YDULDW
VWDWXWRU\ LQOWHUYHQWLRQ PD\ EH QHFHVVDU\ SRWHQWLDC
VWDWXWH 6XFK D VWDWXWH VKRXOG LQFOXGH SURYLVLRQ\
GHIHQVH DYDLODEOH WR D PLWLJDWLYH FRXQWHUVWULNH
LQWHUPHGLDU\ 7KH VWDWXWH VKRXOG KRZHYHU PDNH DYC
UHGXFLQJ GDPDJHV RZHG )RU H[DPSOH D ILUP ZLWK RQH |
UHQGHUV WKH ILUPAY HQWLUH QHWZRUN YXOQHUDEOH ZRXC
WKDQ D ILUP WKDW ODENV DQ\ VI\VWHPDWLF FRQWUROV RI QH
ZDV WKH UHVXOW RI D JHUR GD\ H[SORLW LQ FRQWUDVW VKI
ZRXOG EH DOPRVW LPSRVVLEOH IRU D XVHU WR SUHYHQW KL
XQNQRZQ YXOQHUDELOLW\

| WKH JRYHUQPHQW LV SODFHG LQ FRQWURO RI FRQG.
OLDELOLW\ PD\ EH H[WHQGHG E\ SHUPLWWLQJ VXLWV E\ IRUF
WKH J)HGHUDO 7RUW &ODKRVIBFWUQP&RW FRXOG UHVROYH W
EHJLQ D QHZ SURFHVV WR UHFRYHU WKH GDPDJHV IURP WKH
7KH PRVW VLJQLILFDQW SUREOHP ZLWK XVLQJ WKH )7&$ LQ

<DPDGD <DPDJLVKL .DWVXPL VXSUD QRWH DW
See 8 6 & E
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FRQWDLQV DQ H[FHSWLRQ IRU FODLPVKWK@®MVXUHVRI VKB |RY
OHDGV WR PDQ\ FRPSOLFDWLRQV ZKHQ WKH TXHVWLRQ EHF
SRVVLEOH VROXWLRQ FRXOG EH WR WUHDW WKH KDUP DV D
HIITHFWV ZHUH ILUVW IHOW DQG UHTXLUH WKH GLVSXWH WR E
VWDWH

&21&/86,21

7KH WKUHBRUM- RH FREEHUWHUURULVP DQG F\EHUZDUIDUH
6SHFLILF HI[DPSOHV RI WKUHDWY UDQJH IURP ""R6 DWWDFNV I
ZLWK NLQHWLF ZDUIDUH DV LQ WKH FDVH RI *HRUJLD WF
LQMIWDUXFWXUH E\ WKH 6 WX[QHW ZRUP 2QH ZRXOG QRW EH R
GHIHQVH WHFKQRORJ\ DQG LQIUDVWUXFWXUH DUH HVVHQWLELC
SULYDWH SDUWLHV LQFOXGLQJ SULYDWH RZQHUV RI &1, K
HITHFWLYH DJDLQVW WKH YDULHW\ RI WKUHDWYV WKDW WKH\ I
ODFN RI D FRQVLVWHQWO\ HQIRUFHG LQWHUQDWLRQDO SDU]I
GLIILFXOW\ RI LGHQWLI\LQJ DQ DWWDFNHU LQ D PDQQHU VSt
7KH DYHQXH RI FLYLO OLWLJDWLRQ LV VLPLODUO\ RI TXHVWI
LGHQWLI\LQJ WKH DWWDFNHU EXW DOVR EHFDXVH KROGLQ
XQVXFFHVVIXO EHFDXVH RI WKH OLPLWDWLRQV RI WKH FRPF
VXIILFLHQWO\ HIIHFWLYH LQ SDUW EHFDXVH RI WKH LQFRQVL
LPSOHPHQWHG DQG LQ SDUW EHFDXVH SDVVLYH GHIHQVH D(
RIHUR GD\ HISORLWDWLRQV

H XUJH WKDW XQGHU WKH SURSHU FLUFXPVWDQFHV L
FRXQWHUVWULNHYV LV WKH VRFLDOO\ RSWLPDO VROXWLRQ ,
RWKHU PHWKRGV RI DGGUHVVLQJ DWWDFNV ZRXOG EH LQHII
XUJH WKDW HYHQ LI WKH WHFKQRORJ\ VWLOO QHHGV IXUWKF
QHFHVVLWDWHY D GLDORJ WR VHW IRUWK D UHJLPH SHUPI
FRQWHUVWULNHYVY WR SURWHFW &1, 6HOI GHIHQVH ZH KDYH
RI SURWHFWLRQ LQ YLUWXDOO\ DOO RWKHU OHJDO FRQWH[W
WKLY UHDVRQ ZH XUJH WKH FUHDWLRQ RI D OHJDO UHJLPH W

7TKHVH RI VHOIl GHIHQVH KRZHYHU LV QRW ZLWKRXW FRF
KRZ WR DGGUHVYVY KDUP WR REOLYLRXV LQWHUPHGLDULHV D\
LQ WKH LQWHUQDWLRQDO FRQWH[W LI D PLWLIJDWLYH FRXQ
FRXQWU\ DQG OHG WR D GLSORPDWLF FULVLV

Q DQEDO)NLQJ WKH H[LVWLQJ IUDPHZRUN ZH REVHUYH W
FRXOG SRWHQWLDOO\ VXSSRUW LPSOHPHQWDWLRQ RI DQ DF\
JURXQGHG LQ WKH SULQFLSOHV RI PLWLJDWLRQ $UHDV WKD
LQFOXGH SUHVLGHQWLDO GLUHFWLYHV FDOOLQJ IRU WKH S
&KDUWHU WKDW SUHEHWHQWVH ULQKMQWHWHDWLRQDO FRQIO
DRQRZOHGJH WKH SRWHQWLDO ZHDNQHVVHV RI H[LVWLQJ V
WHFKQRORJ\ LV FRQVWDQWO\ LPSURYLQJ 7KHUH DUH DOVR

H15<&2+(1 $1'9%$1(66% U¥B552:6 &565(3257 )2&21*5(66)('(5%$/ 7257&$,06
$&7 'HF ,availableat KWW S ZZZ IDV RUJ VJS FUV PLVF SGI
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DOQ®QFOHDU ZRUGLQJ RI LQWHUQDWLRQDO WUHDWLHY OLNH '
EDUULHUV PLWLIJDWLYH FRXQWHUVWULNLQJ LV WKH PRVW U
EH LQYROYHG LQ DQ DFWLYH GHIHQVH UHJLPH :H IXUWKH
FRXQWHUVWULNLQJ FDSDELOLWLHV IRU &1, VKRXOG EHFRPH
DIJDLQVW SRWHQWLDO KRVWLOLWLHYV

+DYLQIDPLQHG WKH LQWHUVHFWLRQ RI HOHPHQWYV RI DF
UHJLPHDOA R SURYLGH UHFRPPHQGDWLRQV IRU D SRWHQWLDC
RI DQ DFWLYH GHIHQVH UHJLPH XWLOL]LQJ PLWLJDWLYH FRX
DIILOLDWHG DJHQF\ GHVLUDEO\ D SXEOLF SULYDWH SDUWQH
HOHPMYV RI DQ DFWLYH GHIHQVH UHJLPH 7KLV LQFOXGHYV
UHVRXUFHV IRU SULYDWH SDUWLHVY WR GHWHFW DQG WUDFH
WKDW FRXQWHUVWULNHY DGKHUH WR WKH SULQFLSOHV RI PL
SURPRWH DFWLYH GHIHQVH DQG SHUPLW PLWLJDWLYH FRXQV
WR SURWHFW WKLUG SDUW\ LQWHUPHGLDULHYV ZKRVH V\VWHF

7KH KHVLWDWLRQ WKDW PDQ\ FRPPHQWDWRUV H[SUHVV
DWWULEXWHG LQ SDUW WR WKH WHQGHQF\ RI PRGHUQ FRPP
VLQJXODU HQWLW\ :H DUJXH KRZHYHU WKDW DFWLYH GHI
GHWH®J LQWUXVLRQV WUDFLQJ WKH DWWDFN EDFN WR WKH
FRXQWHUVWULNH LQ WXUQ FDQ EH FKDUDFWHUL]JHG LQ WZF
D JRDO RI SXQLVKLQJ WKH DWWDFNHU DQG PLWLIJDWLYH F
SULQFLSOHYVY RI PLWLIJDWLRQ OLWLJDWLYH FRXQWHUVWULNH
WR SUHVHUYLQJ WKH ULJKW RI VHOI GHIHQVH LQ F\EHUVSDFF

'LWK WKLV DUWLFOH WKHUHIRUH ZH LQWURGXFH D QHZ
ZHOO DV SURYLGH VRPH VXJIJHVWLRQV IRU KRZ WKHWHWDLC(
FRXOG EH ODLG RXW 7KH ILUVW SULRULW\ LV WR HQDEOH P
SULYDWH RZQHUV RI &1, ,I DQ DFWLYH GHIHQVH V\VWHP WKI
ODWHBRDGO\ LPSOHPHQWHG WR SURWHFW RWKHU SULYDWH S|
LQ FRQWURO RI GHWHFWLQJ LQWUXVLRQV JLYHQ WKH VWDW
UDLVHG E\ GLUHFWLQJ WKH JRYHUQPHQW WR PRQLWRU .
FRXQWHUVWULNLQJ PHDVXUHV VKRXOG EH FDUHIXOO\ RYHU\
DSSOLFDWLRQ ,W LV YLWDO WKDW IRUPDO SROLF\ EH VHW
WKRXJKWIXO GHOLEHUDWLRQ DQG DQDO\VLVY RI DOO RI WKH
WKH IDOORXW IURP D FULSSOLQJ F\EHUDWWDFN



