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Introduction 2
B y  E r I c  K N o r r

Welcome to the next tech revolution: 
Liquid computing 4
Cloud computing has already changed the way we work. 
Soon, our own personal clouds will enable us to pick up 
where we left off as we move from device to device.   
B y  G A L E N  G r U M A N

Adapting enterprise workflows to 
mobile device continuity 7
Soon we will enter a world in which data and workflow 
moves seamlessly among devices of all shapes and sizes. 
Sounds cool! But are enterprises ready for the repercussions? 
B y  PA U L  r o B E r t S

Is it time for DRM’s second act? 12
Powerful new peer-to-peer connectivity features in  
products being developed by Apple, Google, and Microsoft 
will add security risk. One solution: content-based 
protections such as digital rights management. 
B y  PA U L  r o B E r t S

Connectivity vs. compliance:  
Can they get along? 17
The industry is readying new, multi-peer connectivity 
features. They’ll be a boon for worker productivity.  
But will they also break your compliance policies?
B y  F A h M I D A  y.  r A S h I D
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Welcome to the 
liquid workflow

f you’re around my age, your computing life began with 
a single screen. Today, you probably have three to five screens or 
more: a work computer, a smartphone, multiple home comput-
ers, maybe a tablet. Soon, you may add a smartwatch and a new 

wave of mini-devices ushered in by the Internet of things.
With this multiplicity, the idea that you have a “primary” device 

slips away. Instead, the heart of your compute experience rises to a 
cloud where you are at the center. For that ascent to be complete, 
however, each of your devices needs to be seamlessly connected 
with the others. 

InfoWorld’s executive editor, Galen Gruman, has coined a phrase 
for this: “liquid computing.” As you’ll see, Apple, Google, and Mi-
crosoft are already testing this new modality, so that your work—not 
just the data, but what you’re doing with it at any given moment—
can flow instantly to any device in your personal cloud ecosystem. 

Liquid computing has far-reaching implications for business: The 
increase in productivity will be stunning, but the loss of control over 
data will cross an alarming threshold for many IT professionals.

In this Digital Spotlight, Galen, along with InfoWorld contribu-
tors Paul Roberts and Fahmida Rashid, examine the reactions of 
vendors and customers alike to this new reality. The redefinition of 
personal computing couldn’t be more profound.

—Eric Knorr, Editor in Chief

i

http://www.infoworld.com
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i

Cloud computing has already changed the way we 
work. Soon, our own personal clouds will enable us 
to pick up where we left off seamlessly as we move 
from device to device.   B y  G A L E N  G r U M A N

Welcome to the next tech revolution: 

Liquid computing

Magine you’re in the break room, typing an email 
on your tablet, when a colleague interrupts you. Later you 
return to your office and lay the tablet on your desk. An icon 
appears on the screen of your office laptop. You click it and 
up pops the partially completed email you were just com-

posing on the tablet.
This advanced functionality already exists in the form of the 

Handoff feature built into the iOS 8 and OS X Yosemite updates. It 
signals a change in computing that Google and Microsoft are also 
pursuing, not just Apple. Handoff is the first big step into a future 
where the notion of a device will be radically transformed.

At first glance, what Apple is doing is blurring the lines between 
mobile and desktop devices. That’s true, but it’s only part of the 

http://www.infoworld.com
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actual transformation underway. At 
InfoWorld, we’ve given this transfor-
mation a name: liquid computing.

The Handoff feature and liquid 
computing in general foretell a world 
in which work is decoupled from 
device, and data flows along with 
the activities and movements of the 
worker. In the era of liquid comput-
ing, the device no longer occupies 
the center of the computer universe, 
as it has since the dawn of the PC era 
thirty years ago.

Think back to that time, when 
people first started getting PCs at 
home, not just at work. Remember 
the effort we all spent in making sure 
we copied our files to a disk for use 
at home? We had to bring our data 
with us or else use a network con-
nection to a file share. That barrier 
exists to this day. Sure, your e-mail 
and work files may live in the cloud 
and can be accessed from many 
different types of devices. But the 
assumption is still that you work on 
a single device at a time – creating 
and then updating a master record. 
Moving to a different device neces-
sitates a number of discrete actions: 

stopping work on one device, saving 
the master record, then switching to 
your new device, and recalling that 
master record. 

This mentality is now on its way 
out.

The journey to liquid  
computing
To understand why, we need to roll 
back the clock a few years. With the 
introduction of Google Docs and 
Google Apps, Google showed us a 
different way of thinking about com-
puting and workflow, putting the 
cloud at the center of the computing 
environment. With Google Docs 
(now called Drive), you created your 
documents on its servers and worked 
on them there, usually through a 
browser but also via native apps on 
iOS and Android. You didn’t have to 

sync your data because it was acces-
sible from pretty much any device. 
That change was also mirrored in 
features introduced to most major 
Web browsers in recent years that 
offered “browser syncing” and disag-
gregated the browser (and its stored 
data) from the device it was running 
on. Today Web browsers sync pass-
words, URLs, and so on, making  
users accustomed to the notion that 
it doesn’t matter what device they 
have at hand—the context in which 
they were working will persist, at 
least for Web activities.

The record will show that Google’s 
Web-based apps don’t work that 
well at least compared to what can 
be done on a smartphone, tablet, 
or PC native app. Today, most of us 
still start with the device and use 
the cloud mostly as a convenient 

file share. But cloud storage services 
such as Box and Dropbox reimag-
ined that file share in a user-friendly 
way, with similar broad device sup-
port. Apple’s iCloud Documents 
took the same idea but tied it to 
specific apps, moving us away from 
the notion of a common file pool to 
a common activity pool: text docu-
ments or spreadsheets or photos. 
Apple’s initial iCloud Documents 
approach was too tied to its apps, but 
in iOS 8 and OS X Yosemite, Apple 
is expanding its cloud beyond its 
own applications.

Apple Handoff is currently the 
boldest foray into liquid computing, 
but both Google and Microsoft have 
taken similar (albeit baby) steps in that 
direction. The forthcoming Android 
L will support Handoff-like interac-
tions between Android devices and 
Chrome OS computers. Of the main 
platform vendors, Microsoft is the 
least advanced, though it talks the talk 
and has made moves similar to Apple 
and Google in its syncing across 
Windows 8 devices and its Google-
like mix of native and cloud apps for 
cloud-stored Office documents.

When you no longer have to worry 
about where a file is or where you 
left off on a task, you’ll work very 
differently than you do today.

http://www.infoworld.com
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The effect of liquid  
computing on business
When you no longer have to worry 
about where a file is or where you left 
off on a task, you’ll work very differ-
ently than you do today.

People who’ve adopted an iCloud-
centered workflow, a Google-Drive 
centered workflow, or an Office 
365-centered workflow know what I 
mean: You don’t think about where 
files are, because they’re wherever 
you have an Internet connection. 
You think much less about passwords 
and bookmarks, thanks to Apple’s 
and Google’s ability to remember 
them across devices, which means 
it’s easier to take care of your needs 
wherever and whenever.

That’s the fundamental conceit of 
liquid computing: Your activities, not 
just your data, flow from device to 
device. You might think that’s simply 
cloud computing in action. It is—but 
Handoff and other similar features 
show that you don’t need the cloud 
to do this. Specifically: Handoff can 
operate as a kind of peer-to-peer 
network, using Bluetooth and Wi-Fi 
Direct for iOS devices and Macs to 

“notice” each other’s presence, then 
compare notes as to what the user 
is doing on all nearby devices for 
which that user is signed in. That’s 
Handoff, and it’s much more pow-

erful than simply making the same 
data available everywhere.

Of course, the “wherever and when-
ever” nature of Handoff freaks out 
most IT shops. After all, most are still 
struggling to make peace with BYOD 
(bring your own device), which filled 
enterprise environments with consum-
er smartphones and tablets. The move-
ment of enterprise workflows between 
devices, some of which aren’t under 
full control of IT, using a standard im-
age and fully audited, makes IT gover-
nance much harder. 

As it stands, features such as Hand-
off are resolutely consumer-focused. 
There is no way to audit such ad hoc 
workflows that traverse devices and 
don’t need to go through a common 
network. Without auditing, you can-
not assure compliance or security. 
There’s already evidence that the un-
derlying architecture of some next-
generation connectivity features may 
be found wanting.  

There are a few glimpses of how 
compliance and data management 
will work in a liquid computing 
world, but only glimpses. Users will 
again lead the way and introduce 

liquid computing even as their IT 
organizations rail against now-quaint 
notions like BYOD. IT and regula-
tors will either figure it out or again 
get ignored or even be pushed out 
of the way. Ultimately, IT may have 
to let go of control (or the illusion of 
it) for the vast majority of data and 
workflows, using other means to vali-
date access and information check-
in/check-out and worrying less about 
what happens in between.

I truly believe that liquid com-
puting will result in a major shift 
in how we work and think about 
computing devices. There’ll be mis-
takes and failure along the way, but 
the basic notion simply makes too 
much sense. After all, it’s how people 
naturally work: We “sync” and adapt 
through communications, even 
when under a hierarchical organiza-
tion, using the tools we can find, not 
just those given to us.

When computing works more like 
us, watch out!

InfoWorld executive editor galen gruman 
analyzes the latest issues in mobile tech-
nology and the Internet of things.

In the era  
of liquid  
computing,  
the device  
no longer  
occupies the 
center of  
the computer  
universe, as it 
has since the 
dawn of the  
PC era thirty 
years ago.
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Adapting 
enterprise 
workflows to 
mobile device 
continuity
Microsoft, Google, and Apple all envision 
a world in which data and workflow moves 
seamlessly between mobile devices in all 
shapes and sizes. That sounds cool.  
But are enterprises ready for the challenge? 
B y  P A U L  r o B E r t S

http://www.infoworld.com
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or Much of the last thirty years, IT departments 

had a pretty clear goal: managing the interactions be-

tween back-end systems like application and database 

servers and a small range of client computers, mostly 

desktop systems and laptops.

The scope of that task was 
straightforward. Data re-
sided in enterprise databases 
with a clear master record 
that could be recalled or 
modified by privileged  
users by way of an applica-
tion running on a client sys-
tem. Access to that data was 
restricted based on a user’s 
role within the organization 
and the work he or she was 

tasked with. Access to the 
network on which the data-
base, application server, and 
users all operated was further 
restricted using firewalls, 
user authentication schemes, 
intrusion detection sensors, 
and so on. 

Sure, things often went 
sideways. But, in general, 
these controls ensured 
that enterprise workflows 

worked: Sensitive informa-
tion didn’t go wandering 
and information workers 
benefitted from technology 
while also acting in accor-
dance with an organization’s 
priorities and policies. 

All that is changing — 
and fast. Over the past 
decade, cloud-based appli-
cations and SaaS have com-
bined with a range of new, 

portable computing devices 
to alter both how we work 
and where we work. That 
revolution started with lap-
tops and then smartphones. 
It is continuing as tablets 
and wearable technology 
such as smart watches and 
Google Glass become main-
stream.

The multipeer  
model
The shift to the cloud and 
mobile has the potential to 
make workers far more pro-
ductive than ever before. As 
we’ve noted, new features in 
the latest versions of Apple’s 
mobile and desktop operat-
ing systems, iOS and OS X 
Yosemite (due out this fall) 

will introduce so-called 
“continuity” features like 
Apple Handoff that allow 
data and applications to 
switch fluidly between dif-
ferent end points belonging 
to the same user (that is, 
associated with the same 
Apple ID). 

The use cases for those 
features, so far, are targeted at 
consumers. Apple’s website 
promotes Handoff as an easy 
way to forward phone calls, 
text messages, and e-mail 
between different devices. 

Connectivity features 
(broadly defined) are likely 
to become the foundation 
for far more diverse kinds of 
peer-to-peer networking be-
tween individuals. For ex-

f
The shift to the cloud and mobile has the potential  
to make workers far more productive than ever before.

http://www.infoworld.com
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ample, developer documen-
tation for Handoff includes 
a feature called Continua-
tion Streams that seems to 
support bidirectional data 
flows between devices con-
nected using Handoff, not 
simply a mirroring of one 
application from a host de-
vice to a client. It’s unclear, 
however, how that feature 
will work. 

The next version of OS X 
Yosemite also will support 
iOS 7’s Multipeer Connec-
tivity feature (the technol-
ogy behind proximity-based 
chat apps such as Firechat). 
That could be used to create 
mesh-style networks of iOS 
devices or facilitate file shar-
ing within offices.

Apple isn’t alone. Google 
executives have also talked 
up concepts like mesh 
networking and peer-to-
peer connectivity in recent 
months. Google sees those 
capabilities as a way to tie 
together devices running its 
Android mobile operating 
system, including mobile 
phones, tablets, wearable de-
vices, and home automation 
technology. 

Eyes on the future
What will this brave new 
world look like? Nobody 
knows for sure. But if you 
want to assess what’s to come 
as companies assess trends 
like mobility, wearable tech, 
and multi-peer-connected 

devices, examine forward-
looking verticals such as 
healthcare and retail. 

In these settings, workers 
are already embracing next-
generation devices such as 
Google Glass, remote sens-
ing, and proximity-based 
networking. Their experi-
ence points the way to what 
promises to be a bright, albeit 
complex, future of work.

To get a sense of what the 
future looks like, look to  
companies like CrowdOptic, 
a San Francisco-based start-
up that makes technology 
that can use an individual’s 
gaze to make context-specif-
ic associations and take spe-
cific actions. The company 
occupies a niche Gartner is 

calling “context-aware com-
puting.” It was one of just a 
handful of firms named by 
Google as a “Glass at Work 
Certified Partner.” 

Jon Fisher, CrowdOptic’s 
CEO and founder, said that 
the company’s secret sauce is 
understanding, in real time, 
where the mobile devices on 
its platform are aimed. That 
new factor — focus or “gaze,” 
if you like — enables a slew 
of what Fisher calls “black 
magic applications.” They 
include allowing the devices 
to share points of view. 

“From a workflow per-
spective, deploying smart 
glasses with this context is 
gold in sports, entertain-
ment, medical, building, 

and — perhaps most of 
all — first responders and 
government, like police, 
fire, etc.,” Fisher said in an 
e-mail exchange. 

No surprise: Many of 
CrowdOptic’s applications 
today are in advertising 
(place-sensitive and context-
sensitive ads and displays for 
platforms like Glass), broad-
casting (live sporting events 
from the player’s perspec-
tive), and physical security 
(spotting disturbances or 
important events in large 
crowds). 

Improving health
Promising applications 
proliferate in health care as 
well. In July, CrowdOptic 

Securing ephemeral peer-to-peer or mobile mesh 
networks just isn’t on the radar. 

http://www.infoworld.com
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announced that it is work-
ing with Stanford University 
School of Medicine’s cardio-
thoracic surgery department 
to use its software to improve 
resident training in complex 
surgical procedures using 
Google Glass. Essentially, 
CrowdOptic’s software will 
allow attending surgeons to 
“inherit” the point of view of 
the surgical resident simply 
by gazing at them. In the 
process, they will see what 
the intern is seeing. 

That has huge implica-
tions for teaching delicate 
surgical procedures in the 
confines of an operating 

room, where attending sur-
geons have difficulty shar-
ing the exact field of view as 
their trainees. 

Another medical applica-
tion highlighted by Google 
concerns the use of Glass 
by primary care physicians 
during patient interviews 
and screening. The trial, 
by Google and the firm 
Augmedix, outfitted physi-
cians with Google Glass 
running Augmedix’s soft-
ware. The software cap-
tured the information from 
doctor-patient visits and 
streamed it to back-end 
systems where artificial 

intelligence software (and 
human operators) used the 
data to update the patient’s 
chart in real time. Physi-
cians can also use voice 
commands to call up data 
from the patient’s chart, 
which appears on Glass 
before their eyes. 

The technology has 
been a productivity boon. 
Physicians at the Ventura, 
California, clinic where the 
trial took place reported a 
decrease in the total daily 
time spent entering data 
into electronic health record 
systems from 33 percent to 
9 percent and an increase in 

direct patient care from 35 
percent to 70 percent. 

The promise and  
the peril
Although these are only 
trials, they suggest ways 
in which other workflows, 
piped through wearable 
devices like Glass, could 
become fused with the bod-
ies and physical context of 
users. To transfer a file to 
a coworker, just look at the 
person and say, “send file.” 
To email, simply start speak-
ing, and so on. 

But they also suggests 
some of the possible pit-

falls. For the Google and 
Augmedix trial, the Google 
Glass devices worn by phy-
sicians were locked down to 
only run Augmedix’s soft-
ware and only on the clin-
ic’s secure and encrypted 
network. No Internet access 
from the Glass device was 
allowed, nor were other ap-
plications. 

Fortunately, there’s little 
chance that rank-and-file 
enterprises will need to 
wrestle any time soon with 
questions about the best and 
most secure way to imple-
ment wearables, says Paul 
DePond, vice president of 

“ Fortunately, there’s little chance that rank-and-file  
enterprises will need to wrestle any time soon with 
questions about the best and most secure way to 
implement wearables.”  – PAUL DEPoND, vice president of technology and innovation at Globo PLc

http://www.infoworld.com
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technology and innovation 
at Globo PLC. Globo makes 
enterprise mobility manage-
ment technology for custom-
ers across industries, includ-
ing healthcare.

The facts on the ground 
in almost every industry 
are that companies are still 
struggling to reign in smart-
phones using basic mobile 
device management fea-
tures, DePond said. Secur-
ing ephemeral peer-to-peer 
or mobile mesh networks 
just isn’t on the radar. 

Most of Globo’s customers 
are focused on managing 
the security of employee-
owned mobile devices and 
possibly leveraging custom 
mobile applications for im-

portant functions that are 
still confined to the desktop, 
or even paper, he said. 

Still, DePond thinks 
many of the same technical 
hurdles that companies face 
around managing mobile 
devices and applications 
will transfer to devices with 
“mesh networking” features 
and next-generation plat-
forms like Google Glass

“The best way we saw to 
solve the BYOD problem 
was to create a secure work-
space on the device. That 
workspace is the only ele-
ment that company says ‘this 
is ours.’ The rest, you can do 
what you want with.” 

Using secure and en-
crypted virtual containers 

to house company data and 
applications allows Globo 
and its customers to enforce 
granular controls that might 
not be native to the platform 
or the OS. For example, 
Globo customers on smart-
phones can use a secure chat 
feature to communicate. But 
that app doesn’t allow them 
to copy or paste content from 
the chats to other applica-
tions, or even to take screen-
shots of the application. 

The same secure container 
concept may also work well 
on wearable platforms, De-
Pond said. However, before 
that can even happen, third-
party providers like Globo 
need tools: APIs that they 
can hook into, clear docu-

mentation of features, and 
ideally, standards that they 
can develop to that will be 
reliable across platforms. 
“Someone has to put an 
API out there to do stuff like 
that — turn features on and 
off, wipe data, and so on,” he 
said. 

For now, most organiza-
tions need to crawl before 
they can walk, let alone fly. 
That means bringing mobile 
devices under the same kind 
of control that exists for PCs: 
managing software updates 
and patches, segregating 
sensitive functions from con-
sumer functions, and picking 
low-hanging fruit with com-
mercial or custom mobile 
apps suited to niche purposes 

within the organization. 
Assuming they can get all 

that to work, companies may 
be ready to ascend to the 
truly awe-inspiring heights 
that these new technologies 
suggest. 

paul Roberts is a former senior 
editor for InfoWorld who writes 
about hacking, cyber threats, 
and information technology 
security. He edits The Security 
Ledger, a blog focused on secur-
ing the Internet of things. 

For now, most organizations need to crawl before 
they can walk, let alone fly.

http://www.infoworld.com
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Powerful new peer-to-peer 
connectivity features in products 
being developed by Apple, 
Google, and Microsoft will 
add security risk. One solution: 
content-based protections such as 
digital rights management. 
B y  PA U L  r o B E r t S

Is it time  
for DRM’s  
second act? 
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f you’re an information 
security professional working 
in an enterprise setting, the last 
decade hasn’t been kind. Mali-
cious software has become more 

powerful and stealthy. Traditional secu-
rity and detection tools such as antivirus 
and intrusion detection have struggled, 
unsuccessfully, to keep pace. 

During the same period, the ad-
vent of smart, powerful mobile de-
vices like iOS and Android phones 
and tablets have knocked down what 
few bricks remained in the hardened 
enterprise perimeter. Consumer-
driven BYOD (bring your own de-
vice) is now the de facto (if not de 
jure) policy in most workplaces. Still, 
mobile device management suites 
have only recently begun to gain 
wide adoption. 

Now the tables are turning again. 
New, “liquid” workflows and the in-
troduction of peer-to-peer connectiv-
ity features in mobile and end point 
operating systems by Apple, Google, 
and Microsoft promise to enable mo-
bile devices of all types to work col-
laboratively and fluidly: sharing work 
and passing off data seamlessly. 

But those same features threaten to 
break existing IT security and man-
agement controls. As documents and 
data begin to move fluidly between 
devices controlled by a single employ-
ee or a team of them, enterprise IT 
shops may be forced to reconfigure 
(or just relax) existing process controls 
such as user authentication, configu-
ration management, and access con-
trol. What will take their place? 

For your eyes only
One possible scenario, say IT se-
curity and mobility experts, is that 
the shift to “liquid” workflows and 
peer-to-peer connectivity may herald 
renewed enterprise interest in so-
called DRM (digital rights manage-
ment) technologies that place granu-
lar content- and context-sensitive 
controls on the data itself. In fact, 
DRM’s second act many already be 
well underway. 

Scott Walker, who works in infor-
mation security at DuPont, says that 
a number of efforts are in place at his 
company to better manage security 
policies across an IT landscape that 
is increasingly populated by smart-

phones, tablets, and other mobile 
end points. 

“We really see mobile device use 
as inevitable,” Walker says. DuPont 
workers—especially newer workers 
from the millennial generation—are 
clamoring to use tablets and mobile 
phones. That’s pulling DuPont’s 
IT department along. “We have an 
open culture,” Walker says. “We 
want to enable people to do their 
jobs.” 

Apple’s Handoff and similar con-
nectivity features are not on the 
short list of features his company is 
looking at. However, DuPont does 
strive to create a “consumer-like” 
experience for workers, whether that 
means social network-like sharing 
and communications features for the 
corporate intranet or support for mo-
bile devices and cloud-based docu-
ment sharing at work. 

But keep in mind, DuPont is the 
world’s third largest chemical com-
pany. It has developed a roster of spe-
cialized materials that have become 
household names: nylon, Teflon, 
Mylar, Kevlar and Lycra. The com-
pany holds patents for technologies 

i Consumer-
driven 
BYOD 
(bring 
your own 
device) is 
now the  
de facto  
(if not de 
jure) policy 
in most  
work-
places.
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and processes worth billions of dol-
lars, and its ongoing research is the 
object of intense interest to competi-
tors at home and abroad. 

For those reasons, Walker says the 
company makes data security the 
top priority. On its network and tra-
ditional end points, DuPont relies on 
a full contingent of enterprise pro-
tection tools: anti-malware, network- 
and host intrusion prevention. Data 
leak protection software from Digital 
Guardian blocks sensitive informa-
tion from leaving the company’s 
network. 

DuPont currently uses a mobile 
device management platform to al-
low employees to send and receive 
corporate email from their smart-
phones. It has a limited deployment 
of DRM technology from RSA (now 
part of EMC). But the company’s ex-
perience with that technology makes 
Walker wary: The difficulty of using 
the system meant it was extended to 
a small fraction of DuPont’s docu-
ments and employees. “I look at that 
experience and feel like we really 
need to learn our lesson,” Walker 
says. 

Securing the cloud
Today, DuPont is investing heavily 
in SharePoint and Microsoft’s Rights 
Management Services to secure and 
manage access to sensitive docu-
ments for employees and third-party 
contractors and supply-chain part-
ners. 

DuPont moves carefully around 
initiatives such as mobile and cloud 
adoption, wary of losing control 
of sensitive documents and data. 
Walker says the attractiveness of col-
laborative and productivity features 
such as Handoff and Apple Connec-
tivity would be contingent on reas-
surances that the security of the data 
at rest and in motion wasn’t being 
compromised in the process. 

“If I’m going to put my sensitive 
data in your cloud, you have to as-
sure me that you’re going to protect it 
as well as I do,” he says. 

Apple’s iCloud is the linchpin of 
its Handoff and Continuity services. 
Devices that use the Handoff fea-
ture need to be logged into Apple’s 
iCloud with the same Apple ID. 
Developers will use Apple-provided 
APIs to invoke Handoff and desig-
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nate specific activities as shareable 
between devices (“open document,” 
“read document,” “edit document”). 
iCloud facilitates the pairing be-
tween WiFi-enabled and Bluetooth-
enabled end points. The initial 
transaction may be peer-to-peer, but 
real data synchronization is handled 
through iCloud, according to Apple’s 
documentation. 

Apple does not provide much 
information about the security of 
iCloud or of the communications 
that make up Handoff exchanges. 
There is reason to believe that the 

technology may not stand up to the 
kind of scrutiny enterprise IT depart-
ments require. At the recent Black 
Hat Briefings in Las Vegas, security 
researcher Alban Diquet demonstrat-
ed security flaws in Apple’s multipeer 
Connectivity platform that could al-
low a knowledgeable hacker to con-
duct man-in-the-middle attacks that 
stripped encryption protections from 
communications between two Apple 
devices. 

Even if Handoff proves its mettle, 
Apple is not likely to cede to enter-
prises the kind of control they would 

want to feel comfortable storing sen-
sitive information in iCloud. That 
may mean Apple Handoff—if not 
handoff-like features—has limited 
appeal. 

“Fundamentally, the question for 
enterprises and Apple Handoff is ‘Do 
you trust iCloud?’ ” says Rob Smith, 
an analyst at Gartner. “If the answer 
to that is no, then this feature will 
never work for you.”

Which isn’t to say that enterprises 
won’t trust any third-party clouds. 
Smith says Microsoft has helped 
break down the IT department’s 

resistance to the notion of integrated 
on-premises and cloud infrastruc-
ture with its Office 365. 

“Enterprises are open to cloud, 
but with a level of control,” Smith 
says. “Customers need to be able to 
institute some kind of control, but 
they don’t care as much where it’s 
hosted.” 

DRM to the rescue… 
eventually
DRM features—reimagined—may 
be that bridge. Walker says DuPont 
would love to have a mobile manage-
ment platform that allowed it to en-
force some kind of security policies 
and restraints on mobile devices and 
the data moving to and from them, 
especially given DuPont’s close co-
operation with its many supply-chain 
partners. 

“You’d like to be able to track 
when and how many times the 
document was touched or opened,” 
he says. “That kind of technology 
would give you some degree of 
control after the document left the 
premises.” But the company hasn’t 

“ Data protection is the greatest concern  
organizations have with respect to mobility.  
Organizations manage the device and applica-
tions as a means toward protecting the data.” 

 – Rob smiTh, analyst at Gartner
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seen that kind of offering yet.
Salo Fajer, CTO at data protection 

firm Digital Guardian, says one of 
the top issues he hears from chief  
security officers is how to protect 
data as it moves between cloud and 
end point. “Companies want to be 
able to control and audit those move-
ments and enforce policies around 
them. Who can open what and 
where.” That’s true no matter if the 
data in question is stored locally,  
on a network file share, in the cloud,  
or on an iPad, he says. 

Existing technologies do a good 
job of protecting and monitoring 
data in transit: wrapping access poli-
cies around objects like email mes-
sages or documents and providing 
access control as well as an audit 
trail. Those capabilities are starting 
to reach to the cloud, extending ac-
cess controls to hosted environments 
and mobile end points, Fajer says. 

The kind of seamless movement 
that Apple is introducing with Hand-
off will be a challenge, Fajer admits. 
The key will be whether Apple (or 
Google or Microsoft) creates APIs 
that give application developers the 

ability to wrap security and policy 
around the data that is shared be-
tween devices using Handoff, Con-
nectivity, and other features. 

Hybrid solutions for today
For now, Gartner recommends that 
enterprises consider hybrid solutions 
that combine elements of end point 
protection and what it calls end point 
mobility management (EMM) tech-
nology, which comprises policy and 
configuration management for mo-
bile platforms. 

Some vendors are already moving 
beyond that, introducing “mobile 
content management” technology 
that can transparently encrypt files 
as they leave a PC or mobile device. 
Sophos, the antivirus software ven-
dor, is one example of a company 
that’s transitioning from end point-
based protection to content-based 
protection, Gartner’s Smith says. 

In the months ahead, larger EMM 
vendors, including IBM, Citrix, and 
Good Technologies are likely to follow 
suit, as the focus of protection pivots 
from end point devices (laptops, mo-
bile devices) to the data that moves 

between them. “Data protection is the 
greatest concern organizations have 
with respect to mobility,” Gartner 
noted in a recent report on the EMM 
space. “Organizations manage the 
device and applications as a means 
toward protecting the data.” 

Where does that leave corporations 
like DuPont that are concerned with 
security and privacy? On the side-
lines, at least for now, says Walker. 

“We’re a company that’s going 
to go with what’s known and sure. 
We’re not going to be on the cut-
ting edge of sharing and connectiv-
ity, and that’s OK,” he says. At some 
point, he expects that features such 
as Handoff will mature to a point 
that companies like DuPont can 
use them. But moving before all the 
requirements are met doesn’t strike 
Walker as prudent. “You’ve gotta bring 
the goods security-wise,” he says. 

paul Roberts is a former senior editor for 
InfoWorld who writes about hacking, cy-
ber threats, and information technology 
security. He edits The Security Ledger, a 
blog focused on securing the Internet of 
things.

“ If I’m 
going to 
put my 
sensi-
tive data 
in your 
cloud, 
you have 
to assure 
me that 
you’re 
going to 
protect it 
as well as 
I do.”

 – scoTT WalKER,  
information security  

at DuPont
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The industry is readying new, multipeer connectivity 
features. They’ll be a boon for worker productivity.  
But will they also break your compliance policies?

B y  F a h m i d a  y.  R a s h i d

Connectivity  
vs.  

compliance:  
Can they get along?

T
echnology giants such as Apple, Google, and Microsoft are 
quietly experimenting with new networking and connec-
tivity features that could bring explosive changes to the way 
users interact with and exchange information on enterprise 
networks. But for companies contemplating so-called liq-

uid computing technologies such as multipeer connectivity and mesh 
networking, the question is whether the features might undermine 
hard-won compliance and security goals. 

With liquid computing features like Apple’s Handoff still in their 
infancy, enterprises are left guessing about how well prepared they will 
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be for this new age of decen-
tralized networking. But the 
experts we consulted said 
the challenges these tech-
nologies introduce are not so 
different from what organi-
zations are facing today with 
the advent of powerful mo-
bile devices. It turns out that 
organizations with a good 
grasp of BYOD policies and 
security are well poised to 
face the regulatory chal-
lenge that will come with 
liquid computing features 
like multipeer connectivity 
and mesh networking.

As a phrase, “liquid com-
puting” works on many 
different levels, says Paul 
Luehr, the chief privacy of-
ficer and managing director 
of Stroz Friedberg, an intel-
ligence, investigations, and 
risk services firm. The im-
age of liquid computing de-
scribes the fluid movement 
of data between connected, 
mobile endpoints, he said, 
but it also “appropriately 

captures the notion that data 
continuously wants to spill 
over networks and devices 
without resistance.” 

The notion of data that 
will flow seamlessly across 
devices holds the promise of 
enormous productivity gains. 
Imagine a health care facility 
where doctors and nurses can 
use features like Apple’s (com-
ing) Handoff to continue 
to manage a patient’s treat-
ment as they move between 
the hospital, clinic, and their 
homes, as one example. The 
productivity and efficiency 
gains alone make the concept 
of “liquid computing” encap-
sulated by Handoff intriguing.

The compliance 
hurdle

b
ut the same sce-
nario makes 
compliance-
focused IT teams 
blanch. Personally 

identifiable patient infor-
mation bouncing back and 

forth between secure and 
insecure systems? It may be 
tempting to simply block the 
technology over compliance 
concerns. 

However, security experts 
we consulted expect that 
liquid computing wouldn’t 
be such a big adjustment, 
after all. From a compliance 
officer’s perspective, liquid 
computing’s constituent ele-
ments like multipeer con-
nectivity and mesh network-
ing raise many of the same 
issues already addressed by 
the BYOD revolution that 
brought smartphones and 
tablets to the office. Both re-
quire organizations to track 
who is accessing what infor-
mation, says Vijay Basani, 
co-founder and CEO of EiQ 
Networks, a company spe-
cializing in compliance and 
risk solutions. Regulations 
focus on “who is accessing 
what data and from which 
device,” Basani says. The ac-
tual mechanics for tracking 

that information has always 
been up to the individual 
organization.

That said, assessing how 
liquid computing matches 
up against existing regula-
tions is difficult. Compliance 
rules and regulations are 
industry-specific in the Unit-
ed States, Luehr said. While 
some mandates are consid-
ered prescriptive—such as 
the Payment Card Industry-
Data Security Standard 
(PCI-DSS)—most are not, 
leaving the interpretation up 
to individual organizations. 
This means it’s easier to be 
rigid and assume anything 
new would be forbidden, 
even if that isn’t the case. 

“Anytime you are talking 
about new technology and 
regulations and compliance, 
policymakers and regula-
tors naturally are going to 
find themselves behind the 
curve,” Luehr says.  

In contrast, Europe and 
other regions treat data secu-

http://www.infoworld.com
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rity and privacy holistically, 
making it easier to bend 
them to apply to new tech-
nology innovations for which 
adoption might stretch across 
vertical industries. 

Evolution,  
not revolution

l
iquid computing is 
a continuation of 
modern computing 
trends that resulted 
in the Internet and 

wireless networking, notes 
Luehr. Organizations that 
have figured out how to 
manage these blended tech-
nologies and the expanded 
perimeter each entails are 
better suited to take advan-
tage of the next wave, in 
which peer-to-peer con-
nectivity will dissolve that 
perimeter entirely. 

For example, the impor-
tance of knowing where the 
data is being stored, how 
the data is protected, who 
has access to it, and what 

happens when something 
goes wrong will remain the 
same whether the discus-
sion is about BYOD or liquid 
computing, says Cliff Baker, 
founder and managing part-
ner of Meditology, a health 
care consulting group. 

Data is already distribut-
ed across multiple systems 
and networks in the health 
care world, and the Health 
Insurance Portability and 
Accountability Act (HIPAA) 
defines rules for data se-
curity, privacy, and breach 
notification. Already, orga-
nizations have to ask provid-
ers about encrypted storage, 
verify all data transfers are 
encrypted, and define ac-
cess controls to restrict who 
can view the data. 

Under HIPAA, the orga-
nization bears the ultimate 
responsibility for making 
sure the data is secure, 
regardless of its location, 
Baker says. Practically, this 
may very well mean that 

Apple’s iCloud will be out 
of the question for hospi-
tals. But it doesn’t mean 
that plenty of other third-
party providers will keep 
secure storage in mind as 
they build out liquid capa-
bilities, he predicts.

Regardless of the technolo-
gy’s workings, authentication 
and validation will have to be 
integrated in how data moves 
across locations, Basani says. 
There will have to be some 
kind of a handoff to verify the 
destination device, if only to 
make sure a user’s files don’t 
flow onto an unauthorized 
(or rogue) device. User veri-
fication will be necessary to 
ensure the user owns both 
devices or the recipient is 
authorized to receive data. 

Whatever authentication 
system is in place, whether 
it’s through Apple’s iCloud, 
Google’s credentials, or some 
other third-party system, that 
information can be logged, 
Basani says.

Regulations  
meet reality

a
s it stands, 
existing regu-
lations can 
handle tradi-
tional docu-

ment flows imagined by 
features like Apple Handoff. 
But new forms of com-
munications—like broadly 
adopted multipeer mesh 
networks – could spur new 
regulatory rules, Luehr says. 
For example, if electronic 
health records can flow 
across devices and be modi-
fied, new definitions would 
be necessary. 

Organizations are already 
struggling with the fact that 
text messaging and other 
new out-of-network com-
munications are not being 
captured, but they are still 
expected to provide that 
information as part of litiga-
tion proceedings. Liquid 
computing will increase the 
amount and types of data 
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currently not being col-
lected, forcing regulators to 
make some changes, Luehr 
predicts.

One by-product may be 
that increased data flow leads 
to potentially new types of 
man-in-the-middle attacks 
and data breaches, Luehr 
says. At the recent Black Hat 
Briefings, for example, secu-
rity researcher Alban Diquet 
demonstrated a method for 
conducting man-in-the-mid-
dle attacks against Apple’s 
Multipeer Connectivity 
feature, which was first intro-
duced in iOS 7. Diquet was 
able to show how a knowl-
edgeable attacker could take 
advantage of weaknesses in 
Apple’s implementation of 
the feature to force two cli-
ents into exchanging data 
in the clear (that is, without 
requiring encryption or  
authentication).  

Developments like that 
in the threat landscape may 
mean that regulators will have 

to reconsider breach notifica-
tion rules. Breach notification 
laws will have to redefine 
what constitutes a breach and 
figure out appropriate levels of 
communication.

The privacy  
conundrum

a
nother area 
regulators 
will have to 
pay attention 
to: consumer 

privacy. Users are increas-
ingly worried about how 
situational metadata, such as 
what device they are using, 
their geographic location, 
and what applications they 
run, can be used by adver-
tisers or the government to 
understand (and monitor) 
their behavior. Already, web-
site owners and app develop-
ers have to tread carefully 
when collecting data about 
their customers and visitors 
to online properties.

Regulatory agencies and 

privacy officials are increas-
ingly aware that global iden-
tifiers can be tied back to an 
individual other than first 
and last names, and users 
are just as sensitive to having 
that information exposed, 
either in a data breach or to 
advertisers. 

One example: The Fed-
eral Trade Commission has 
begun to broaden its defini-
tion of personally identifi-
able information from more 
than the name, address, and 
account number to include 
device number and location. 

Features like Apple 
Handoff and mesh network-
ing could amplify personal 
privacy concerns by grow-
ing this pool of identifying 
information with insights 
such as what time of the day 
the individual uses certain 
devices, what kind of com-
puting is done on which 
device, what tools and ser-
vices the person uses, and 
how many devices the indi-

vidual has, to name a few. 
The elevation of consumer 
identities (like Apple ID or 
Google account) to de-facto 
universal IDs may force 
regulators to redefine per-
sonally identifiable infor-
mation to encompass these 
identifiers, Luehr suggests.

The unified data  
security theory

E
ventually, organiza-
tions that haven’t 
already done so will 
have to adopt a holis-
tic approach to data 

security and shift away from 
the notion that data is either at 
rest or in motion, Luehr says. 
Legacy compliance systems 
tend to focus on where the 
data is stored or how it is being 
transferred. Liquid comput-
ing challenges the notion 
that you are in one state of 
another. Securing the device 
is still important, “but it may 
not actually protect the data 
because it may have already 
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drifted over to another device,” 
Luehr says. “Sometimes it’s 
not just about what you say, 
but also where you are.”

Considering that compli-
ance mandates don’t change 
too frequently and tend to be 
additive, it’s a fact that tech-
nology will always outpace 
laws and regulations. This 
poses challenges for both 
policymakers, who have to 
figure out ways to keep the 
requirements relevant, and 
implementers, who want to 
take advantage of the tech-
nology but may find their 
hands tied because the regu-
lations are outdated. 

“Liquid computing may 
be here tomorrow, but it 
will be a couple years before 
regulations even come into 
play,” Basani says. “BYOD 
took several years before it 
became standard.”

 In the final analysis, the 
types of advances that com-
prise what we’re calling “liq-
uid computing” underscore 
a key tenet to security: Secu-
rity is not a destination, but a 
process.

Fahmida Y. Rashid is a veteran 
business and technology jour-
nalist living in the greater New 
York City area.
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